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THOVAS H. KEAN: As Chairman of the National Comm ssion on
Terrorist Attacks Upon the United States, |1'd |like to convene our
sixth public hearing. W've taken as the topic of today's
hearing, "Security and Liberty." | guess its very title suggests
the nyriad of issues we'll be exam ning today. |In one or nore
respects, all deal with civil liberties, how they can be
preserved while our nation seeks to enhance the security of its
people in the aftermath of the nost heinous attacks ever |aunched
agai nst our country by a band of international terrorists.

In some respects, a debate that continues to surround the
PATRI OT Act, use of inmm gration |aws and ot her neasures is not
terribly surprising. Historians that are either with us in the
audi ence today or watching us on television would rem nd us that
qguestions not unlike those we'll be hearing today have cone up
each time our nation has gone to war. Legal scholars can cite an
i npressive stack of case |law that grew out of them They can
al so cite sone obvious infractions of civil liberties, the
suspensi on of habeas corpus, the internment of Japanese citizens.
These are things our society as a whole grew to regret.

At the sane tinme, as ny coll eague Lee Ham lton, Vice Chair,
has rem nded us, the unprecedented nature of the attacks on
Septenber 11th produced a strong response. W want to know nore
about that response, how well current policies are working, and
what steps are needed to protect our cherished liberties as well
as to protect our nation. W' ve assenbled four distinguished
panels to help us do that.

The focus of the first will be intelligence collection
within the United States. The theme of the second panel wll be
privacy protection and how this can be achieved while
di scouraging and preventing terrorism These need not be
i nconpati ble goals. Qur conmm ssioners are particularly eager to
hear what our guests have to say as to how we as a nation can
achi eve both goal s sinultaneously.

Qur third panel will exam ne what is going under the heading
of preventive detention. |In particular, witnesses will assess
how i mm gration | aws and eneny conbatant designati ons have been
used in this war against terrorism In addition to making
recommendations on all of these inportant issues, the Comm ssion
has been charged to consider whether the donestic intelligence
function should remain within the FBI. As we proceed with our
investigation, we'll be asking ourselves whether the FBI should



performthis role or whether a new entity should be established
to performcollection, analysis and dissem nation of intelligence
within the United States, primarily to prevent, curtail and
conbat terrorism

As you know, opinions differ widely on this. In our recent
hearing, we heard sonme of these different views fromthree
uni versal |y acknow edged experts in this field and we'll do so

again today with our final panel

Before we begin, just to do a small anount of housekeepi ng,
we are operating today under a very, very tight schedule. W'l

be hearing froma dozen witnesses. |In order to be fair to each
of them I'mgoing to give appropriate attention to the concerns
they raise and allow for free-flow ng discussion. | ask each of
our panelists to abide by the five mnute tinmeframe that we've
i mposed. | request also that they reserve additional comrents
they care to make hopefully for the question period. They may
al so submt additional materials to the record, which we'll hold

open for an additional 10 days.

I n exchange for our panelists' advance cooperation, | hope
we can ask our conm ssioners to keep our questions short and to
the point and to keep their eyes on the clock as well. Upon the

concl usion of today's hearing, Congressman Hamilton and | wll be
avai | abl e, as al ways, for questions.

W will now hear fromour first panel, offering their views
on intelligence collection within the United States, Larry
Thonpson, senior follow, the Brookings Institute, and forner
deputy attorney general of the United States, and Steven J.

Schul hofer, professor of |aw, New York University. |If we could
begin with M. Thonpson

LARRY D. THOWSON:. Thank you. Good norning. Thank you for
asking me to appear before the Comm ssion this norning. As the
Chai rman has said, I'll try to abide by the five m nute
[imtation. | have prepared witten testinony but this norning
what | would like to do is briefly highlight three points that |
made in ny witten testinony and then expand a bit with respect
to one of the points.

The subject of this norning's panel is intelligence
collection. Intelligence collection is, however, as | point out
inm witten testinmony, only the first step that we need to be
concerned about in conbating terrorism Once you coll ect
information, M. Chairman, you need to share it and di ssem nate
it. Those are very inportant steps that we need to take. Now,
even before the horrific events of Septenmber 11, | w tnessed
first hand, as the deputy attorney general, sone of the problens
that we in the departnent had with sharing information, even in
the departnent, sharing information with intelligence officials
on one hand of the FBI and with our prosecutors on the other hand



inthe Ctimnal Division and in at |east the Southern District of
New York U.S. Attorney's Ofice

And t hese probl ens caused ne on August the 6th of 2001 to
wite a meno to the head of the FBI, to the head of the Crim nal
Division and the head of our O fice of Intelligence and Policy
Review, OPR And | rem nded these gentlenen of the need for the
FBI intelligence officials to notify the Departnent's prosecutors
as soon as possible of the existence of the possibility of
federal crimnal |aw violations during the course of an
intelligence or counterterrorisminvestigation. And, M.

Chai rman, we still had problens with that issue up to the
horrific events of 9/11.

Now, with the help of Congress, we in this country have nade
great strides toward getting nore tools and resources in our
efforts to conbat terrorism Many of the new resources or tools
are enbodied in | aws, especially, as the Chairman nentioned, the
PATRIOT Act. |1'd like to just nention one provision of the
PATRI OT Act this norning, highlight one provision that | think is
extrenely inmportant, and that is section 218. Section 218 of the
PATRI OT Act has allowed the FBI and the Departnent of Justice
prosecutors to expand the nature of the investigation of
terrorist activity, especially as it relates to electronic
surveillance activities and search activities.

As you know, section 218 provides that FISA investigations,
i nvestigations under the Foreign Intelligence Surveillance Act,
can be utilized when foreign intelligence is a significant
pur pose of the investigation, as opposed to the old primary
purpose of the investigation. This is a very inportant
distinction and this is a very inportant provision.

| would like to point out to the Comm ssion this norning
that section 218 of the PATRIOT Act, as well as 15 other
provi sions of the PATRIOT Act will sunset, cease to be in effect,
as of Decenber, | believe, 31, 2005. Decenber 2005 at |east. W
cannot afford to let these inportant provisions of the PATRI OT
Act sunset without, | think, further reasonabl e, dispassionate
and i nformed discussion as a country as to how i nportant these
provisions are to our anti-terrorismefforts.

| nmentioned in ny witten testinony three ideas that |
bel i eve we can focus on that can help us in our fight against
terrorism but this norning briefly I would like to focus and
hi ghli ght one of them W need to clarify the scope of sone of
the court opinions as it relates to the statute dealing with the
material support of terrorism This statute has been an
i nval uable tool in our war against terrorismand it works.

Let me quote to you, nenbers of the Comm ssion, a
conversation that was unsealed in court recently that was between
M. Jeffrey Battle, an individual in Portland, O egon who was
accused of participating in terrorist activity and an FB



informant. And M. Battle explained why his terrorismactivities
were not working as well as he thought he could be, and let ne
quote to you what he said. "Because we don't have support.
Everybody's scared to give up noney to help us. You know what
|'' m sayi ng? Because that |aw that Bush wote about, you know,
supporting terrorism whatever, the whole thing. Everybody's
scared. He nmade a |aw that says, for instance, if | left out of
the country and | fought, right, but I wasn't able to afford a
ticket but you bought ny plane ticket, you gave ne the noney to
do it. By me going and ne fighting and doing that they can, by
this new |l aw, they can conme and take you and put you in jail."

So the terrorists are getting the nessage. This is a very
i mportant statute, it needs to be clarified. Representative Mark
Green of Wsconsin has introduced |legislation to do this and |
woul d hope that the Comm ssion would review this and study it and
support that proposed |egislation.

| hope -- I've tried to -- | hope I've had fidelity to ny
prom se to stick to five mnutes, and after the professor's
testinmony | would be pleased to try to answer any questions that
t he menbers of the Conmm ssion m ght have.

MR. KEAN: Thank you very nuch
Dr. Schul hofer.

STEPHEN J. SCHULHOFER: M. Chairnman, thank you very nuch
Comm ssi oners, thank you for this opportunity to contribute to
your work. | want to stress first that the |legal issues are far
| ess inmportant than the public generally thinks.

After 9/11, |egal experts quickly concluded that we needed
to strengthen the governnent's intelligence gathering authority,
that we needed to shift the bal ance, as the saying goes, shift
t he bal ance between liberty and security. But legal rules are
largely irrelevant at the stages where our intelligence problens
have been the greatest, and that includes sharing information, as
Larry Thonpson just said, coordination, translation, analysis and
delivery. Even at the initial stage of gathering the
intelligence, our capabilities are largely determ ned by agency
culture, by technical and human resources. Again, all areas
where our deficits have been enornous.

So under these circunstances, the preoccupation with
guestions with legal authority can be m sl eadi ng and dangerous.
Qoviously the | egal problenms should be corrected. M point isn't
to question their relevance, but we have to keep our priorities
straight. The really grave weaknesses of our intelligence
process can't be fixed by passing nore laws. But if we focus so
much on | egal issues, as we have repeatedly since 9/11, we're
inevitably going to be diverted fromproblens that matter nuch
nmuch nore.



Now, | ooking specifically to the situation pre-9/11, the
government's legal authority was strong. There were
i nperfections, but the record is clear that the |egal
i nperfections were not to blanme for the failure to prevent the
attacks. W had severe human budgetary and organi zati onal
deficits that prevented our |aw enforcenent and intelligence
comunities fromusing their |egal powers effectively. The
Moussaoui fiasco in August of 'Ol was a particularly clear
exanple of that. And there's no reason to believe that
additional |egal authority would have been used to any greater
advant age.

For exanple, DOJ docunents make clear that at |east by Apri
of 2000, April of 2000, department officials were aware of a
pattern of FBI |egal mstakes, and specifically FI SA m stakes by
the UBL Unit. It's not clear what efforts were nade to correct
t hose deficiencies, either in the last half of 2000 or in the
first half of 2001, but whatever the explanation, it's clear that
by the summrer of 'O01, we had many bright red warning |ights
flashing, clear, at least in retrospect. And it's our
deficiencies in organization, in resources and in priorities that
cost us whatever chances we m ght have had to abort the plot.

Now, turning to the future, 1've devel oped several ideas in
ny witten testinony but I'd like to focus quickly on five
conclusions. First, overall, the governnment currently has

sufficient legal tools but it remains sorely |acking in the non-
| egal capabilities needed to deploy these tools effectively.
Second, nore than a dozen legal initiatives since 9/11 are
denonstrably not justified as a response to Septenber 11. They
inmpair privacy and they inpair freedom but they are conpletely
irrelevant to fighting terrorism Exanples include parts of the
new sneak and peak search powers and maj or parts of the new FI SA
powers, because these parts are available for use in
investigations that are conpletely unrelated to terrorism

Now, thirdly, many of the new powers are relevant to
fighting terrorism but they are so over-broad that they actually
underm ne our security. Steps have been taken to restrict public
information, to restrict access to the courts, and to reduce
judicial oversight of searches and surveillance. The common
thread that runs through these neasures is the erosion, and in
many i nstances, the conplete obliteration of traditional checks
and bal ances, reducing accountability to the courts, to the
public, to the press and even to Congress.

Now, when |'ve just said that, that m ght sound a bit
critical, so |l want to be clear that this is sinply a
description, and | think an uncontroversial description of what
has gone on. The Justice Departnment acknow edges this and the
Justice Departnment has publicly defended these steps as
appropriate and necessary in our present circunstances. But the
absence of effective systens of accountability is a recipe for



wasted effort, m sdirected resources and bad ni stakes. Does not
hel p our security.

Fourthly, our security depends on building confidence around
the world that America exercises its power with restraint and
with respect for the rule of law, but our present policies of
secrecy and unchecked | aw enforcenent power are fueling
alienation and mstrust. So we're purchasing short-term gains
and usually slender gains at best. W're purchasing themat the
price of fostering lasting aninosity anong the very people here
and abroad whose help we need nost if we are to break the cycle
of terrorist violence.

An exanple is the so-called eneny conbatants’ power, and
gat her that you have a section to focus on that. But this is
particularly central to the idea of accountability. The
Adm nistration's claimof power to seize a U.S. citizen here in
the United States and hold the person indefinitely with no access
to the courts or even to his own famly, no other denocratic
country, including Israel, who has at |east as serious problens
as our own -- no other country would detain an all eged eneny
conbatant for as long as 18 days, nuch less for the 18 nonths
that Jose Padilla has been hel d i ncommuni cado.

Finally, to maxim ze our security and to preserve
fundanmental freedons, we have to act quickly in two areas that |
woul d urge you to focus on. First, we nust restore effective
checks and bal ances. Secondly, we have to nake the conmmtnent to
provi de a substantial infusion of resources. W need resources
to support the intelligence process, we need resources to
facilitate accountability, and we need resources to protect soft
targets on the ground. Wthout protective neasures, too many of
our high priority targets wll be vulnerable, no matter how good
our intelligence may be.

One | esson of the two nost recent attacks in Saudi Arabia is
that even with unlimted governnent powers of surveillance and
interrogation, those powers aren't much help if inportant targets
are not well-protected. On both of those occasions, intelligence
officials warned that an attack was imm nent, but w thout
adequat e defense on the ground, the plot succeeded anyway. So
here at home we are nowhere near what's needed to protect key
targets |i ke ports, chem cal plants and our major weapons
facilities.

Now, doing what's needed in those areas will be expensive,
but if we're willing to pay that price, we can be reasonably safe
and reasonably free. If we're not wlling to pay that price, we
cannot be safe, no matter how much of our liberty we're willing
to surrender. Thank you.

MR. KEAN. Thank you very nuch, Doctor.

Conmi ssi oner Fi el di ng.



FRED F. FIELDING Thank you. How s that? Thank you al
very nmuch for your testinony. The purpose of this hearing today
and the thenme of it, if you wll, is security and liberty. And I
would first like to thank you for your contribution to that
debate. This is obviously sonmething that's one of the nost
i nportant deliberations that we're going to have to deal with
And also while I'"mat the thanking, thank you both for your years
of public service and for your contributions to not only the
profession of the law but also for the adm nistration of justice.
W're all very grateful that you're here, we're sorry that
Prof essor Heymann can't be here. | had a series of questions |
was curious to hear himin the debate on his book, but we'll
per haps have that for another day.

It's the juxtaposition of the concepts of security and
liberty that are the major focus today and while we ponder which
recommendations for future actions we have to take and what we
want to recommend to the | eaders of the nation and to the
citizens of this country. And | hope it goes w thout saying that
when we focus on the horrible acts of 9/11 that we nust be
careful that our anger doesn't |lead us to overreaction and that
our fear of future plots doesn't cloud our judgnent as to the
measures that are really necessary to protect and prevent any
such future acts of terrorism W nust be aware and we have to
all collectively, both witnesses and us, be sure that our
recommendations to provide security are consistent with the need
to bal ance and preserve the elenents of liberty, which are really
t he bul wark of our governmental system It would be horrible if
we don't do that, and then the terrorists would have a second
victory that would be far beyond their w | dest notions of
success.

So with that in mnd, 1've got a few questions I'd like to
ask you. You know, at the end of the day our job is to nmake
recommendations, and in trying to formulate this, it's why we are

so grateful that you're all here. 1|'ve got a few areas of
questioning that 1'd like to pursue, and then in deference to
time, I will turn it over to ny colleague, Tim Roener, and | nust
tell you that also ny other colleagues all have questions they'd
like to ask you. So I'll proceed with just a few

I'd like to start with you, Larry Thonpson, just because you
had just discussed changing the |law and maybe refining or -- the
val ue of redefinition of the | aw under the PATRIOT Act. | think
as | recall, there's a recent Ninth Crcuit decision on this, but

there had been sone concern about the application of materi al
support |law, especially to individuals who contribute to

organi zati ons and are unaware that the noney may be used or has
been used for terrorist activities. And | would really

appreci ate any gui dance you can give us to as to whether you
think this is a significant problem and if so, how we m ght be
able to rectify it. And, Professor, I1'd |like you to al so conment
on that as well.



MR. THOWPSON: Yes, M. Fielding, you referenced the Ninth
Circuit case, and if | can recall that case held that certain
parts of the material support statute were unconstitutionally
vague, especially as it related to providing one's own services,
one's own persona, if you will, to participating in, for exanple,
aterrorist training canp. And the legislation that |I referenced
inny witten testinony, ny witten statenent, and what |
mentioned briefly this norning would clarify that to make it
clear that if you go and participate in a terrorist training canp
and an activity that clearly provides material support to
terrorism-- to your point about the need to nake certain that we
do not change the fundamental character of this country as we
deal with terrorism as we -- as Congress has passed nore laws to
gi ve the governnment better tools to fight terrorism | agree with
t hat .

And with respect to the PATRIOT Act, | recall reading just
recently some comments by Senator Di anne Feinstein in which she
said there's been a great deal of concern and angst and
m si nformati on about the PATRIOT Act. She said that she called
the ACLU s office and asked the ACLU to provide her of any
i nstance of an abuse by the Departnment of Justice of the PATRI OT
Act as it has been recently passed and inpl enented by the
Department of Justice. And the ACLU told her they were not aware
of any abuse, any instance of the | aw being m sapplied. And the
point I'mmaking here is that the inportant electronic
survei |l l ance and search provisions of the PATRI OT Act are subject
to judicial review, they' re subject to judicial scrutiny. And no
awyer will sacrifice or jeopardize his or her career by making
fal se statenments and affidavits in support of search warrants, in

support of applications for electronic review. | think that's
very inmportant and | think it's needed. But the point is, that
with respect to the PATRIOT Act, | believe that there has been a

great deal of m sinformation.

The Act has not been discussed in the di spassionate and
reasonabl e and i nfornmed manner that | think it's needed to be

di scussed. But nost inportantly is that sone very inportant
provi sions of that act, especially section 218 which has all owed
t he governnent to expand its coverage of suspected terrorist
activity, subject to judicial approval. That provision is going
to sunset and | think it would be a terrible mstake to all ow
that provision to sunset.

MR. FI ELDI NG Thank you
Pr of essor ?

MR. SCHULHOFER:  Thank you. First of all, specifically on
the material support statute, | think that no one questions the
i nportance of cutting off material support to terrorist
organi zations. The problem ari ses when peopl e who nmay have
i nadvertently given material support find thenselves at the



bottom of a ton of bricks because, having given material support,
they're treated like the first assistant to Gsama bin Laden and
facing a sentence of life inprisonnment.

So what we need to do with the material support statute is
to be sure that these very, very severe penalties are targeted
and imted by law to peopl e who have know ngly given materi al
support and that people who have inadvertently given materi al
support are either subject to very nodest penalties or, | believe
in the case of protected First Amendnent activities, should not
be subject to any penalties at all.

The flow of the noney can be cut off by the governnent
itself in targeting those charities which have a m xture of
terrorist and legitimate activity. The governnent can target
that without treating the inadvertent contributors as the worst
crimnals that are out there. That would be nunber one. Now, |
do have a nunber of disagreenents with ny good col | eague here,
and it may be that | disagree with the ACLU because | do think
there are sone significant problenms with the PATRI OT Act.

Nunmber one, | think it's true that we're not aware of nuch
because so nuch secrecy surrounds the way that PATRI OT Act
provi si ons have been applied. So | would have to say as well
that many of the things concern me. | can't give you specific
exanpl e because the Justice Departnent has not told us and has
not told the congressional oversight commttees either how many
of these provisions are being applied. An exanple -- sonething
t hat was an exanpl e was section 215 which gives the Justice
Depart ment access to business records and non-busi ness records,

i ncludi ng records, nenbership records of religious organizations
-- library borrow ng records has been the one that's been nost
controversial. There's been a big hull abal oo about that and the
Justice Department for many nonths refused to say how often it
was being used. Finally they revealed that it had not been used
at all.

Well, so | guess one could say that it's not an abuse, but |
think the fact that it hasn't been used for nore than two years
suggests that it's not so necessary and that the chilling effect

a provision |ike that inevitably has probably outweighs the
benefits. More broadly, and | nmay be going beyond your question
and reflecting the coments of nmy good friend here, nore broadly

| believe that there are -- nunber one, there are instances where
we have to balance. | think it's quite true that there are

i nstances where there is a trade off, where we may, at |east from
one perspective, be sacrificing enornously inportant liberties
for the very long term This is a war likely to last for nuch

| onger than any other. Sacrificing very central liberties for a
very tangential, specul ative gane. That is bal anci ng.

More often it seens to nme the choice is sinply a fal se

choice. That we don't necessarily need to give up liberty to get
security. And in fact | think the assunption itself is very

10



m sl eadi ng, because | think the public tends to assunme that if we
are giving up liberty, then we're getting security. People take
that for granted and because that so often that isn't the case,
it's an assunption that's actually quite dangerous. | think it's
under st andabl e that peopl e have these intuitions, and | think
it's understandabl e they have the preference to be secure at any
price. | nyself live and work in |ower Manhattan, and | fee

that intuition, | believe, as strongly as anyone. But nost often
it's a fal se choice.

| think an exanple, just to give one, accountability
measures have been a source of great frustration to the Justice
Depart ment because they take tine, they take paperwork, they're a
di straction, or they appear to be a distraction. And the Justice
Department has often said we need to sinplify and short circuit
t hese checks and bal ances so that our agents can devote
t hensel ves to investigative work on the ground. But the solution
to that is not to sacrifice the rule of law so that we can free
our personnel for field work -- that's the seemi ng dil emm
between liberty and security. But the sinple solution is sinply
to provide sufficient resources so that we have enough agents and
enough time to allow for accountability.

| srael, for exanple, faces at |east as serious threats and
at | east as severe resource constraints as we do. But very
recently their suprenme court confronted exactly this issue and
they said that a shortage of personnel doesn't justify curtailing
checks and bal ances. What they said was when there are energency
conditions that demand a | arge scal e depl oynent of security
forces, then by the sane token, the governnent has to devote
conparabl e effort and resources to preserving accountability.

So that would be one of, | believe, many exanples where this
choi ce becones a false choice. And | think protecting soft
targets woul d be anot her exanple of where we can be both free and
secure if we're willing to devote resources.

MR. FI ELDING Thank you very nmuch. | trust that the
headl i ne tomorrow will not be that you disagree with the ACLU.
But in regard to the PATRIOT Act, this is obviously sonething
that we're going to have to deal with in sone way in our report.
And it's also very clear that this is a very volatile issue and
one that's subject to extrene debate. | would really appreciate
your comrents, both of your comments, as to how we shoul d address
this. | know that M. Thonpson -- | believe about a nonth ago
you nmade a suggestion in a speech that nmaybe there should be a
conmmi ssion appointed to reviewthis. | guess we all have our
Vi ews on conm ssions these days, but that certainly would be one
alternative. But as we address this, we would appreciate your
gui dance as to how we should address it.

We obviously can't be in a position where the Conm ssion
votes six to four to repeal 218 and seven to three to do

11



something. So we need a nmechanism So could | draw upon your
experiences and your judgnent on that, please?

MR. THOWPSON: That's a very inportant question and it's one
that I'mstruggling with as | amnow a private citizen and am out
of governnment and have to interact with fellow citizens about
what the country is doing in responding to the terrorist attacks
and tal ki ng about the PATRIOT Act. And the one thing that is
frustrating, and the professor nentioned accountability. | don't
know how nore account abl e the Departnent of Justice |awers and
FBI agents can be other than under oath signing affidavits that
there is probabl e cause to conduct a search, that there is
probabl e cause to believe that an individual's engaged in an
international terrorist activity and therefore obtaining an
application for electronic surveillance under the FI SA statute.

| don't know what additional accountability you can have.
That's the traditional way to be accountable in our crimnal
justice system That's the way prosecutors and agents have been
accountable to society for years. But the point is, we have a
great deal of suspicion out there about the PATRI OT Act, we have
a great deal of, | think, msinformation. And, M. Fielding,
what | think is critically inmportant, and what | hope this
conmi ssion woul d give us advice and counsel on, is that we cannot
as a country allow at | east sone of the very inportant provisions
of the PATRI O Act to sunset without a greater, nore reasoned,
| ess political and nore informed discussion as to why we need
themin our war against terrorism

And | agree with the professor, | do think that we have to
have a national consensus, if you will, as to what the governnent
is doing, and people need to be confortable that we're going to
pursue -- the governnent is going to pursue its inportant public

safety and national security nmeasures in a fair and inparti al
way. That's inportant. But what is happening with respect to

t he PATRI OT Act and the debate that we're having |I'mvery
frustrated about because it's a debate that's perneated with a
ot of msinformation, sonetines false information. And | did
suggest that we have a comm ssion of |egal schol ars,
practitioners in the national security and crim nal enforcenent
area to study the provisions of the PATRIOT Act that are going to
sunset. And if we're going to have sonething like that, it
probably would be better not to have it in 2004 or it would be
subject to sonme of the political considerations that are obvious.
But it needs to be ready to go after the election so that
Congress can get the benefit of a dispassionate, reasoned and
infornmed advice as to the efficacy of sone of the provisions of

t he PATRI OT Act.

Again, | personally would support all of the provisions that
are scheduled to be sunsetted to continue, but | think that's
sonmet hing that we need to | ook at very carefully. And certainly
provisions |like 218 that are so inportant to our anti-terrorism
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efforts, cannot afford to be allowed to sunset without the kind
of discussion that I'mtalking about.

MR. FI ELDI NG Thank you
Pr of essor ?

MR. SCHULHOFER: Yes. | think on this subject there's
probably far nore agreenent than di sagreenent between the two of
us. Nunber one, | think it would be wonderful if we could take
that debate out of politics or at least to a |l esser -- turn down
the political tenperature on that debate. And if a comm ssion or
a panel, perhaps delegated by the judiciary commttees of the
Congress, to develop a report would be a way of perhaps | owering
the political tenperature a little bit, | think it would be very
constructi ve.

On this | agree conpletely. There's an enornous anount of
m sinformation. | think the issue has been overly politicized on
both sides. The ACLU, | think, has exaggerated sone of the
problems. | think on the other side the Justice Departnent has,
to sone extent, exaggerated the benefits. |'msurprised when,
for exanple, the changes -- proposed legislation to -- under the
nati onal security letters. There is an inportant need there to
expand the definition of what is a financial institution for
pur poses of national security letters, and bring that up to date,
that's fine. But that proposal was announced by the President of
the United States in a najor address. That seens to ne,
surprising. | don't understand why sonething of that technical
nature should be elevated to the Ievel of a politically salient
kind of issue. This is where | think we could all benefit by
| owering the tone a bit.

There is msinformation, but I would highlight on the
substance. First of all, there are many provisions of the
PATRI OT Act that give the Justice Departnent powers to be used in
investigations that are entirely unrelated to terrorism And the
Justice Departnment's report on the PATRIOTl Act actually
acknow edges this and brags about it. | guess you could say
identifies a nunber of investigations including an extortion
inquiry, a ganbling, a narcotics inquiry, where new PATRI O Act
powers were used in a conventional crimnal investigation. Now,
maybe there's a case to be nade for that, but if there is we
shoul d take it out of the debate about terrorism and nmake the
case a free-standing case on its own terns why the sneak-and-peek
search powers and several of these other powers should be used
for conventional |aw enforcenent.

Wth respect to section 218, | agree that sone change in the
wal | and sonme change in the significant purpose requirenment is
appropriate for terrorisminvestigations. | do not agree that

t hose changes are appropriate for conventional crimnal |aw
enforcement, and the fact is that the PATRI OT Act expansi on of
FI SA powers is now available to the Justice Departnment for any
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crimnal investigation. |In fact, when the primary purpose is to
investigate prostitution in New Ol eans, or ganbling in Mntana,

t he FI SA provisions can be used as |long as the very broad
conception of foreign intelligence -- which as | believe the
conmi ssi on knows, covers a very large waterfront unrelated to
terrorismand even unrelated to hostile foreign powers, those are
there. So that's an exanpl e.

Larry Thonpson, | think appropriately, suggested that we
should try to be specific about where nore accountability would
be appropriate. Wthout extending nmy answer | would just give a
coupl e of exanples because | think it's fair to want to be
concrete about that. The National Security Letters of course
involve affidavits but they bypass the courts. A nunber of the
adm ni strative subpoena provisions bypass the courts, the demands
for docunentary evidence under FISA have nuch nore limted
judicial oversight than we would conventionally require outside
of the foreign intelligence area.

So anything that's FISA is nuch | ess accountability.
There's sone accountability, but it's much | ess than we would

traditionally require. FISAis exceptional. 1t's an exception
to our normal reginme, and we should do it where it's appropriate
but not -- but we should be careful about whether it is

appropriate or not, because that's a dilution. And the |ast one
| would nention that's not a PATRI OT Act exanple, but the eneny
conbatants again, there is no accountability there. None,

absol utel y none.

The concept of the rule of |aw disappears conpletely if you
accept the Admnistration's position that they can seize a U S.
citizen right here in the United States, and that by the
President's determ nation that the person is an eneny conbat ant
cuts off all access to the courts, to the press, to counsel, to
anyt hi ng what soever. That is a substitution of the judgnment of
one person -- to be sure it's our commander and chief, but it is
nonet hel ess, it's the judgnment of one person w thout any outside
accountability. That's one | think that sorely needs to be
rectified.

MR. FI ELDING kay, thank you. Let nme just ask one final
guestion of both of you, and I'mgoing to switch gears and you
can put your prepared text down, because you have expertise in
this area. One of the nmajor problens that we're going to have to
decide at the end of the day is whether we should recomrend a
change in our donestic intelligence gathering. Sonme of the
concepts have been to have an M5 type of an entity or sonething
like that. |If you could each give us your views on that
succinctly, |'d appreciate it.

M. Thonpson?
MR. THOWSON: Yes, M. Fielding, | think it would be a
terrible mstake to create a separate donestic intelligence
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agency, if you will, if | understood your question, to indicate
that that's what you proposed to do?

MR. FIELDING That's correct, thank you

MR. THOWPSON: And | expl ained nore reasons nore fully in
the witten statenent that | prepared, but what we have here in
terms of how we are going to deal with terrorist activity in this
country, and this is a response too to sonething that the
professor said, is that you need to have an integration of your
intelligence investigative activity, your counterterrorism
investigative activity with your prosecutors. They need to be
talking to each other. You cannot have FBlI counterterrorism
agents pursuing an investigation, not talking to the prosecutors
and not knowi ng what avail able crimnal statutes, and they do not
have to be the material support statute, it may be sone ot her
ki nd of statute.

But what kind of available crimnal statutes are out there
t hat when the decision is made that this person has gone too far
and that we've exhausted our intelligence capabilities, we need
to take himoff the streets? And what we were having before is
t hat because of |lots of reasons, and because of lots of walls,
there was no integration or there was not enough integration in
our efforts. And so our counterterrorismagents were not talking
to our prosecutors sonetinmes because they were trying to hide
information inproperly, sometines because they were afraid to do
so, and you need to have this integration.

We need to have section 218 help bring the walls down.
woul d respectfully submt that the creation of a new agency woul d
bring the walls back up. | visited the United Kingdomand |'ve
talked to officials at M5. They have a nuch different |egal
system and what has devel oped over there is appropriate for their
system There are only 40 sonme-odd di fferent |aw enforcenent
agencies for the M5 to deal with here. W have thousands of
di fferent agencies. The FBI is undertaking a restructuring that
| think is going a |ong way toward enphasi zing intelligence,
enphasi zing greater anal ytical support, so | wuld say it would
be a big m stake to do that.

MR. FI ELDI NG Thank you
Pr of essor ?

MR. SCHULHOFER Yes. On this subject, I"'mafraid, | have
nore questions than answers. | find it a very, very difficult
and troubling issue. | agree that we have to be very careful not
to create nore walls and nore barriers. Mst of the barriers are
cul tural and organizational rather than legal. And nonethel ess,
if you create a different agency, you run the risk of exactly
what Larry Thonpson just described. The problem | think, wth
the FBI is that because it has had a traditional |aw enforcenent
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focus, its orientation and training and perspective on probl ens
is different fromthe intelligence gathering function.

FBI agents are excellent at building a provable case and
sensitivity to evidence that will be adm ssible in court. It's a
di fferent perspective and I'mnot sure whether we can turn that
ship around and create a new culture within the FBI. There are
al so, | think, bureaucratic inperatives here in Washington that,
even if we knew what the ideal solution was, |'mnot sure that we
could get the sufficient political nonmentumto get people on
board for it. One of the proposals that |I've seen which | think
has sone attractiveness is to create within the FBlI an
intelligence function whose director would report nore or |ess
directly to -- either to the DCl or to sone individual that would
have a nore proactive role in integrating intelligence.

But in other words, you could have housed within the FBI --
t her eby addressing sone of the bureaucratic nmonentum -- but
housed within the FBI an organi zation that would have a different
culture training recruitnment and perspective that would have nore
of the quick, creative, imaginative, proactive kind of culture
that I think you need for an intelligence agency. But with that
said, I'"'mIl think as puzzled about this problem as anyone el se.

MR. FI ELDI NG Thank you both, gentlenen

M. Chairman.

MR. KEAN: Congressman Roener ?

REP. TIMOTHY J. ROEMER (D-IN): Thank you, M. Chairman.

Thank you, M. Conm ssioner Fielding, for warm ng up our two
di stingui shed guests today on this cold, frigid day in
Washi ngton. | know Professor Heymann coul dn't nmake it because
of, they say, two or three feet of snow we hear fromour friends
up in Boston and New England. It m ght have been four feet of
snow. It gets bigger and bigger all the tine, but we certainly
appreci ate both of you being here today. | want to follow up
right away on one of Fred' s questions and push M. Thonpson a
little bit harder here.

M. Thonpson, it mght be said by critics of the FBI's
performance prior to 9/11 that to sustain an intelligence
gathering systemthat was devised back in 1947 with the
separation of domestic and foreign gathering resources and this
bright Iine, that that is no |onger sustainable in a 9/11 world
with the terrorismwe have. Professor Schul hofer has just
indicated that he mght -- well, he's got a | ot of questions,
like we all do. He mght be open to sonething being put into the
Department of -- to the FBI

Let nme throw three things, options out at you and you tel
me what you'd be nore in favor of, but give nme a couple nore
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speci fic reasons why. The current status quo, creating somnething
within the Departnent of FBI to help us gather this domestic
intelligence information and create this better handoff w thout

t he stovepi pes or sonething within the Departnment of Justice.
Again, trying to bring dowmn the wall, trying to expand our
capabilities to keep up with technol ogy, trying to make sure that
the PATRIOT Act reflects sonme of these chall enges and
opportunities but certainly not going back to the status quo that
we' ve had for the |last 56 years.

MR. THOWPSON: Congressman, | agree that we shouldn't stay
at the status quo. That's unacceptable. Thinking about what you
said, | believe based on ny experience in dealing with these
i ssues that we should proceed along the second alternative and |
know before | left that's what Director Mieller was doing with a
sense of great urgency. | know that there was created within the
FBI an O fice of Intelligence that reported to the assistant head
of the FBI for Counterterrorismand that person nowis an
i ndi vi dual who has an intelligence background which | think is
terrific.

There has been nore effort being put in to recruiting and
training analysts, and that's sonmething that we need to do. W
need to continue to consider how we can create a career track for
people within the FBI who are going to specialize in intelligence
col l ection, who are going to specialize in analytical studies.

So those are all the things that we need to be doing better.
think we're on the track to doing that. But on the other hand,
think we need to continue to nmake certain that the FBlI and ot her
organi zations are working very closely together. W have stood
up the TTIC, the Terrorist Threat Integration Center. | think
that goes a long way toward doing sonme of the things that are so
important, that are needed with respect to how we deal with
terrorism

| have 30 years of |aw practice, and alnost all that 30
years has been either as a prosecutor or as a defense | awer, and
as a defense | awer | know how inportant it is to maintain the
bal ance that M. Fielding was tal king about with respect to our
inmportant civil liberties. And while the FBI has made sone
m stakes in that area over the years, by and |arge the thousands
of men and wonen who are their special agents are trained to deal
within the four corners of the Fourth Anendnent, for exanple.
They're trained to deal with | egal issues. Many of our
intelligence officials do not have that kind of training, and
maybe they shouldn't have that kind of training with respect to
what's required in intelligence.

You need to be creative. But | think in terns of dealing
with the donestic issues that the professor pointed out, dealing
with the donestic issues as it relates to our counterterrorism
efforts, it's very inportant to have an organi zation |ike the FB
that's been trained to deal within the confines of a wall. In
addition, it's very inportant to have an organization |ike the
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FBI that has this network of informants throughout the country
who are bad guys and who know a | ot about what's going on in
their respective comunities, and that in itself is a valuable
repository for intelligence information, and just one other final
poi nt .

We need to have this integration because there's a |ot that
can be done in the prevention area when you can | everage the
possibility of a long prison sentence because sonmeone has
violated the wall with cooperation, and with that cooperation
you're going to get the kind of intelligence if the person was
engaged in terrorismactivities that we need.

REP. RCEMER: Thank you.

Dr. Schul hofer, did you have anything you wanted to add
subsequent to M. Thonpson's answer there to your first one?

MR, SCHULHOFER Well, let nme just try to be brief because |
think | agree very largely with what he said. | think
integration of this function is crucial. W have an enornous
problemin this country because we have, | believe | saw a
figure, 38,000 | aw enforcenent agencies in this country. It's
not like Britain or France or any other country, so even at the
federal |level we're just scratching the surface of the necessary
integration that you need with the NYPD and thousands of ot her
pol i ce departnents.

| think the Terrorist Threat Integration Center -- TTIC, is
it? 1'd wondered how that one was pronounced -- is a beginning,
but my understanding is that the way TTIC is structured, there is
not a governnment official who has budgetary authority and agenda
setting authority over that. 1It's a working group anbng a numnber
of big heavy hitters with nobody in charge, so | think it's a
step in the right direction but it doesn't really integrate as

much. It doesn't integrate, and we need sonething of that nature
which really is integrated and that you maybe need to have
soneone |i ke -- above the director of central intelligence who's

in charge of the counterterrorismfunction

Lastly, | would just say that 1'mdelighted we're talking
about this, and part of nmy concern was that all the debate about
the PATRIOT Act, as inportant as it is, has been diverting
attention fromthings like this which are so nuch nore difficult
and so nmuch nore inportant. They don't get the public attention
of library borrowing and things |ike that, but this is really
where the action is, and it's part of the reason why | kind of
bristle when | hear tal k about the PATRI OI' Act because yes or no,
whet her the issues are right or wong, they're really not the
ones that we should be nbst concerned to tal k about.

REP. ROEMER: Let ne now follow up on a question that goes

directly to the heart and soul of our mandate on this 9/11
Comm ssion, and that is what happened prior to 9/11? W're
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supposed to wite the definitive accounting of the terrori st
action and the government's activities |eading up to Septenber
11th as well, and | think fromyour book, professor, The Eneny
Wthin, a Century Foundation report, you bring up this resources
guestion over and over again that you believe that the need for
addi ti onal resources m ght even be greater than the need for
additional |egal authorities and battling terrorism and we have
M. Thonpson here fromthe Justice Departnent.

| want to put out a quote fromyour book and have you both
respond to it if you would. Quote, "Yet on Septenber 10th, in a
political environment that gave high priority to shrinking the
governnent, Attorney General Ashcroft rejected an FBlI request for
an additional $58 mllion to fund a strengthening of its
counterterrorismeffort.” Unquote. W have a Departnent of
Justice, fornmer Departnent of Justice official here that m ght be
able to shed sone light on that accusation from Professor
Schul hof er.

M. Thonpson, do you have any recollection of that request
for a $58 mllion increase in the counterterrori smbudget? And
then we'll have Professor Schul hofer tell us alittle bit nore
about his perspective on that.

MR. THOWPSON: My recoll ection, Congressman, is that that
took place in the give and take of devel opi ng a budget, and
there's a process, and Comm ssioner Gorelick is well aware of
this process of a conponent coming in with a certain request for
funds, and | eadership in the Departnment of Justice for
negotiating with that conponent for the right [evel of funding
but as |I recall, and this is just ny present recollection, is |
recall that Septenber 10th situation evolved in the context in
t he devel oping of the Departnent's budget.

| think what's nore inportant, though, is that follow ng the
attacks of Septenber 11th, the Departnent's budget for
counterterrorismefforts increased dramatically as well as the
FBI's budget for counterterrorism so | think you should | ook --
we shoul d focus nore on what happened in ternms of what happened
to the budget after 9/11 and when the budget was finalized. But
one other point and that is this: Those of us who' ve been
involved in federal |aw enforcenent for a nunber of years have
been concerned about the fact that federal |aw enforcenent
resources have traditionally been stretched thin and have been
stretched thin as we ebb and flowin terns of the various social
and | aw enforcenent priorities we've had in this country.

In the '80s, when | was in the Departnent of Justice, there
was a great desire to push the FBI into drug enforcenent. There
have been other tines where the FBI's been pushed into nore
violent crine areas, there have been tines that it's been pushed
into public corruption. And we're going to continue to have to
deal with the fact that not only the FBI but all of federal |aw
enforcenment has limted resources and we have to be very snart
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with respect to how we're going to deploy those. And I think

ri ght now we've deployed themin a way that focuses on the fact
that terrorismis our nunber one | aw enforcement priority. |
think that Director Mueller has done a great job in deploying

t hose resources to deal with terrorism And | agree with the
professor that we will need to continue to | ook at resources and
to make certain that our |aw enforcenent officials have adequate
resources to do the job.

REP. RCEMER  Thank you, M. Thonpson. As a supporter when
| was in Congress of the Bal anced Budget Act, | fully support the
proposition that we don't have unlimted resources and we have to
make tough decisions and not go into deficit spending.

Prof essor, you say that the FBI could have used this for
anal ytical capabilities, nore avail abl e personnel, better
conputer quality, translation capabilities, $58 mllion prior to
Septenber 10th. Wuld that have been hel pful, and in your
response, why was that proposal rejected?

MR, SCHULHOFER  Well, first of all, 1'd like to be clear
just in case there is anyone |istening who m ght m sunderstand ny
point. | certainly do not think the result would have been

different the followng norning if the attorney general had nade
the other decision. That particular decision by the attorney
general did not contribute in any way. Wat | do think is that
t he decision was synptomatic of an attitude that pervaded the
Justice Department during the first nine nonths of the Bush

adm nistration and | believe it also pervaded the Justice
Departnment in the previous adm nistration. An attitude that was
both -- consisted of very limted, very thin, very wdely
stretched resources and the wong set -- what we can see in
retrospect at least, a tragically inaccurate set of priorities.

Now t he second one has been fixed. It was fixed within
hours after Septenber 11. W don't have to worry any nore about
peopl e not paying attention. But the problem of inadequate
resources, in ny judgnent, has not been fixed. | would say, by
the way, that I would want to acknow edge, as Larry Thonpson
said, that inmmediately after Septenber 11 there was a dramatic
increase in Justice Departnment resources. |In fact, | was |ooking
for this and | found it, I thank you for referring to ny book and
| thought 1'd hold it up for you again --

(Laughter.)
(Cross talk.)

MR, SCHULHOFER It is not for profit and not for royalties,
but it is out there. On page one of ny book | nentioned the
dramatic increase in resources that has occurred since Septenber
11, that was on page one. But | still -- | do believe that we
need to do a great deal nore. And | hear m xed nessages. In
part | was glad to hear Larry Thonpson say that we need to keep
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| ooking at it but I also heard, | believe, a sense that we have
to accept the fact that resources are going to be limted and
that we have to nmake choices. | don't accept it.

O course to sone degree they're always going to be limted,
but I don't accept the fact that we're at the right baseline now
| don't think we are either in ternms of the Justice Departnent
itself or in terns of the Departnent of Honel and Security, which
has the main mssion of trying to address the soft targets. And
if you read the DHS strategy docunment for protection of critical
infrastructure, and it's sonething I would -- | realize it's not
part of our panel, but in my mnd, you can't separate the civil
liberties issues fromthe alternative ways of buying security.
And if the Conm ssion takes a good | ook at that strategy
docunent, as | would encourage you to do, | believe you'll see
that there are no real priorities, there are no real choices
made.

REP. ROCEMER: Absolutely, Professor. Let ne stop you there
because | do want to get a couple nore questions in. W did |ook
at this critical infrastructure report last nonth, prior to the
set of hearings. And there is a drastic paucity of the
Adm ni stration, both the previous Adm nistration, the current
Adm ni stration and the legislative branch's inability to make
these priorities, whether they be toward border issues, container
i ssues, nuclear power plants, chem cal plants and assess what has
been made safer since 2001. W don't have that kind of
gualitative neasurenent right now in place.

Let nme go back to sonething that Fred brought up a coupl e of
m nutes ago but | don't think we got to the bottomof. And
that's this issue of adm nistrative subpoenas. The President has
said to Congress that they need to pass a statute that would give
the FBI this adm nistrative subpoena power in anti-terrorism
investigations. The FBlI, as you both know, already has this
power of issuing the National Security Letters.

| think nost Americans don't know much about these national
security letters. They know a | ot about the ability under
section 215 to possibly go and get library records, but they
don't knowin a FBI field office, in any city in the country,
that the FBI can wite internally in that field office, in
| ndi anapolis, Indiana, nmy honme state, a National Security Letter.
It doesn't need approval from anybody ot her than the speci al

agent in charge in that office in Indianapolis. | don't think
that there is judicial review of that procedure. That can entai
t el ephone records of an individual -- maybe nore Anericans are

concerned about their tel ephone records and the security and
sensitivity of those than they are about what they're reading at
the library, | don't know That m ght be a case for debate.

Let me ask the question to you, do you believe that the
exi sting National Security Letter authority is inadequate? And
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that the FBI does need this additional adm nistrative subpoena
power and why? M. Thonpson?

MR. THOWPSON: Yes, Congressman. There have been instances
in which the national security letters have proven inadequate to
get the requested information, to obtain the requested
information in a timely manner. And that's what's inportant
here, getting information in a tinmely manner. And that's why --

REP. ROEMER:. M. Thonpson, just be specific to ne. In
terns of timely manner, | outlined how quickly a National
Security Letter can go through a field office. The agent wites
it, he only has to go to the supervised special agent in charge,
can happen in nmy understanding, pretty quickly. Wy is timng
sonet hing that would be inportant to you in this instance?

MR. THOWPSON: The resistance of the person who is, excuse
me -- because of the objection, if you wll, of the person who is
to provide the information and --

REP. RCEMER. The objection of the --

MR. THOWPSON: The reci pi ent.

REP. RCEMER  The recipient, and in this case, the tel ephone
conpany? O whoever

MR, THOWPSON: \Whoever, correct.

REP. ROEMER:. M understanding is the tel ephone conpany
hands this over pretty quickly.

MR, THOWPSON: |'mjust giving you ny recollection as to why
the adm ni strative subpoenas are needed. And it makes no sense
why the FBI cannot have an admi nistrative subpoena for a -- to

conduct investigations as it relates to terrorismwhen it does
have that authority in any nunber of other areas. For exanple,
it has that authority to use adm nistrative subpoenas in
heal t hcare fraud i nvestigations.

And again, getting back to what you and the professor
menti oned with respect to safeguards and accountability, as you
know, an adm ni strative subpoena, while it is believed that that
adm ni strative subpoena in certain situations would enable the
FBI to get information in a nore rapid manner, inportant
i nformati on qui cker, these subpoenas are not self-executing and
if the recipient objects, they are subject to challenge in court.
It makes -- it just seens to ne, as soneone who | ooked at this in
ny previous position that it nmakes no sense for the FBI and | aw
enforcenment not to have that arrowin its quiver with respect to
the tools that are available to conduct terrorisminvestigations
when it has that authority in a whole variety of areas. | don't
recall the nunber but there were nultiple areas in which federal
| aw enf orcenent agencies have the ability to utilize
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adm ni strative subpoenas, and it sinply nmakes no sense not to
have that available to conduct terrorisminvestigations.

REP. ROEMER. So who woul d approve the issuance of this, M.
Thonpson, the adm nistrative subpoena? And how do we prevent
agai nst -- how do we nake sure there are safeguards so that these
are not abused?

MR. THOWPSON: Well, typically the way they are dealt with
in non-terrorismmatters is that the FBI works hand-in-hand with
an assistant United States attorney and the admnistrative
subpoenas are issued.

REP. ROCEMER:. Professor, you argue again in your book -- |
won't nention the nane since you' ve al ready got plenty of
publicity on it. On page 30 you talk about, and |I quote, "There
has been an expansi on of the government access to private
information with little intelligence value and enlarge its powers
to investigate offenses entirely unrelated to terrorism™
Unquote. You tal k about financial records, educational records,
personnel files, e-mail. Can you be a little bit nore specific
about how you woul d approach this issue of National Security
Letters in the adm ni strative subpoenas, checks and bal ances here
and whet her or not we need those?

MR. SCHULHOFER: Right. | think that national security
letters, as your question inplied, have far fewer safeguards.
They don't have zero because there does have to be a certain
anount of paperwork, but they have far fewer safeguards than we
normal ly require for the subpoena of personal records held by a
third party. Normally, the person who's concerned, the owner of
the records or the person to whomthe records relate, would have
the opportunity to object to the subpoena and to question its
rel evance, and the national security letter short-circuits that
process and, in fact, it typically prohibits the holder of the
records fromnotifying the person concerned that the records have
been subpoenaed and turned over to the governnent. There are
ci rcunst ances - -

REP. RCEMER: And, Professor, can you be clear on that then?
Can you enphasize -- soin a -- state that again. In an instance
where you're trying to get this information under the Nationa
Security Letter and you go specifically to the tel ephone conpany
to request an individual's tel ephone records, the tel ephone
conpany does not have to informthat individual, that American
citizen, that they have cooperated with the FBI and rel eased
t hose personal records. Is that correct?

MR SCHULHOFER: That's correct. | believe that even --

REP. RCEMER  And any ot her case they do have to informthe
individual. |Is that correct?
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MR. SCHULHOFER | believe it's even worse than that. |It's
not sinply that they don't have to informthe person, they're
prohibited by aw frominform ng them

REP. ROEMER. And what's the penalty in these different
cases? |Is there a penalty on the tel ephone conpany?

MR. SCHULHOFER: Yes. | don't believe | could tell you
accurately exactly what the penalty is, but I think the tel ephone
conpani es and banks and so on understand that they're under
severe penalties for violating that requirenent. And there are
cases when urgency is a factor and it should be respected, just
as any exigent circunstances in many ot her |aw enforcenent
contexts. The problemhere is that we take the possibility of
exigent circunstances as a justification for greatly reducing
accountability checks, even when there is no urgency. So that's
sonmet hing that could be addressed.

| do think that FISA, the FISA structure poses a problem
because there are a limted nunber of FISA judges. The nunber
has been expanded since 9/11 but it's still arelatively limted
nunber, conpared to the district judges that sit around the
country. And it's ny belief, although this is -- | believe this
may be classified information, I don't know, | don't have access
toit, but nmy inpression is that the FISA court is centralized,
sits in Washington. And if that's true, then there is a problem
for an agent in Indianapolis to proceed in a tinely fashion with
a request if it has to go through the FISA court and it has to
get bunped up to Washington. That is a problem But it seens to
me that's a problemin cases of exigent circunstances, and it
doesn't justify obliterating checks and bal ances for those cases
that don't require it.

Now, having --
REP. ROEMER: Let ne stop you for a second because |'m

running out of tinme. Do you have any idea of how many tines the
FBI has used the National Security Letter since 9/11 --

MR. SCHULHOFER: | don't --

REP. ROEMER: -- across the country?

MR, SCHULHOFER: | don't. | --

REP. RCEMER Do they tell -- does the FBI or Justice

Departnment tell us how many times they' ve used it? M. Thonpson
woul d you know that or --

MR. THOWPSON: | don't know what information has been
provided to the Conm ssion but |I'm al nost certain, Congressmnan,
that that information has been provided to the intelligence
commttees, part of the oversight function.
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MR, SCHULHOFER If | could just add one detail here. First
of all, I believe that the expanded National Security Letter
authority was enacted within the last nonth or so by Congress.
And part of that enactnent appears in the congressional record as
a conplaint by the intelligence conmttees that they were not
provi ded i nformati on by the Justice Departnent, and they
expressed their understanding that with this -- or their hope
that with this expanded authority, that the Justice Departnent
woul d be nore forthcom ng.

| do agree that the definition of financial institution
needs to be updated, but nonethel ess, part of what's been | unped
in there, for exanple, is access to credit card information,
which in ny judgnment, is nuch broader than the situation really
calls for.

REP. RCEMER  Fi nal question, M. Thonpson, Professor
Schul hofer. Again, | very nuch appreciate your insights. | w sh
you could spend a lot nore time with us. You mght not want to
but we certainly have benefited fromall your advice and counsel
here. A national identification card, would you support it, not
support it, have a great deal of concern about it, caveat about
it? M. Thonpson?

MR. THOWPSON: | haven't thought a great deal about that,
Congressman, so | may want to punt.

REP. RCEMER  Well, 1'Il try to catch your punt if you wll
respond in witing at some point and | et nme know your thoughts on
it.

MR THOWPSON: | would like to just elaborate a little bit
about your |ast question, and that is, under the guidelines --

REP. ROEMER. Can | still get your witten response --

MR. THOWPSON: You can still get ny witten response.

REP. RCEMER  Thank you very nuch

MR, THOWPSON: But | think it's inportant to point this out
is that under the guidelines that we develop for FBI agents in
this area, it's very inportant to note that these kinds of
i nvestigations and these kinds of inquiries that you're talking
about with respect to the national security letters cannot be
undertaken except for a legitimate counterterrorisminvestigation
for the purpose of detecting terrorist activity. Now, can an FB
agent or can an office short-circuit that? Human nature says
that sonmetines rules are going to be broken. But if they are
broken, there are severe professional consequences for that kind
of thing.

So we have guidelines and we have to rely on the
pr of essionali smof the overwhelmng majority of our |aw

25



enforcenment officials, and they do not undertake these kinds of
inquiries lightly and they do not undertake themto get

i nformati on about activity that's otherw se protected by the
Constitution or by other |aws.

REP. RCEMER M. Thonpson, very well stated. | wouldn’'t
di sagree with anything. M questions have just been targeted at
when they' ve done it, and let's say they'd done it in
| ndi anapolis a dozen tinmes, how do we have any kind of judicial
review over making sure they don't abuse it, and outside that
| ocal office in Indianapolis, is there any kind of review of it,
not just judicial review but any kind of adm nistrative reviewin
the FBI office? | don't know that we have good answers to either
one of those questions.

A national identification card, once again?

MR. SCHULHOFER: | too have not thought through all of the
di mensions of that. M intuition has been that the aversion to
national security -- I"'msorry, national identity cards has been
alittle bit overdrawn. | don't fully understand why there is
such an instinctive -- a relatively wdely held public aversion
to that idea. | think what we need to be careful about is the

information that goes wth the national identity card --
REP. RCEMER  So what would it be?

MR, SCHULHOFER: That's the area where | think whether it
i ncludes health information, bionetric information, Social
Security nunber. In the world that we're living in now, that
kind of information plugs into -- what | see over there maybe
from another hearing -- the total information awareness. And
what we need --

REP. RCEMER: Do you want nme to ask you that question
next? Report that, nodify it, throwit out?

MR, SCHULHOFER: That's easy, | don't. But what we need
to be very clear about if we do have a national identity card is
cl ear structures of accountability and restriction on the use of
information. There's a lot of legitimately acquired information
that can be used for illegitimte purposes, and we all know that
the identity of a covert Cl A agent was recently reveal ed by
sonmeone for political purposes. That's the kind of thing that's
just the tip of a huge iceberg. So even when the governnent
acquires information legitimately, it's crucial that we have very
careful procedures in place that limt the use of that.

That's where accountability cones in, and this is where it
makes nme a little bit sad to hear Larry Thonpson, who | respect
so nuch, translate a concern about accountability into questions

about the -- into a sense that there are doubts about the
prof essionali smor honesty of our |aw enforcenent officers. To
me, that's not what accountability is about. W've had -- the
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Fourth Amendnent has had for over 200 years the idea that a | aw

enforcement officer's good faith affidavit of need and rel evancy
i s not enough unl ess an independent judicial mnd passes on his

belief and on the basis for his belief.

That's certainly sonething that applies in ordinary |aw
enforcenment, and it's not because we think the officer is
di shonest, it's not because we think he's not professional, it's
because we've | earned for hundreds of years the inportance of
havi ng an i ndependent check, and as | nentioned in ny testinony
this goes back to George Washington who is by far the nost w dely
trusted executive in our entire history and fromthe very
begi nni ng, Washi ngton hinsel f accepted that what he did in the
area of executive action would be and should be subject to review
by the courts. He didn't take it personally and | woul d hope
that our people in the Executive Branch today woul d be proud of
our systemthat subjects everything that's done to that kind of a
check.

REP. RCEMER  Well, | knew |'d get the two of you
di sagreeing on sonething. After 20 or 25 mnutes there, you were
very cordial to each other the whole tinme. | just want to end on

your note about Ceneral Washington, certainly paraphrasing the

wi dely noted quote about him "First in war, first in peace,” but
certainly first to establish an intelligence capability for us in
this country which we've read a | ot of about as nenbers of the
intelligence commttee for several years in that capability even
back 220 years ago, so | want to thank you both again. | know
have | ots of coll eagues that want to ask both of you questions,
and thank you very much for your time once again.

MR. KEAN. A nunber of the Comm ssioners want to ask
guestions, so if we can keep it as brief as possible, make sure
they all get in.

Conmi ssi oner Ben- Veni st e.

Rl CHARD BEN- VENI STE: Thank you, M. Chairman, and I'd |ike
to join ny colleagues in thanking you for your appearance today
and your insights, and the amount of preparation that's gone into
your presentations this norning. | start ny analysis of the
bal ance between the need for greater intrusiveness into the
privacy of United States citizens with the observation that our
intelligence with respect to the 9/11 hijackers was pretty good
prior to the catastrophe that took place on 9/11.

Where our | aw enforcenent and intelligence conmunity failed
was in utilizing the information that was available in a way that
could have interrupted the plot. | would note that nothing that
| have seen so far in the course of our investigation on this
conmi ssi on has caused ne to change that assessnent. The changes
t hat have been put in place since 9/11 have on the other hand
created an atnosphere of concern over governnent intrusiveness
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with respect to the privacy and free speech rights of our
citizens.

There has been anecdotal information put forward and so |
caveat it at that point that individuals who have been invol ved
in protests regarding the Irag war have wound up on no fly lists
and have been treated in a way that nakes them suspect that
per haps their nanes have been added by reason of their political
action. Wth that preanble, | would like to put two questions.
First, what assurances are there, if any, that expanded powers
given to | aw enforcenent to conbat terrorism have been or are
likely to be used for ordinary | aw enforcenent not related to
terrorisn®

And historically, I would put forward the exanple of the
RI CO statute, which was designed to conbat organized crinme but
has since been utilized in every conceivable way havi ng not hi ng
to do with organized crine. And secondly, given the concern that
legitimate free speech and privacy rights may be infringed and
gi ven the enornous effort now underway to accunul ate and
di ssem nat e dat abases with respect to United States citizens,
something we're going to deal with a little bit later in these
hearings today, | want to call your attention to a recent FB
intelligence bulletin and get your comments.

This bulletin came out on Cctober 15th, 2003 and I'Il| just
gquote very briefly fromit and get your comments about this
bl eed-over effect. The intelligence bulletin, which has
circulated to federal, state and | ocal |aw enforcenent agencies
t hroughout the country says, "On Cctober 25, 2003, mass narches
and rallies against the occupation in Iraq are scheduled to occur
in Washington DC," and then it tal ks about potential violent or
terrorist activities associated with the protest. It goes on to
say, "Even the nore peaceful techniques can create a clinmate of
di sorder,"” and they use as exanples obstructing traffic, possibly
intimdating people fromattending the events protested.

It goes on, "Extrem sts may be prepared to defend thensel ves
agai nst | aw enforcenent during the course of such a
denonstration,” and sonme of the indicia of extrem sts protecting
t hensel ves are the wearing of sunglasses and | ayered cl ot hi ng.
Activists may al so use intimdation techniques such as
vi deotaping. And then it concludes that |aw enforcenent agencies
are encouraged to report any potential illegal acts to the
nearest FBlI and Joint Terrorism Task Force.

By this, I think you can see that the definition of
terrorismand terrorist acts or violent acts is particularly
squishy with regard to this bulletin, and it of course created
sonmet hing of an uproar, and so ny question with respect to that
is are we overreacting, or is there the potential for creating a
climate in this country that is so counterproductive to our
ideals that we ought to look at it m dcourse and nake sone
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suggestions regarding correcting it? Professor, why don't you
take a first crack at the --

MR. SCHULHOFER |1've had the consistent opportunity to get
in the | ast word.

(Laughter.)

Soit's only fair. First of all, first question was what
assurances do we have that the expanded powers won't be used for
unrel ated purposes? W have no assurances, and quite to the
contrary, the Justice Departnment acknow edges that it has used
t hese powers for unrel ated purposes, particularly the Justice
Depart ment docunent, "USA PATRI OT Act: Mth versus Reality,"”
which | believe is Septenber '03. In the course of debunking
myt hs such as the fact that the powers m ght be used for
unrel ated purposes, the report itself docunents, and separately
for each section, the instances in which they' ve been used, and
it docunents specifically instances when they were used to
investigate the theft of trade secrets, investigate extortion,

i nvestigate what they called narco-terrorismwhich | believe is
drug trafficking, and so on. It's all nade very explicit so we
know that this is being done and it's inexcusable because it's
very sinple as a matter of draftsmanship to do what the PATRI OT
Act does in nost of its section, which is to say that these are
for purposes of a terrorisminvestigation.

Secondly, about the ability of this to bleed, | believe your
guestion enters particularly sensitive areas of political
protest. | think your question indicates itself how quickly

we've noved in that direction. And we thought we had | earned
this lesson in the '70s, with the FBI guidelines that were
adopted by Attorney General Levi and President Ford, which laid
down rules intended to prevent the overly w de sweep of
information that could intimdate the expression of First
Amendnent activity and it could be m sused for inappropriate
pur poses.

Anong ot her things, and | don't want to di sparage the
i nportance of First Amendnent rights, it's extrenely inportant,
but I think it's also inportant for the public to understand that
we don't get nore security this way. What we get is an
i ncredi ble m suse of FBI counterterrorisminvestigative
resources, which as we have heard, are stretched very thin. And
they're to be used to prevent the obstruction of traffic in
cities.

So it was with this in mnd that the FBlI guidelines adopted
in 1976 structured this to try to prevent this type of abuse.
And one thing that happened on May 30th of '02 was that the
attorney general announced very substantial changes to those
guidelines that, in effect, relaxed and obliterated, unloaded
nost of the -- many, | should say, many of the significant
restrictions that had been in place since 1976. And again, | try
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to make this answer brief, so | would just say again, this is
anot her instance of a change that's totally unrelated to
terrorism because the guidelines that were changed, the FB
gui del i nes that were changed, were not the guidelines that
governed international terrorisminvestigations. They were the
gui del i nes that governed the investigation of general crines.

And | have yet to hear and explanation of why that was necessary.

So are we overreacting? | think it's denonstrable and not
debat abl e that we have overreacted in ways that not only danmage
our liberty unnecessarily but they are counterproductive and they
foster mstrust in a sense of oppressive surveillance and they
foster alienation in the very communities whose help we need if
we're going to win this fight. Thank you

MR, BEN- VENI STE: Larry?

MR. THOWPSON: Conm ssioner, the professor and | have been
on anot her panel and he did a great job, but I'll try to give you
an explanation as to why we made sone of the changes in the
gui del i nes because we carefully reviewed those guidelines with
respect to maki ng changes that we thought were appropriate. And,
Comm ssi oner, you pointed out the fact that there was
intelligence with respect to the individuals that were invol ved
in the 9/11 attacks and there was information in the system about
t hose nen. But one of the problens | think we had prior to 9/11
is that we had a paradigm certainly in the | aw enforcenent
communi ty and perhaps throughout governnent, which was a reactive
phi | osophy.

In other words, we were going to wait until sonething
happened, then react to it, then investigate the heck out of it
and prosecute the individuals who were responsible for the
events. And it was crystal clear after 9/11 that we had to do a
different -- we had to undertake a different approach and we had
to focus on prevention. And we had to be proactive, and we had
to undertake neasures that were designed to detect and prevent
terrorismat the very beginning.

Now, that does create the tension that the professor talks
about and we certainly cannot overreact but we do need to devel op
a situation in which our |aw enforcenent officials can undertake
activities, especially activities that are open to the public
that are designed to detect instances of terrorist activity. |
do not know what the underlying intelligence was as it related to
why the FBI offered that nmeno, | have not reviewed it. But we
have to be careful, | agree with you, we have to be careful. But
on the other hand, we have to be ever vigilant in terns of doing
what we can to be proactive.

The one thing that the attorney general and | though were
very concerned about when we reviewed the guidelines was to nake
crystal clear that while you could undertake activities of a
public nature that were designed to detect terrorist activity,
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you coul d not undertake activities that were designed to
interfere with our citizens' constitutional rights, rights that
are protected by the Constitution or other laws. And that's a
fine line and it's a judgnment, but |aw enforcenment officials nmake
judgnents every day.

So I would just respond to the meno, and that is | think
it's inmportant that we have to continue this new paradi gm of
prevention and disruption. And we have to be proactive with
respect of what we're doing. But we cannot interfere with
activities that are protected by --

MR. BEN- VENI STE: What are you protecting agai nst and what
are the disruptions? 1In that nmeno it doesn't appear to ne to be
related to the kind of terrorismthat we're concerned wth.

MR. THOWSON: Sir, | would agree with your conment, except
that I don't know the underlying intelligence that led to that
meno and perhaps sone of the unfortunate words that were used in
t hat meno.

MR. BEN- VENI STE: Just one follow up to your answer, M.
Thonmpson, and that is with respect to the changes that have been
put in place post 9/11, which is after all, the central focus of
what we're involved with in this conm ssion. Oher than
clarifying gripes under FISA, which the FISA court, incidentally,
sai d was unnecessary, but other than that, can you point to any
particul ar aspect of what has been changed since 9/11 in our |aws
that woul d have directly inpacted on the interruption of the 9/11
pl ot ?

MR THOWSON: O her than --

MR. BEN-VENI STE: The clarification of FISA which the FISA
court said was sinply a m sreading by those who were applying
FISA -- of the terns of FISA

MR. THOVWPSON: But, Conmi ssioner, that m sreadi ng had been
in place when | got to the Departnment of Justice, and it was
certainly the way we were doing business in the Departnent of
Justi ce.

MR. BEN-VENI STE: That's why | say, putting that aside, is
t here anything el se that has been enacted since 9/11 that in your
view woul d have likely resulted in the interruption of a plot?

MR. THOWPSON: Enacted is a narrow word, but | would say
this: That if we had in place systemw de, governnent-w de, a
paradi gmthat we were going to do everything that we can to
prevent and disrupt terrorist activity, that we were going to
share information, perhaps that paradigm given what we now know
t hat we knew about the hijackers' activity, perhaps, | don't
know, but perhaps we woul d have been able to do a better job with
respect to investigating, you know, those activities.
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MR. BEN-VENI STE: That's a question of focus rather than
law, isn't that right?

MR. THOWPSON: Correct. My | respond to your point,
Conmi ssi oner, about the other PATRIOT Act provisions. Mny of
t hose provisions are general crimnal |aw provisions and | think
it would be difficult, but nore inportantly I think it would be
i nappropriate for the Departnment of Justice and federal
prosecutors to limt those provisions, provisions that are in
title 18 that are designed to go after crinme, to any particul ar
kind of crimnal activity. And if the statute applies to general
crimnal activity that may be terrorism but it may be bank
fraud, it may be noney | aundering, | think you should use that
statute to its fullest extent to go after that particular --

MR. BEN-VENI STE: Thank you. And I'Il leave with the
observation that sonme who are skeptical about how the PATRI OT Act
was passed and the time that it took to pass it and what was
included in it, have suggested that nmany of the provisions were
essentially on the shelf on the wish list of |aw enforcenent -- |
see you smling -- prior to the catastrophe of 9/11 and, as you
have said, have not been restricted to use only to conbat
terrorism Thank you, M. Chairnman.

MR. KEAN. We've got two conmm ssioners who have sonmething to
say and about three mnutes to get the questions and answers in
if we keep on schedul e.

Conmi ssi oner Corelick.

JAM E GORELI CK:  Thank you, M. Chairman, |I'Il try to be
brief.

M. Thonpson, as you know | sat in your shoes at one point
when you were deputy and | was deputy before that.

MR THOWPSON: | tried to follow in your shoes.

M5. GORELICK: Onh, thank you, flattery will get you nowhere.
| would |ike to ask you a phil osophical question about the role
of the Departnent of Justice. As you know, it has two basic
roles, one is investigative prosecution in this context, and the
other is the protection of rights. And post 9/11 it seens to ne
that there has been enornous pressure on the institution to favor
the first role just because of how terrible an event 9/ 11 was.
And so ny question to you is who speaks for civil rights and
civil liberties in that perspective within the councils of
gover nnent ?

And this question to bought to m nd when | appeared on a
panel and | know you were on the same program but on the Third
Circuit, where the fornmer head of the Ofice of Legal Policy and
the former head of the Crimnal D vision essentially said that
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t he governnent's position with regard to taking American citizens
and hol di ng them i ncommuni cado wi thout |awers and with no
opportunity to chall enge whether they were properly being held as
eneny conbat ants was unsust ai nabl e.

One of the gentlenen, Viet Dinh, said it was unsustainabl e,
the other, Mke Chertoff, said we need a new systemto make sure

there are checks and balances. So | have a two part question.
The first is were you so advi sed when you were deputy, and who
spoke when we were -- we as a governnent, were creating the

architecture that put people i ncommuni cado wi t hout counsel,

wi thout ability to challenge the circunstances under which they
were being held. Who spoke for our rights when that system was
being set up and do we need a new structure to have that voice be
hear d?

MR, THOVPSON: Comm ssi oner, at that conference, the Third
Circuit conference, | quoted froma decision of the Supreme Court
of Israel that | kept on ny desk for the past two and half years.
Shortly after the events of 9/11 | was visited by Justice Barak
fromthe Supreme Court of Israel, he tried to -- wanted to see
the attorney general, but the attorney general was traveling and
he saw ne. And he left with ne a decision of the Supreme Court
of Israel, that dealt with the interrogation of terrorist
suspects and the use of what was called their noderate physical
pressure in the interrogation of terrorist suspects. And | don't
real ly know technically what noderate physical pressure is but
it's --

M5. GORELI CK: One can i magi ne.

MR, THOVPSON: -- one beyond questioning, just sinple
qguesti oni ng.

(Laughter.)

And the Suprene Court of Israel prohibited that activity and
in some very eloquent words and | think my old speeches are
online at the Department of Justice, but | quoted fromthat
speech throughout ny tenure as deputy attorney general, and |
refer to that speech in not only the Departnent of Justice
internal deliberations but in interagency deliberations. And the
gist of that is that we're a denocracy, we have to abide by the
rule of law, and that not all nmeans that are avail able to protect
a denocracy sonetinmes can be utilized. And sonetines a
denocracy, while it |ooks |like we have to fight with one hand
ti ed behind our back, we have to do so if we're going to preserve
our basic val ues.

So, to answer your question, | tried to and I know ot her
of ficials always thought about these very inportant civil |iberty
concerns. We would be making a terrible mstake as a country and
certainly as a Department of Justice if we allowed what happened
on 9/11 to change the essential character of our country. |
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don't believe that has happened. W certainly have differences
of opinion as to how we are, how we should have reacted, sone of
the ways that we are trying to proceed in conbating terrorism
but I don't believe that we have retracted fromthose.

For exanple, when we undertook the revisions of the Attorney
CGeneral Investigative Guidelines, it was al ways of paranount
concern to nyself, and I know it was of concern to the attorney
general, that nothing in there give rise to any belief, and
that's why we specifically stated it in black and white that the
agents that undertake any kind of investigation of activities
that are designed -- that are protected by the First Amendnment or
ot her | aws.

Eneny conbatant situation -- I"'mreally not punting but that
was a matter that | was involved in as a lawer. | don't believe
--and it's still inlitigation so, Conm ssioner, | don't believe

it would be appropriate for nme to make any kind of extensive
comments on a matter that's in litigation and a matter that | was
deeply involved in as a | awer.

M5. GORELI CK: Wll, we will, with all due respect to that
position, | think we will need to return to it as a factual
matter --

MR, THOVPSON: | under st and.

M5. GORELI CK: -- to determ ne how t hose deci sions got

made. One of the things that's been striking across the panels
that we've had on every subject is that you get an amazi ng anount
of candor once they take their respective uniforns off. And to
hear two fornmer Justice Departnent officials say that a position
that was taken by the Departnent essentially was unsustai nabl e,

i s unsustainable and to hear that now is disturbing and | eads ne
to wonder whether we have the right checks and bal ances in place
or whether we have put so nmuch pressure on the Departnent of
Justice to be the investigator that we perhaps need a
countervailing voice, a counterpoint, some independent body to be
the voice of civil rights and civil liberties.

And |'d be happy to give you the |ast word here. Had | had
time | would have returned to that theme with respect to the
Foreign Intelligence Surveillance Act because | believe when
was at Justice that | had enornous power that was essentially
unchecked. And of course with the changes in the PATRI O Act
there's even greater power in the Departnent of Justice and |
really do wonder whether there are sufficient checks. But | know
-- | should give you the |last word and then I know there are
ot her conmm ssioners who would Iike to have an opportunity to give
a question or two.

MR, THOVPSON: | believe Judge Chertoff's comments wl |

speak for thenselves, but as | understood what he said was that a
| ot of decisions were nade in the context of a crisis and people
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were making the very best calls that they could and that with
respect to procedures in terns of granting access to counsel,

t hat perhaps we should review and revisit sonme of the thinking
with respect to those procedures. | think that's what he said,
which is a little narrower than --

M5. GORELI CK: Well, it's a matter of public record and we
don't have tinme to pursue it now.

MR, THOVPSON: | hope you understand ny comment on it.

M5. GORELI CK: But | do appreciate that there were
urgenci es of the noment, and that's one of the purposes of this
comm ssion is to step back fromthose urgent nonents and take a
| ook at whether we have the right structures in place going
forward. Thank you very much for your testinony, both of you.

MR KEAN: Last question from Senator Corton

SLADE GORTON: Prof essor, your critique of the use of the
phrase of the status, eneny conbatant. Was it limted to the
apprehension of citizens of the United States in the United
States? Does it extend to the apprehension of non-citizens in
the United States, to United States citizens apprehended in say,
Af ghani stan or in Germany, or non-citizens apprehended outside of
the United States, say as a guerilla out of uniformin Samara?

MR, SCHULHOFER  Thank you, it's a very inportant question.
First of all my position, ny critique, certainly enconpasses the
seizure within the borders of the United States of both citizens
and foreign nationals. These are people who are seized far from
any zone of conmbat in an area where the courts are open and
functioning and they should have all the rights provided by the
Constitution.

When you deal with the seizure of individuals overseas in a
zone of conbat, and there | would include both U S. citizens and
foreign nationals again, when they're seized in a zone of conbat,
there is a need for -- what | think an obvi ous need for,

di scretion on the part of mlitary commanders and different rules
apply. In addition, our courts are not open and functioning in
those areas. So certainly different rules apply. | believe that
in this zone of conbat situation there still should be a
conception of due process that enabl es people seized in that
circunstance to have the opportunity for sone kind of hearing in
some kind of tribunal to raise the question: Were they a war
correspondent, were they a reporter, were they just a civilian
caught up in trouble?

We hel d hundreds -- we held hundreds of those hearings
during the Vietnam War and we hel d hundreds of those hearings
during the first Gulf War. W have not held any of those
heari ngs, as you know, with respect to people that are being held
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at Guantanano at this point, nore than a year after their
capture. You referred | believe to Samaria? |s that --

MR, GORTON: Well, acity in Iraq where people are shooting
at us.

MR. SCHULHOFER: Right. The Israeli Suprene Court uses that
termto refer to occupied territories on the Wst Bank --

VR, GORTON: | spelled it differently.

MR, SCHULHOFER: But | think it's pertinent here because
Wi th respect to people seized in a zone of active conbat, there's
anot her Israeli Suprene Court decision nore recent than the one
Larry Thonpson mentioned, a decision fromFebruary of this year,
in which the Court said that alleged eneny conbatants seized in a
zone of conbat on the West Bank have no right to a hearing until
t hey can be renoved fromthe zone of conmbat, which is a matter of
days. But once they are renoved they have the right to a
hearing. |1've cited that and quoted fromthat decision in ny
comments. So certainly we're in a conpletely different regine.

But we should not allow and we should not accept what |
believe is the Justice Departnent's position and that has been
that since you have these rules that apply to the battlefield and
since after 9/11 the whole country is part of the battlefield,
then the Justice Departnment has argued that the sane rules should
apply right here in the United States that would have applied in
Samaria or Kandahar or anything el se and that's a conception that
if we accept it, the entire Bill of R ghts --

VR, GORTON: Just one narrow follow up on perhaps the nost
difficult of yours -- let's presune the arrest of a non-citizen
of the United States, a non-citizen who is not here, not legally
-- Mohammed Atta hinself before 9/11 or for that matter, the
German saboteurs who | anded here in 1942. Do they have the sane
rights as citizens?

MR, SCHULHOFER: Foreign nationals certainly don't have the
sanme rights, they have no right to remain here. They can be
deported and under certain circunstances | nyself amvery
confortable with the idea of preventive detention subject to sone
ki nd of independent judicial review of the need for it and the
basis for it. That's a constant and |I'm probably bel aboring the

poi nt, but that has been ny constant thene. | don't object to
t he substance of powers like these if they are appropriately
revi ewed by independent Article Ill judges. So certainly,

foreign nationals have different rights.

The German saboteurs admtted that they were eneny
conbatants. They admitted that they were nenbers of the Gernman
Navy. They admitted that they had buried their unifornms when
they | anded here. The question that's posed by the Padilla case
is whether the rules that apply to sonmeone who acknow edges their
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role should be the sane as the rules that apply to soneone who is
bei ng accused. And if we want to make -- if we think that being
an accused eneny is the sanme thing as being a proven eneny then
the Justice Departnent's position is sound.

VR, GORTON: Thank you, M. Chairman.

MR. KEAN: Thank you very nuch, Professor Schul hofer and
M . Thonpson, thank you very nuch for enlightening and
interesting and we appreciate you taking the tine.

MR, THOVPSON: Thank you.

MR.  KEAN: If I could ask our next panel please, to
assenbl e?

(Recess.)

MR. KEAN. Ckay, if we could call the hearing back to order?
Qur second panel has assenbled. They are Judith A Mller
partner in WIllianms and Connolly, and former general counsel of
the United States Departnment of Defense. Stewart A. Baker,
partner Steptoe and Johnson, fornmer general counsel National
Security Agency, and Marc Rotenberg, executive director of the
El ectronic Privacy Information Center.

Ms. Mller?
JUDITH A. MLLER Should | start?
MR.  KEAN: Go ahead, yes.

M5. MLLER M. Chairman, M. Vice Chairman, nenbers of the
Comm ssion, | amdelighted to be here this norning. The topic of
protecting privacy, preventing terrorismis central | believe to
our ability to reduce the possibility of other catastrophic
attacks. Better intelligence supported by technology is not al
that is needed to defeat possible terrorist attacks here and
abroad, but it is in ny judgnment a crucial elenment of any
strategy to do so.

| know that time is short this norning, so |l would like to
make three basic points in this opening statenent before our
br oader discussion begins. First, | believe the reaction to the
Total Information Awareness Initiative at DARPA, the Jet Blue
Initiative undertaken by the Arny and the various efforts at
watch list at DHS all denonstrate that privacy, civil liberty and
fairness concerns nmust be built into any information sharing
technol ogy fromthe beginning in order to earn the trust and be
consistent with the values of the American public.

The work of the Markle Task Force that Stewart and | have

both participated in, as well as Comm ssioner Gorton, provides
bui I di ng bl ocks for what is necessary, | think. First, adopting
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gui del ines on the use of technol ogy that address rel evance,
retention, dissemnation and reliability issues. Second,

i mproving oversight, including audit and review procedures.
Third, reviewing risk and benefits before the adoption of any of
t hese powerful tools and using technology to enable both

i magi nati ve cooperation and privacy. To analyze data, control
access to databases and facilitate audits of the use of those
dat abases.

Second, and building on these principles, our task force
recommended a System w de Honel and Anal ysis Resource Exchange or
SHARE network. A visualization of how this m ght work,
permtting collaborative analysis of energing threats in
basically real time and using both stored and current information
fromaround the world conveys the power of this approach far
better than I can and I would comend that denonstration to this
conm ssion. But notionally, seeing state, FBI, CIA and trusted
experts all collaborating in such an environnent, a shared
information environment, brings ne to nmy third point.

None of this technol ogy-enabled sharing will work if we
can't find a way to incentivize the cultures of those agencies
charged with inplenmenting it to use it effectively. Al though
efforts are ongoing at the FBI and el sewhere, ny own view is that
this is the hardest problemby far. The task force nakes sone
nodest recommendations in this area as well. A sinple but
dramatic step, also urged by others, is to revise the “tear
sheet” culture of intelligence reporting so that you wite an
uncl assified version of the report first, not last. But if the
intel comunity one year or five years fromnow still focuses its
best efforts on making it into the PTTR every day, you will have
a litnmus denonstration that the new culture of collaborative
sharing has not taken hol d.

Thank you, and I'll await your questions.
MR, KEAN: Thank you, Ms. Mller.
M. Baker?

STEWART A. BAKER  Thank you, M. Chairman, Vice Chairnman
and nenbers of the Commssion. 1'd like to focus on a question
that actually Comm ssioner Ben-Veniste asked or observed. That
we actually had pretty good intelligence about the terrorists in
the lead up to Septenber 11. And | think that's right and what
l'"d like to focus on is not Septenber, but August. Because in
August the FBI |earned that there were two terrorists whose nanmes
we had, who were in the country who were clearly here to kil
Anmer i cans.

W had two and a half weeks to find them They were |living
openly in San Diego, they were getting California IDs, they were
buying stuff, engaging in financial transactions, signing rental
agreenments all in their own nane, naking reservations on the
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pl ane that they would ultimately fly into the Pentagon. W
couldn't find them That's a terrible failure. And I'd like to
explore a little, fromwhat | can gather, I'mnot cleared to
review any of this material anynore, but | have reviewed pretty
carefully the public discussions of what happened to try to

expl ore what went wong there.

And | think when you ook at it closely, it's really a
failure of tools and a failure of rules. The tools problemis
the problemwe're here to tal k about today. The FBI agent who
di scovered this and made it his mssion to try to find these guys
had sonme el ectronic tools, he was able to | ook in sonme databases
for arrests, for certain autonobile registrations. They hadn't
been arrested and they hadn't been registered in any vehicles.
He did not have access to a | ot of government information, so
that it took himabout a week and a half to figure out what
address one of the terrorists had put on his visa as he entered
and then to check with the hotel that he put down to see if the
guy ever stayed there.

He didn't have a conputerized access once he got | egal
authority to go into either of those databases. So we |ost weeks
there. Once nore, he didn't have conputerized access to any of
the records that these guys were generating -- not the financial
records, not the travel reservation or even sone of the
California records. So there's clearly a failure of tools. |If
he coul d have been able to find those two guys and then check the
links that they had to many of the other terrorists -- there were
direct shared addresses as | renenber, |links to the people who
flewinto the south tower and the north tower. W had a chance
to stop this. The one chance that | can see in all of the errors
that were nade where we really could have prevented this if we
had the tools to find these guys, and it is a scandal that we
don't have them

So we need that. W need at a mnimuman ability to do
t hose searches quickly and efficiently, not just by shoe |eather
and by calling people which is the nethod that the FBI has used
for a generation. That's just to fight the last war. Cbviously
the next set of terrorists is not going to be so accommobdating as
to use their real nanes. W're going to need ot her nechanisns
and I've listed in ny testinony which |I've provided about a dozen
| T capabilities that our investigators need in order to find
these fol ks and to respond appropriately to crises.

So clearly we need nore tools. But | think when you read
the story of what went wong in those two weeks with an eye that
is informed by bureaucratic realities and political realities
you'll see that there's a problemw th the rules as well. It's
really -- it's heartbreaking to read what this agent said when he
asked for the authority to get the assistance of |aw enforcenent
-- there are a mllion | aw enforcenent agents in the country,
there were three tines as many FBI | aw enforcenent agents as
intelligence agents, he wanted to get help on that side of the
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FBI and he was told by FBI headquarters, not on your |
cannot capitalize, cannot do that because there's a wal
| aw enforcenment and intelligence.

fe. You
| between

And his response was to say, the American people will not
understand this, sonmeone is going to die because of this. Gsana
bin Laden is the principal beneficiary of the wall that we have
built. How can we possibly maintain this? The answer was, we
don't like it either, but that's the rule.

Now, | feel strongly about this, obviously, because | was

part of building the wall. | was at NSA. | thought the wall
responded to an appropriate, reasonable worry -- theoretical but
real -- about civil liberties and privacy and that we coul d have
a wall and still have an effective response to the national

security problens that we have. W wote rules and we thought we
had done a fine job of carefully balancing all of those equities.
We obviously failed. W failed terribly.

And that failure I think reflects both a desire to
constantly add to the protections even agai nst theoretical risks
to privacy that we have built into our system and at the sane
time, not to spend as nmuch tinme worrying about whether people
will actually be able to do their jobs to protect Anericans.
Because what finally happened in this case was the rul es m ght
just barely have been workable if it were not for the fact that
there was a privacy scandal in the FISA Court in 2000 and 2001,
in which the court believed it had not been properly inforned
about contacts across the wall when it was given FISA orders to
sign. It ordered a massive review It threw out one of the
princi pal FBlI investigators who appeared before it and I'm
guessi ng, though | don't know, that disciplinary action and maybe
even a perjury indictnment was considered for that fell ow

This was so bad that we dropped coverage on terrorism
suspects in the United States in early 2001. So al Qaeda is
preparing to kill thousands of Anericans, we can't even keep up
the wire taps that we have authorized in the past. It's a
disaster. And it's a disaster because there was such an intent
focus on preventing even the nost theoretical privacy abuse.
That's the I esson that | would draw from Sept enber 11

| just would say one nore thing. |'mvery worried that
we' re goi ng back there, that what we have seen -- | gave a speech
once, | said, you know, we had two and a half years of serious

failures. We had a major failure on Septenber 11. W've had two
and a half years to figure out what went wong, who shoul d be

di sci pli ned, and one person has been forced out of governnent,
Adm ral Poi ndexter. And the |lesson that you can draw fromt hat
is, well, you can screw up pretty badly in protecting the

Aneri can people, but if you get crossed wires with privacy | obby,
you're gone. That is exactly the wong nessage to be sending to
our FBI and Cl A agents.
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And finally, | would guess |I'd say if you |look at what's
happening in the Adm nistration today, efforts to devel op new and
i nnovative tools are stalling and even the wall is com ng back.
My understanding is that within TTIC there are actually limts on
what intelligence agents can | ook at by way of |aw enforcenent
information, despite our major effort to get rid of that wall and
the terrible consequences that we saw fromhaving it. So ny fear
is that we are re-establishing August of 2001 and that the real
risk here is that just like last tinme, that August will |ead us
to Septenber. Thank you.

MR. KEAN. Thank you.
M . Rot enberg.

MARC ROTENBERG ~ Thank you, M. Chairman, nenbers of the
commttee. | think ny purpose at this point in the hearing is t
provi de the cornerstones for the privacy interests. Wen we tal
about privacy and liberty after Septenber 11lth, people tend to
talk about it in the abstract, and they say we should not trade
our country's precious freedons and constitutional |iberties for
some sense of short-term security.

0
k

| believe it's extrenely inportant for this conm ssion to
actual | y understand what the framework of privacy protection is
in this country, because that is precisely what is being altered
by the many proposals that have been put forward since Septenber
11th, both to give the government new investigative authority and
al so to give the governnent new tools of surveillance, not only
of people who may pose a threat to the United States but of
citizens in the United States, people who participate in the
political process, people comng to open public spaces to express
their views. These are also the people who becone subject to the
new systens of surveillance we are establishing after Septenber
11t h.

But to understand this problem | think we need to go back
intime. | think we need to go back to the late '60s and early
' 70s, when the Congress undertook an extensive investigation of
the surveillance inplications of governnent-based data systens.
And after al nost eight years of hearings, Congress passed the
Federal Privacy Act of 1974. And what that act did was to
establ i sh conprehensi ve safeguards for people in the United
St ates agai nst the m suse of their personal information held by
f ederal agenci es.

There was no dispute that the technol ogy would play a
critical role in advancing government prograns, including | aw
enforcenment, nor was there any di spute about the need to
establish appropriate safeguards that woul d ensure that the
technol ogy could be used for the benefit of the American public
and the Anmerican governnment and still safeguard essenti al
liberties. The Privacy Act of 1974 is the basic framework of
privacy protection for the use of personal data in the United
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States, and it inposes very significant obligations on federal
agenci es that collect and use personal data. It does this not to
frustrate an agency purpose or to add additional burden but
rather to ensure that when personal information is collected by
federal government agencies, it is used for an appropriate

pur pose.

Now, the other key cornerstone to think about in assessing
privacy protection in the United States is the Federal Wretap
Act. The wiretap statute was passed in 1968, follow ng perhaps
two of the nobst inportant privacy cases decided by the United
States Suprene Court. One concerned the use of a tape recorder
in a public payphone in the streets of Los Angel es and whet her
t hat new i nvestigative nmethod would require the use of a warrant,
which is to say judicial approval, or whether |aw enforcenent
could be free to use any new form of technol ogy w thout judicial
oversight to gather evidence that could be used in the crimnal
prosecuti on.

And the court said quite clearly in Katz v. United States
that this new type of technol ogy needs to be subject to Fourth
Amendnent standards; not that it could not be used or that a
prohi bition should be established but rather that the traditional
Fourth Amendnent standards would be required for electronic
surveillance. And the follow ng year, in 1968, when the Congress
passed the federal wiretap statute, based on Katz and the Berger
v. New York opinion, it constructed an el aborate regul atory
framewor k i nposi ng significant oversight responsibilities on
federal agencies that were using electronic surveillance
aut hority.

Now, given the focus that the Conm ssion has understandably
undertaken over the |ast several nonths, of the nood of the
country post-Septenber 11th, | think it's reasonable to consider
al so the challenges that the United States faced in 1968, when
both the Suprenme Court and the U.S. Congress enacted such
sweepi ng privacy safeguards. W faced powerful adversaries in
China and the Soviet Union. Nineteen sixty-eight was the year of
a presidential assassination and the slaying of a civil rights
| eader. There were wi despread public protests across this
country, unlike anything we've seen in over two decades. And yet
at that point in our nation's history, the court and the Congress
recogni zed the need to establish inportant privacy safeguards for
our citizens.

Now, |'d be very pleased to speak with you about a nunber of
t he devel opnents that have happened post-Septenber 11th, to | ook
at the Jet Blue matter, to | ook at CAPPS, and to | ook at total
i nformati on awareness. But | would urge you at the outset to
consi der the inportant work that has been done prior to 9/11 to
establish privacy rights for people in the United States, even
during periods of significant turnoil.

MR. KEAN: Thank you very nuch
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Senat or Gorton.

MR. GORTON: M. Rotenberg, since you' ve finished, |'lI
start with a couple of questions for you. As | read your witten
testimony here, on the |ast page you have four recommendati ons
whi ch seemto nme nore to be cautions about the way in which we
make reconmmendati ons than substantive reconmendati ons thensel ves.
But on the assunption that one agrees with every one of those
four cautions, does that mean that in your view, no additional
| egi sl ati on was needed after 9/11, either to strengthen the
i nvestigative and | aw enforcenent powers of agencies in the
United States or changes in the 1974 privacy law to which you
refer?

MR. ROTENBERG Well, let ne say, Senator, first of all that
| felt strongly that changes were necessary prior to 9/11 to nake
air travel safer, and there were a | ot of weaknesses in the U S
air travel systemthat were fairly well known, particularly by
conpari son to European carriers, and that had not been addressed.
| think part of the problemthat you face is understandi ng that
preventing 9/11 may be nore about preventing the exploitation of
security flaws than it is about dramatically expandi ng
surveill ance capabilities.

Now, our panel discussion today focuses on expandi ng those
surveillance capabilities, but I do need to say at the outset, |
think even before we get to that issue, we have to focus on how
we reduce the security flaws that any person who m ght consi der
harm against the United States is able to exploit. The question
you ask, of course, is what changes m ght we nmake to the Privacy
Act, or to the federal wretap statute after 9/11. Those changes
that were made in the USA PATRI OT Act, | do not believe have
significantly contributed to the greater safety of the United
States. Now, Stewart Baker and | may actually di sagree about
what was happening at the FISA court in 2002 at the tine that a
seven judge panel unani nously concluded that there had been
m stakes in the applications for those FISA warrants. And it
canme as a surprise to many of us when the appell ate panel
reversed that determ nation and said that, in effect, this
procedure that had been established to ensure that the | ower
standard used for intelligence investigations not becone a back
door way to bootstrap crimnal investigations, which is now the
concern of many in the civil liberties community.

| don't think significant changes in those two |aws are
required, but | do believe that a | ot nore can be done to ensure
security.

MR. GORTON: Okay. So fromyour view, there was not a need,
post 9/11 for any statutory changes in either direction, but
sinmply a nore efficient and nore effective use of the statutes
that were already on the books.

43



MR. ROTENBERG Yes. And | think the way this could have
pl ayed out is when the governnent was proposing to establish new
systenms of surveillance, and of course many have been proposed,
and sonme put into place as | described on nmy testinmony. It
shoul d have been the case that an effort was undertaken at the
outset to assess how our current privacy rules would apply to
t hese new systens of surveillance. | think that woul d have gone
a long way to addressing sone of the public concerns in the CAPPS
system for exanple, which is the passenger profiling system The
TSA is proposing to go forward, but the required -- required by
OVB, required by federal |aw, privacy inpact assessnent for that
project, has not been conpleted. And so when civil libertarians
and ot hers, raise concerns about passenger profiling, they are
saying in part, there are privacy obligations that that agency is
obligated to fulfill, that it has not yet fulfilled

MR, GORTON: Wth respect to CAPPS and airline security, do
you have any critique or differences with a proposition for a
vol untary system under which if citizens who travel by air are
perfectly happy to give up whatever is considered appropriate to
get a formof identification which will allowthemto avoid sone
of the security lines and go nore directly to their gates,
assuming that it's voluntary and not mandatory.

MR. ROTENBERG  Well, Senator, if that could be nade to
work, | mean it would seem a sensible solution, but I would be
surprised, frankly, if those who are charged with protecting the
security of the country would be satisfied by that solution. Now
| renmenber a simlar debate Stewart Baker and | had al nost 10
years ago over the key encryption standard, the Escrowed Standard
for encryption, and it was proposed at that tinme when there was
strong public resistance. Wll, maybe we should just nake it
voluntary at the outset so that those vendors that want to
i npl enent this standard that enables surveillance will be able to
do so. O course we realize, as |law enforcenent, that such an
approach really wouldn't fulfill the m ssion that was underlying
the effort. And I think you would face a simlar dilenma here.
The people who are likely to follow the voluntary path for
passenger profiling are probably those that you're | east
concer ned about.

MR GORTON: Ms. MIler, in a sense, the same question to
you as to M. Rotenberg. In your view, was the statutory regine
prior to 9/11 adequate and sufficient both with respect to
national security and privacy?

M5. MLLER A couple of points, | guess, on that, Senator
First, I've said previously that | thought that the FISA Act
could have been properly clarified. Wether you did it precisely
as the PATRIOT Act did it or not, the observation | had while I
was at DOD is that there was a nyth built up over many, many,
many years, through a nunmber of adm nistrations. There was a
particular sort of ossified view of what that statute neant that
occasionally got in the way of people just understandi ng and
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bei ng on the sanme page and being able to go forward to the court
effectively. | didn't see, personally, any situation where we
weren't able to get what we needed under the old statute, but I
recogni zed that there was enough | ack of clarity, perhaps, or
confusion sonetines, in the mnds of individuals trying to get
authority under that statute that sone clarification could be of
benefit.

The bigger problemthat | see right nowis one that hasn't
really been addressed by whether the PATRI OI Act or any ot her
sort of proposed |egislation or oversight that |1've heard being
di scussed, and that is that, to the extent you wanted -- you were
goi ng back to the point of this panel -- to the extent you want
to actually enabl e people to share information usefully in a
proactive and hopefully preventive way, in a variety of contexts,
beyond what we faced on 9/11.

| think, and | differ strongly with Stewart on this point, |
t hi nk you have to put in mechanisns in advance to nmake the
American public trust that technology. And it is not an undoabl e
task, it just requires -- just is perhaps to light, but it does
require oversight fromthe Executive Branch, oversight from
Congress, a whole set of guidelines and di scussions that can be
done in public for the nost part instead of behind the scenes,
that will give the American public confidence that what we are
doing as we use these powerful tools is designed to protect us,
not to underm ne our liberties. And | think that's sonething
t hat can be done.

MR, GORTON: M. Baker, the pre 9/11 adequacy of both our
security statutes and our privacy statutes. And your critique of
the PATRIOT Act, too nuch, too little? Wat should be done?

MR. BAKER: One of the things that the PATRI OT Act did was
try to knock down all of the nost obvious |egal bases for the |aw
bet ween | aw enforcenent and intelligence, and since | think that
was a mgjor contributor to the disaster of Septenber 11, | think
that was a good idea. That nean getting rid of the restriction
on sharing of wiretap information with intelligence, getting rid
of the restrictions on sharing grand jury information with
intelligence and getting rid of the principle purpose rule that
had energed frompractice in the FISA court.

MR GORTON: And we need the PATRI OT Act in each of those
cases?

MR. BAKER: There's a kind of revisionist view that we got
fromthe FISA court of review that said, gee, you really didn't
need to do that, if people who had properly understood the | aw
woul d realize that what the FISA court had been doing for 20
years was wong. Well, they'd been doing it for 20 years, no one
had appealed it, it was, as Judy says, ossified into the practice
of everyone who touched the FISA court and that was not going to
change, | suspect, w thout congressional intervention.
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MR. GORTON: Go ahead, | interrupted you.

MR. BAKER: As far as security issues, | actually think
there are sone problens that we were sort of engaged in nationa
security deficit funding on -- we have yet to recogni ze that once
you have gotten rid of the wall between | aw enforcenent and
national security, you're going to run the risk that if you try
defendants for terrorismin U S courts, as so many people seem
to now want, they're going to start meking Brady notions to
exam ne the entire take of U S. intelligence agencies to see if
they can find sonmething that m ght be excul patory. And unl ess
you can find a way to find a way to deal with the probl em of
whet her Brady really extends that far, you're going to run the
risk that at least the lawers for, and naybe the defendants
t hensel ves, will get to see exactly what our nmethods and sources
are with respect to the terrorismproblem That's a big problem

| think we also, the court of review said go ahead and get
this FI SA orders against people, and we think it's constitutional
to do it, even in a crimnal context, but of course if we
actually try them they're going to be maki ng suppressi on notions
in courts that are not going to end up reporting to the FISA
court of review And if we don't actually struggle with the
guestion of how we're going to handle that, we could end up
finding we have a crisis about the FISA wiretap systemw thin
five years.

MR, GORTON: Would the solution to those problens require
additional |egislation?

MR. BAKER: Probably. | don't think the courts are likely
to address that, although it's certainly possible to restrict
Brady in particular, and perhaps even to understand the question
of the -- well, the FISA quarterly review clearly cane to the
view that it was constitutional to use FISAin this context. |
amnot as confident that the Ninth GCrcuit will conme out that
way.

MR GORTON: And in light of 9/11 and the particul ar
chal l enges we face today, is there any appropriate review of the
1974 Privacy Act?

MR. BAKER: Actually, | don't think the 1974 Privacy Act as
it's been understood and adm ni stered has proven to be a
significant barrier, and I suspect it won't prove to be a
significant barrier in the future to carrying out appropriate
nati onal security neasures.

MR. KEAN. R chard?
MR. BEN-VENI STE: Good norning, and 1'd like to thank you on

behal f of ny coll eagues for your appearance here today. Let ne
start with a personal observation, and that is that those who are
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vigilant in protecting our constitutional rights and civil
liberties against overreaching in tinmes of national crisis are
every bit as patriotic as those who favor nore extensive
incursions in the nane of national security, perhaps even nore so
because they are courageous in the face of what's seen to be a
popul ar demand. Sonething terrible happens, the cry is we've got
to do sonething different.

| woul d suggest that we did in fact have the tools avail able
prior to 9/11 given the informati on we had, had there been a
greater focus on the threat of terrorismwthin the United
States. On the one hand, we know that we had wi thin our
intelligence conmmunity a conmmunication to suggest that al Qaeda
was going to strike within the United States and was going to use
commercial airlines. On the other hand, we had intelligence that
invol ved the identification of two nmenbers of al Qaeda we knew
were within the continental United States, and | woul d suggest
that had this information been pursued, we certainly could have
found the two individuals.

The FBI had no restriction, even if they did not have the
means t hensel ves, fromusing private organizations which
conducted data mning at the tinme, and there are a nunber of
i ndi vi dual conpani es to which the FBI woul d have had access had
they focused specifically on this. O course, we're dealing with
20/ 20 hindsight, and we're all mndful of that, but when we
di scuss maki ng whol esal e changes in our civil liberties and
protections of privacy, we have to keep in mnd the effects of
that on the body politic, on the public, where there's a
t remendous appr ehensi on now about individuals' civil rights and
civil liberties being subject to nore and nore increasing
governnent intrusion, and particularly in connection with the
enor nous anmount of effort that is now going into data collection,
data m ning by various agencies of the governnent.

And al t hough we have heard this norning sone quotes fromthe

| sraeli Suprenme Court and | think properly so fromour other

panel since the Israelis face in their denocracy an enornous
chal I enge, one that we could not begin to conprehend in this
country even with the 9/11 tragedy, on a daily basis in that
country and yet the suprene court's reaffirmation of the
separation of power and the rights of individuals has been and
presumably will continue to be of major concern and protection.

Going to our own suprenme court, let ne quote fromtwo

menbers, one a present and one a forner nenber. In 1995, Justice
Sandra Day O Connor warned, "It can never be too often stated
that the greatest threats to our constitutional freedons cone in
times of crisis,” and Thurgood Marshall, who in 1989 war ned,

"Hi story teaches us that grave threats to liberty often cones in
times of urgency when constitutional rights seemtoo extravagant
to endure.” The World War Il relocation canp cases, the Red
Scare of the McCarthy era, internal subversion cases are only the
nost extreme rem nders that when we all ow fundanental freedons to
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be sacrificed in the nanme of real or perceived exigency, we
invariably come to regret it. Let ne ask about the issues of
data m ni ng.

M. Baker, you've nentioned the TIA which was at first
called Total Information Awareness and when the great furor arose
about the nane of that project, they changed it to Terrorism
| nf ormati on Awar eness. But notw thstandi ng that, and
notw t hstandi ng Adm ral Poi ndexter's di sm ssal fromthat
position, which I think on balance was not all that controversi al
gi ven what was going on, the Departnent of Defense has
neverthel ess continued to exam ne and expend significant
resources on data m ning.

l"d like to ask the question of this panel as to how many
different agencies in the United States governnent are now in the
process of amassing extensive, exhaustive data coll ection
dat abases for utilization under different scenarios? Cearly we
have the Departnment of Honel and Security, which through its
vari ous agencies including the Coast Guard and Naval
| nvestigative Service have indicated that perhaps contrary to the
initial conception of the Departnent of Honel and Security's
function, it is not a passive consunmer of intelligence, but is in
t he busi ness now of actively collecting data. There is ICE, the
| mm gration and Custons Enforcenent Agency, there is of course
the FBI, there is TTIC, there are various state agencies that are
conbi ning to have regional data m ning through various private
conpani es accessible. M question is how many different agencies
are now collecting this information, and is that the right way to
go about busi ness?

First, Ms. Mller.

M5. MLLER | don't know how many agencies are collecting
this kind of information right now, M. Ben-Veniste. This
conmi ssion may have a better take on that than we do actually,
but the point of nmy earlier comments and the testinony |
submtted is that there probably is a better way. And wi thout
trying to repeat what the Markle Foundati on Task Force report
nost recently said, | think we agree that it nmade sonme sense to
have DHS be in the lead. | think that there's sone confusion
that's devel oped between the m ssions put forward under the
executive order for TTIC versus DHS as an exanpl e.

But nore inportant than anything is that, you know -- is a
view that | share, which is that what you want to do if you're
going to use this information is not have it focus just in the
federal governnment and sort of driven by traditional views of how
you gat her data, which is I think what has been going on with the
FBI and even TTIC. And instead you should take a step back and
try to figure out how you want to have an enabl ed distri buted
networ k that can support decision-nmaking and anal ysis across this
country in an effective way with privacy guidelines in place.
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And that matters because if you are -- you know, as you've
said, data mning or data analysis is going on in the private
sector right now It goes on, | presume, in some instances in
t he federal government right now It can be very both powerfu
and can | ead sonetines to wong results. And that's why you need
to have gui delines about how you use it. | nean, the sort of two
kind of -- two categories of data analysis that people typically
tal k about are subject-driven and pattern-driven.

I n subject-driven, you just |ook to a person often and then
say, all right, let's find out everything that person does. |It's
very nmuch Iike | aw enforcenent but driven by nore powerful tools.
And if you' ve got the right person, it at least allows you to
focus in on that person nore effectively than we have been able
to do in the past. Pattern analysis is very different. W're
not all that good at it yet. W don't have the technol ogy, as |

understand it, really to do it well. But if we do have it in
pl ace, as technology matures, to do it well, you can still end up
with horrific results, not just -- in ternms of comng to the

wrong result occasionally as opposed to the right result. And |
think you need to build a technol ogy that takes those issues into
account and has executive branch oversight so that you do not go
t hrough a kind of an ad hoc -- every agency that feels like it
wants to do this just goes out and tries to do it. That is not a
good i dea.

MR. BEN- VENI STE: \What restrictions are there on various
agencies creating their own stovepi pe data m ning and col |l ection?

M5. MLLER Well, there's sonme restrictions that cane about
as a result of TITAwth respect to Defense Departnent funding, as
| understand it. And | suppose that that is an exanple, frankly,
t hat woul d be out there at |east to sone other agencies to give

t hem pause if they do think about -- thinking about an integrated
approach to this that 1've been trying to describe. But | -- you
know, absent either -- | nean, | would not urge |egislation, at

| east at the first step, because | think that's a sonmewhat bl unt
instrunment for dealing with these issues. But it does require
effective, active, thoughtful thinking and actual rul emaking

wi thin the Executive Branch. And if that's going on, it's not
visible to the outside world.

MR. BEN-VENI STE: Well, let nme follow up on your observation
with respect to TIA and the Departnment of Defense. | think it
has been little publicized but nonethel ess inportant that we
| earn that NORTHCOM the Departnent of Defense donestic
protection agency, if you wll, of the Department of Defense,
whi ch now has a donestic -- a definite donmestic mssion, is in
the process of creating through its command at Peterson Air Force
Base in Col orado Springs, Colorado a conbined intelligence and
fusion center where it has let out contracts for the creation of
what they call actionable intelligence about a donestic terrorist
threat, collecting and anal yzing data from50 different federal,
state and | ocal agenci es.
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Supposedl y NORTHCOM does not collect data on its own but
rather it analyzes and then dissem nates data. Wat is the
proper role of the United States mlitary in this exercise as
anot her of these entities creating, analyzing, dissemnating data
on United States citizens?

M5. MLLER Well, that's a big question. Let nme just maybe
take one or two bites at it. Northern Conmand is not necessarily
a structure that | would have put in place if | were sitting at
t he Departnent of Defense, but | understand why Secretary
Runsfeld and the President decided to do that, because there
needs, | think they felt, to be nore structure and focus within
the US mlitary on donmestic -- sort of protecting us largely
from cat ast rophi ¢ consequences of a successful attack, as opposed
to necessarily going out there and stopping the attack before it
happens.

| think that if you -- in any mlitary conmand you have an
intelligence fusion center. They don't know how to do it any
other way. | think, at least as | understand it, Northern

Command has been set up, as you said, so that they are not
collecting intelligence actively but sinply getting the products
of other --

MR. BEN-VENI STE: Buying it, as it were.

M5. MLLER Getting it fromother federal agencies fromthe

nost part. And | think it's a work in progress. | think that in
the -- although it's a different subject than the one we sort of
started out with today, | think that there has been a -- need to

be a ot of hard thinking and guidelines put in place with
respect to that entity, not that | expect it to do sonething that
woul d not meke us proud, but | think it's a new area for the
mlitary in today's world. And sone of the sane concerns that
came up in |law enforcenent with the wall, so-called wall, wll
come up with Northern Command. They're going to get feeds from
all the Joint Conbatant Commands all over the world and they're
going to mush it together with a |ot of donmestic intelligence,
woul d expect, and they need guidelines for what they do with that
i nformation.

And | think they're in the process right now of working it
out, but oversight on that front is appropriate too because ny
own viewis that the last thing we want is to have a U. S.
mlitary, which I think is so respected in this country, |ose
some of that respect if it's perceived as doing -- sort of
crossing the line into | aw enforcenent and sort of surveill ance
of Americans, which | don't expect themto do, but I think we
need sone sort of guidelines in place to make sure that people
are reassured that that's the case.

MR. BEN-VENI STE: | agree with you.
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M. Baker, do you have sone additional agencies which you
know about who are also in the data m ni ng busi ness?

MR. BAKER. No, | don't. |'massum ng that nost of them
have been brought to light in the intense coverage | ooking for
precisely that in the last six to eight nonths. M sense, in
fact, is that as that coverage has intensified and as the climte
in the country has changed, that many people who had consi dered
t hat, many agenci es who considered that, are sl ow ng or stopping
their efforts to use information in ways that mght help us to
find terrorists, responding mainly, | think, to theoretical
concerns about ways in which privacy abuses could occur, not to
actual privacy abuses.

| think after Septenber 11, the | essons fromthe wall and
the well-nmeaning basis for creating that is that you better be
pretty cautious before you say, in order to avoid some
theoretical risk, I'mgoing to put in place real limts on what
peopl e can do to protect us. | am however, very big on sone of
t he technol ogies that would allow us to audit access to
dat abases. There's very powerful technology that can inpose a
| ot of accountability on people who do that. If we find actual
abuses, we ought to take action then. | think a process of
trying to wite the rules in advance, as the wall has
denonstrated, is bound sooner or later to create a disaster.

MR. BEN- VENI STE: Let ne follow up on your observations with
respect to pre-9/11, which | think differ frommne. Wat was
there about the information that we had in our possession that
woul d have precluded the FBI working with the FAA to put the two
i ndi vi dual s whom they were | ooking for on a no-fly list, given
the fact that we know that they were using their correct nanes
and identification, and given the fact that we at |east had sone
warni ng that some terrorist act involving commercial airliners
was bei ng pl anned?

MR. BAKER. | think the -- that is a possibility that could
have been done. There was bad coordi nati on and stovepi pes
t hroughout governnent. Part of that, however, was reflected in
an inability for information technol ogy systens to interoperate.
That agent --

MR. BEN-VENI STE: Well, I'mnot talking about --

MR. BAKER: That agent did what he thought was the right
thing, which was to try and | ocate these fol ks using the tools he
had ready access to. It didn't work.

MR. BEN-VENI STE: Well, we're tal ki ng about what was
avai |l abl e and 1'm not tal ki ng about interactive anything, |'m
tal ki ng about somebody picking up the tel ephone, calling the FAA
saying there's two people who ought to be on the no-fly Iist.
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MR. BAKER. He was trying to find them W weren't actually
focused, obviously, on exactly what happened on Septenber 11. He
was trying to find them not keep themoff of planes. |If they'd

been turned away on a plane, | wouldn't be surprised if he
t hought to hinself, if we turn themaway they' |l know we're onto
themand we'l|l never catch them | don't know what was goi ng

t hrough his head, but that's certainly a possibility.

MR. BEN-VENI STE: Well, being identified in an airport and
bei ng rel eased and, quote, turned away, are two different things.
M. Rotenberg, could you address the first question in terns of
t he nunber of agencies, to your know edge, that are in the data
m ni ng busi ness?

MR. ROTENBERG Well, M. Ben-Veniste, again, | think sone
history is relevant here because you know for nore than 30 years
we've had a | arge, decentralized, conputerized crimnal history
systemin the United States called the National Crine Information
Center, and that database is available, | think, to over 800,000
individuals in the |aw enforcenent community. The information
that's in that database has continued to expand over tine,
including material witnesses and others. It is already a
powerful tool for when a person is detained to determne if
t here's an outstandi ng warrant.

Now, data mning, as | suggest in ny testinony, raises a
different set of problens because it is an attenpt to integrate
information fromdifferent data sets that aren't naturally
related. | mean, to use sort of a trivial exanple, in the
commercial realm if you have purchased a sweater around
Christmas time for the last two years, the nerchant is probably
maki ng a wi se nove and suggesting to you this year around
Christmas tinme perhaps you'd |ike to purchase a sweater. But you
can nmake that extrapol ati on because you are dealing with simlar
data to produce a concl usion.

A lot of the data mning projects that were pursued under
TIA are now still being proposed for CAPPS, attenpt to suggest
that you can take information fromfinancial institutions and
information fromtravel agencies and information from
communi cation carriers and extract and infer conclusions. And I
think that is a much nore difficult problem | think it would be
a mstake to assune a correl ation between the | evel of data
m ning that occurs and the level of useful information that is
pr oduced.

MR. BEN-VENI STE: Let nme ask you whether, in connection with
the mlitary's involvenent in analyzing the information to which
it is gaining access throughout the world and -- with respect to
United States citizens, whether you see a tension between the
Posse Comtatus Act and the new involvenent of the mlitary in
collecting this information.
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MR. ROTENBERG | haven't thought so nuch about that
problem but I will tell you that your question just a noment ago
made ne think of a fanmpbus Suprene Court case prior to the passage
of the Privacy Act which was Laird v. Tatum And the issue in
that case concerned the collection of information on war
protestors by the Departnment of Defense. And they alleged a
Fourth Amendnent violation, saying that this information was
bei ng coll ected wi thout any judicial oversight. The court
ultimately found agai nst them because they couldn't find an
actual harm

But it was suggested by the court at that point in tinme that
you could imagine a nore el aborate system of surveillance that
woul d raise significant Fourth Amendnent concerns. And, you
know, | have to say, as sonmeone who responds to sone of the
comments that M. Baker has made this norning, | don't think
adherence to Fourth Amendnent standards is a theoretical concern.
| think it is an underlying goal and obligation of the federal
government. And many of these systens that are being di scussed,
rai se significant Fourth Amendnent issues as to their
appl i cation.

MR. BEN- VENI STE: Thank you.

M. Chairman, while | have other questions I'd like to ask
this panel, in deference to ny coll eagues who no doubt have ot her
guestions, | wll suspend ny questioning at this point with ny
thanks to the nmenbers of this panel.

MR. KEAN. Thank you. [|'ve got one nyself actually.

As far as private data sources, |'ve been given to
understand that there are private data sources involved with
credit card conpani es, nmagazi ne subscriptions and so on that are
much nore extensive probably than anything the governnent had and
maybe has. And that had we wanted to | ook up Mohammed Atta, or a
nunber of the other hijackers, we could have found them probably
in an hour or two using sonme of those private sources. First of
all, is this correct? And if it is, should there be -- why are
we | ess worried about private sources having all our personal
informati on than we are about governnent having our personal
i nformati on? Anybody.

M5. MLLER | could take one brief try at that, which is --
| nmean, | do think that there is an obvious difference between
privately held information as opposed to governnment access to
that privately held information because government does bring
with it -- and | nean, it's the 900 pound gorilla to put it
mldly, and it does bring with it a |lot of power over its
citizens that private entities cannot typically exercise. So | do
think there's an obvious difference that's driven by -- you know,
we recogni ze that in Fourth Amendnent jurisprudence and
everything else. But | do think having access to private data --
| don't knowif it would have hel ped, you know, | don't know the
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details enough, the precise details before 9/11 -- of what you
all know about the information that was available leading up to
9/11. But | do think that having access to private data can be
useful and woul d be useful going forward.

| think again, it needs to be done in a responsible way, and
by that I mean you don't necessarily have to inport all that data
into the federal governnent's network. You can |eave it out
there, you can touch it, you can use it in anonynous ways
soneti nes, before you actually get enough information to really
focus in on an individual or individuals. So | think there are a
nunber of steps that can be taken to | everage that data w t hout
making it seemthat the governnment has got too nuch information
with respect to every American citizen sitting in its files ready
to be m sused.

MR. BAKER: Let nme add to that. They definitely had
frequent flyer information, rental agreenents, as | said, a
California DW I D, nmuch of that was available to the private
sector. The private sector had a better way of finding
connections between the hijackers than the United States

government did, and it's shocking. |In part, one of the problens
was that we wote rules in advance to prevent theoretical risks
like Laird v. Tatum The FBI adopted rules that said, well, you

can't gather files on individual Anerican citizens w thout some
very strong reason. The result of that anybody in al Qaeda could
type in the name of anybody in the FBI into Google, print off the
result and have a good intelligence file on that person. The FB
was prohibited from doing that.

This effort to kind of stop the direction of technol ogy
which is clearly toward nore data and nore coordi nation of data
anong dat abases and to say well, we won't |l et the governnent go
there, sinply neans that private sector will go there and we
won't have the advantage of it.

LEE H HAM LTON: Thank you very nuch for your testinony.
You folks all work on the, as | understand it, kind of the
cutting edge of |aw and privacy and technology. And |I'm just
wonderi ng what you think we should say as a comm ssion to the
Aneri can peopl e about their privacy in the future. To go back a
few years, when the electronic devices were first put in place in
airports, | don't know just when it was, but it was a long tine
ago, there was an outcry anong civil libertarians that this was
an outrageous intrusion into the privacy of the airline
passenger. And | suppose there were a | ot of court cases, |
don't know. Now we've cone to just accept that, all of us accept
it, grunble a little bit perhaps at the inconvenience, but we
accept it.

What do we say to the American people about what's going to
happen to them here with all of this fancy new technol ogy com ng
al ong. Should we say to them | ook, you better prepare
yoursel ves for all kinds of invasions of your privacy because
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that's going to be necessary in the world ahead with our concern
for terrorisn? O do we need to say anything to the Anerican
peopl e about the invasion of technol ogy and of their privacy?

MR. ROTENBERG Let nme say, | think if you were to reach
that conclusion it would be a very unfortunate outcone. It would
seemto ne --

MR HAM LTON: What concl usi on?

MR. ROTENBERG  Reach the concl usion that the Anerican
peopl e should anticipate a significant |oss of their privacy
after 9/11. It seens to ne that the challenge we face, both you
as conm ssioners and as this country is how we respond to these
new threats w thout sacrificing our basic freedons, and ny view
is not a theoretical concern about the inportance of |iberty,
it's also the belief that the governnent, the country is nore
robust. It is better able to withstand threat if the governnent
is accountable, if the citizen's rights are protected. W can
consi der how effectively our governnents respond that have
adopt ed enornous secrecy, and in such worlds there's very little
ability to assess which prograns are working, where the threats
are arising, what the new chall enges m ght Dbe.

MR. HAM LTON: M. Rotenberg, the question is, do you
anticipate that the technology that is in the mail, com ng
forward, is going to represent a nuch further invasion of privacy
in the American peopl e?

MR. ROTENBERG | don't think it necessarily has to, and
that's why it's very inportant to distinguish technol ogi es that
pronote security fromtechnol ogi es that enable surveillance. W
have already done a | ot since Septenber 11th to put in place
better technol ogi es of security for nonitoring containers and
cargo entering the United States, for determning the materials
that are aboard an aircraft. All of those decisions represent
the incorporation of technol ogy that hel ps safeguard the country.
But what you're tal king about today is a narrow set of
t echnol ogi es, the technol ogy of surveillance and the attenpt to
try to determne a person's intent prior to when they act.

MR. HAM LTON: Well, 1've been reading, and you have too,
about this new technology that they're going to have at the
airports that will strip you, in effect? Now that's a rather
consi derabl e invasion of privacy. Are you --

MR. ROTENBERG | don't think it should be in place. |
mean, this is the Olando Airport, of course.

MR. HAM LTON: M. Baker, Ms. MIller, how do you feel about
t hi s possible invasion of technol ogy and privacy?

M5. MLLER Well, | think it's too easy to assune that we
need to go back to maybe a thene at the outset here. | think
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it's too easy to assunme that we have to give up privacy in order
to be safe. | think usually, if you look at it carefully it
turns out that we don't need a given -- there are sone
technol ogi es that we actually don't need, we have ot her ways of
doi ng the sane thing, or you can inplenent the technology in a
way that's respectful of the privacy and civil liberties, and
sort of the vimand vigor of our national character, which

woul dn't want to see | ost because we have to give up all of our
rights in order to stay safe. Oten -- you can | ook at what we've
done at the airports so far. People have ragi ng debates right
now about whet her what we've done is in fact effective, and
should we fine tune it in a different way. Wuat | don't like to
see a the sort of assunption that it's either or and that to be
safe we've got to give up privacy when that's really not the
case, and no one's nade that case.

MR. HAM LTON: | recognize that, but do you see the
devel opnment of technol ogy progressing to the point where it wll
be a nuch greater threat to the privacy of the American peopl e?

M5. MLLER If it's not utilized properly, of course.
There's a lot of stuff going on even right now that has nothing
to do with security, like taking pictures on public streets al
the tinme, whether it's for traffic nonitoring or for |ooking at
public gatherings. There's a lot of stuff going on that in the
past | think people would have been skeptical of. MW own
personal belief is that we're going to get to the tipping point
where people are just going to say enough, we're not confortable
with this.

| could be wong about this, obviously, but we're not

confortable with this anynore, and we'll end up -- the point is
to depl oy these technol ogies smartly, so if you're going to --
t hi nk about it in advance. |Is this really getting us anything,

and how much are we giving up to get it? And can we use it in a
way that mnimzes the effect on individuals? And if you can't
answer those questions and then also say there's going to be a
payoff, if you can't answer all those questions in the
affirmative, don't deploy it.

MR. HAM LTON : M . Baker?

MR BAKER |1'd like to separate two points, which is, is
technol ogy going to take away our privacy, and what should the
governnment's use of technol ogy be? On the whole, yes.

Technol ogy is going to take away our privacy. You only have to
| ook at Google. We would have been shocked at the idea that
anybody who wanted to have a dossier on us and everything we've
ever done or that's ever been in the paper or we've ever said
publicly would be assenbl ed for anybody who chose it 20 years
ago?

Now it's a fact of life. Data is getting cheaper and the
ability to process that data is getting cheaper as well, and the
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consequence is going to be that we will no | onger have the kind
of anonymty that we've been used to for the last century. |
regret that, | think that's an unfortunate thing. | don't think
that the answer to that is to say well, the only party that can't
t ake advantage of that technology is the U S. governnent when
it's pursuing terrorists. On the contrary, we ought to be able
to use that technol ogy and we ought to build in safeguards.

That's appropriate, and |'ve identified sone safeguards in

ny testinony, but we need actually, | think, to have the courage
-- | have a different definition of courage than Comm ssi oner

Ben-Veniste -- | don't think it takes any courage in this town to
agree with the New York Tinmes. | would suggest that you disagree

with them and say that we need to use this technology. W need
to build in the safeguards, but we need to use the technol ogy
because not using it has turned out so badly.

MR. HAM LTON: Thank you very nuch.
MR. KEAN: Congressman Roener ?
REP. RCEMER  Thank you, M. Chairman.

M. Baker, your testinony is very interesting and conpelling
and | happen to agree with nost of it. | just want to be very
clear as to your points and if you could just briefly answer
these as yes or no and naybe a sentence to precisely clarify what
you nean by it, but | don't want hopefully | ong answers to these
guestions. You say in your opening paragraph of your testinony
before the 9/11 conm ssion that the governnment knew the nanes of
the two hijackers, not the private sector, the governnment knew
the nanes of the two hijackers. The governnent knew that these
were al Qaeda killers.

MR, BAKER  Yes.

REP. RCEMER  And the governnent knew that they had entered
the United States of Anerica?

MR. BAKER Yes. | get that fromthe Joint Intelligence
Conmittee inquiry.

REP. ROEMER: You also go on to state that these two people,
Khalid al -M hdhar and Nawaf al -Hazm , were openly living in the
country and using credit cards and ot her sources of information
t hat woul d have made themreadily accessible to the government
appr ehendi ng them whether they were in California or Virginia or
OChio or sone other part of the country, is that correct?

MR. BAKER  That's right.
REP. ROEMER: And do you al so contend that two and a hal f

weeks woul d have been anple tinme for this FBI agent to have said
to sonmebody, listen, I'"'mnot going to pay attention to this wall,
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|'"mgoing to try to break through this wall and share this
information, you contend then that at |east the flight nunber 77
that went into the Pentagon by M hdhar and Hazm if not the
flight by Atta could have been forwarded or prevented?

MR. BAKER: | don't think that by hinmself he could have
broken those rules. The FBI obeys rules and he coul dn't have
gotten cooperation.

REP. RCEMER  Hypothetically --

MR. BAKER: W thout the wall, | believe not only could we
have found those folks, but if we had just been able to check
some basic data which they shared with the people, phone nunbers,
addresses and the |i ke who we could have apprehended, we probably
could have found nost of the hijackers before Septenber 11

REP. RCEMER  Including Atta, who flewinto the -- flew
American Airlines Flight 11 into the north tower?

MR. BAKER: Yeah, and the fellow who took the plane into the
south tower as well. | don't know whether we could have found
t he peopl e in Pennsyl vani a.

REP. RCEMER: You al so say that you believe that we did not
have the proper accountability after 9/11, and only one person
was held accountable in that. [|'mnot sure if you were being
cute about Poi ndexter. Who el se should have been held
account abl e?

MR. BAKER: |'m not | ooking for scal ps or heads on the wall.
| think it's an observation that the only people we felt we --
the only person we thought had to | eave was sonmeone who was
trying to solve this problem not sonebody who was responsible
for it.

REP. RCEMER  So you're not recomending to the --

MR. BAKER: |'m not.

REP. ROEMER: -- 9-11 Conmi ssion anybody that should be
account abl e?

MR. BAKER: | feel a certain personal accountability here.
| was part of building this wall. | thought | was doing the
right thing, that it was the best thing for the country. It
turned out to be a disaster and I'll always regret it.

REP. RCEMER Do you believe we know all the | essons of
9/ 117

MR, BAKER:  No.
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REP. ROCEMER: \What m ght be the single nost inportant one,
| ooki ng back?

MR. BAKER: | think the failure to focus on what was
happeni ng on the FISA court, in the FISA offices, with the wall,
where the actual adm nistration of those policies is sonething
that's really been overl ooked, and we need to do nore of that.

REP. RCEMER  And you say in the end of your testinony that
you believe we have gone backwards since 9/11 to August of 2001,
rather than forward to trying to mtigate future terrorist
attacks. Can you explain that?

MR. BAKER: You know, Conm ssioner Ben-Veniste read sone
very noving and accurate and proper quotes about the inportance

of being alert to the risk to civil liberties in times of crisis.
| think that's been the nessage fromthe begi nning, not that we
need to sacrifice civil liberties. That is what elite opinion

has been saying all along, and the result of the progression of
that fromwarning against risk to trying to find themin the USA
PATRI OT Act has significantly deterred imagi native, creative,
aggressive action on the part of the governnent to respond to the
crisis that we're in.

REP. RCEMER And ny |ast question is -- we asked this to
the first panel, about this 56-year-old National Security Act
t hat separates our donestic and our foreign intelligence bodies
from doing sonme of this cooperation. Do you think that we should
have a seam ess entity out there collecting intelligence at this
point, one single entity to take us into this new era? Wat is
your feeling on this?

MR. BAKER: |'m agnostic on that. |In theory, if we could
bring M5 over here and plop it down, functioning properly, it
m ght be the best solution. But the fact is the choice for that
is either we're going to leave the FBI to try to change it's
culture or we're going to ask DHS to take on that major
responsibility in the mddle of desperately trying to organize

itself. | started the Education Departnent, and | tell you, it
is not easy. And so given the choice between those real world
exanples, | think I'd give the FBI sone time to get its culture

in order, but | don't underestimte how hard that is.

REP. ROEMER: | don't know how nuch tinme you continue to
give the FBI after that. Thank you, M. Baker.

MR. KEAN: CQur final questioner, Secretary Lehman.

JOHN LEHVAN:  Thank you. | would like to ask each of you to
address perhaps the obverse of what we've been tal king about, and
that is the constitutional or the civic rights of the governnent
enpl oyees that we have working on these issues. Historically,
there's been a doctrine of sovereign imunity that has protected
-- or state imunity that has protected governnment enployees from
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personal liability, except in the case of clear crimnal

activity. And where there has been abuse of people's rights, the
government pays, and the government has al ways been -- except in

the uni que situation of mlitary, the governnment has been |iable

to civil action for recovery.

Al'l this changed during the '70s and '80s when a series of
new pi eces of |egislation and sonme subsequent court cases greatly
reduced the principle of immunity of officials. And as a result,
there were sone fairly high-profile cases of officials being sued
privately where they were not defended by the government and
subjected to financial ruin, in effect. That, we have been told
and have a witness this afternoon who is going to tell us yet
again, has had a very significant danpening effect on the
wi | lingness of government enployees to pursue any issue that
m ght infringe on privacy issues or civil liberties because of
their own personal exposure.

| know when | was at the Pentagon, as a result of those
court cases, an individual who was being sued had to go to the
General Counsel and petition the General Counsel to defend them
And in the case of one naval officer who was in conmand of a
weapons station, the federal governnent declined to do that. So
my question is, do you see this as a problen? 1Is it a problemwe
shoul d address? Because the people we depend on to try to
enforce this new effort against our enem es have rights too.

MR. ROTENBERG  Secretary, let ne just say, because we are
involved currently in a case before the court concerning damages
for Privacy Act violations, we do believe that the federal
government shoul d be hel d responsi bl e when violation is proven.
But certainly synpathetic to your concerns about enpl oyees of the
federal agencies. And I'mfrankly not aware of many cases,
certainly not in the realmof the types of privacy issues we work
on, where specific enpl oyees have been held liable. | think
there was nmaybe a high-profile case a few years ago at the IRS
concerning taxpayer records. But beyond that, typically fines,
when they are assessed, and it doesn't happen very often, but
they're typically assessed agai nst the agency.

M5. MLLER | think | would turn that little question a
little bit. | haven't -- you know, Biven's actions, for exanple,
have a constitutional basis, and so there's sonme things you
couldn't change very easily unless the Suprenme Court revisited
some of this, its prior jurisprudence. But at least while | was
at DOD, | did not find people being inhibited in their actions
particularly with respect to civil liberties issues because they
t hought they were going to be sued personally.

O | heard that expressed nmuch nore commonly in the context
of environnental disputes. That's where, you know, base
commanders woul d cone in and be very worried that they were going
to be held crimnally liable if something didn't work out exactly
right on the base. So | don't -- at least personally | didn't
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find that to be a real problem | haven't seen the testinony
you're referring to for this afternoon. | do think, though, that
i ndi vi dual enpl oyees, both currently and forner enployees can and
do deserve representation fromthe Justice Departnent in specific
i nstances where they are asserted to have m sbehaved in one way
or another and it's not clear that they have done so.

The other point I would make is that | think -- and this is
perhaps a little bit where maybe Stewart and | agree sort of.
think that having -- one of the problens for enployees in this

world now is, you know, they |look at TIA, they | ook at sone of

t he other controversies, and there are no rules, you know. And
when there are no rules, what you do is kind of go back into your
corner. | nean, that's just self-preservation. And it's not
unexpected and it's the way people are. And, you know, to the
extent this conm ssion could do anything, trying to provide -- at
| east urging people to sort of nake sone -- you know, grapple

wi th some of these hard issues and cone up with sone rul es that
they then put out so the people know what they can and can't do |
think will go a long way to nmaki ng us safer and making the

i ndi vi dual enpl oyee feel |ike he or she can be an effective

gover nment enpl oyee.

MR. BAKER: | do agree and | don't have anything to add.
MR. LEHVAN: Thank you

MR. KEAN. Okay. Thank you all very, very much. It's a
very interesting discussion. M. MIller, M. Baker, M.
Rot enberg, thank you for all your help and we will reconvene
again at 1:00.

(Recess.)

MR. KEAN. Ckay. W'Ill call the hearing to order. Gathered
to wal k us through the nyriad of issues associated with
preventive detention and the use of immgration | aws and eneny
conbat ant desi gnations to conbat terrorismare Jan Ting,
prof essor of law, Tenple University, and fornmer assistant
conmmi ssi oner of Refugees, Asylum and Parole, Inmmgration and
Nat ural i zation Service; Khal ed Medhat Abou El Fadl, visiting
prof essor, Yale University Law School, and professor and
di stinguished fellowin Islamc |aw, UCLA School of Law -- |I'm
sorry, UCLA School of Law, and David Martin, Warner-Booker
di stingui shed professor of international |law at the University of
Virginia and former general counsel, |Inmgration and
Nat ural i zati on Servi ce.

Professor Ting, if you would start us off.
JAN TING Thank you, M. Chairman and nmenbers of the
Comm ssion. I'mgrateful for the invitation to speak today and

di scuss these issues with you and with ny distingui shed
col | eagues on this panel.
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As the Suprene Court has stated, over no conceivabl e subject
is the legislative power of Congress nore conplete than it is
over the adm ssion of aliens. Qur cases have |ong recognized the
power to expel or exclude aliens as a fundanental sovereign
attribute exercised by the governnent's political departnents,
largely immune fromjudicial control. In the exercise of its
broad power over naturalization and inmm gration, Congress
regularly makes rules that woul d be unacceptable if applied to
citizens. The exclusion of aliens and the reservation of the
power to deport have no perm ssible counterpart in the federal
government's power to regulate the conduct of its own citizenry.

In the exercise of its plenary power over inmgration,
Congress has enacted the nobst generous immgration policy in the
world. By direction of Congress, we adnmt each year to the
United States nore legal inmgrants than all the rest of the
nations of the world conbined. But the nunmber is limted through
conpl ex preferences that | describe as a pick and choose system
Those not chosen but who come anyway or who overstay their
tenporary visas are subject to renoval.

Congress has del egated adm nistration and enforcenent of its
immgration |aws to the Executive Branch of governnment. Renova
of illegal aliens is exercised admnnistratively, with only
limted appeal to the federal courts. Prior to 1983, designated
officers of the Immgration and Naturalization Service itself
ruled on the immgration charges brought by the INS and issued
the renoval orders. Only in 1983 were those officers transferred
fromthe INS to a separate branch of the Departnment of Justice,
where they remain today.

These inmm gration judges are not nenbers of the judiciary.
They work for the Departnment of Justice and for the attorney
general. Renoval of illegal aliens fromthe United States i s not
crimnal punishnment. Procedural rights of crimnal defendants do
not apply. Aliens in renoval proceedings are not, for exanple,
entitled to a jury trial. They're not entitled to | awers paid
for by the taxpayers. They cannot invoke the exclusionary rule
agai nst their renoval

Detention is a common part of the renoval process and
per haps should be nore common than it is now. Americans are no
| onger surprised to hear that there may be as many as 10 mllion
illegal aliens in the United States. They are astonished,
however, to hear that nore than 300,000 of those illegal aliens
have actually been caught by the INS, taken before inmm gration
j udges, who have ordered their renoval, exhausted all their
appeal rights and then sinply absconded and remain in the U S.
despite the outstandi ng renoval order. The explanation is that
t hese aliens were not detained but were rel eased on bond, pending
the final resolution of their cases.
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W're all aware of the June 2nd report of the DQJ inspector
general on the treatnent of aliens held on inmgration charges in
connection with the investigation of the Septenber 11lth attacks.
The |.G expressed concerns about delays in the issuing of
chargi ng docunents, the FBI cl earance process, actual renova
fromthe U S., the INS s no bond policy and conditions of
confinement of the 762 detainees studied. The |I.G's concerns
have been accepted in principle by the Departnents of Justice and
Honel and Security, and negotiations seemto be continuing on the
best ways to address those concerns.

As Professor Martin notes in his witten testinony today,
the Immgration Service's bond determ nations have al ways been
subject to review, and the governnent's ability to stay an
immgration judge's bond determ nation has al ways been
provi sional, pending outcome of appeal to the BIA the Board of
| mm gration Appeals. Professor Martin found the DQJ's initial
response to the I.G's concerns to be dismssive, but | thought
it properly noted the absence of any finding by the I.G after
careful investigation of any violations of law by the Imm gration
Service in the unprecedented and extraordinary circunstances
following the 9/11 terrorist attacks.

It also clearly articulated the DQJ's | egal positions: that
t he governnent can use the full statutory 90-day period to renove
an illegal alien, that it can take nore than 90 days if the del ay
is toinvestigate ties to terrorism that release of an ill egal
alien on bond is discretionary and not a right, that experience
denonstrates that illegal aliens who are not detained usually
fl ee and avoi d deportation.

One concern | had about the I.G"'s report was regarding the
al | egati ons of physical and verbal abuse at the Metropolitan
Detention Center in Brooklyn, New York. |If these allegations
have substance, the dism ssal and prosecution of the offending
enpl oyees ought to be forthcom ng. Exenplary punishnments, if
warranted, would serve to protect the rights of future detainees.
The |.G has prom sed a further report on these all egations.

The |.G did not express concern about the DQJ's decision to
conduct closed inmgration renoval hearings for special interest
aliens charged with immgration | aw viol ations w thout disclosure
of the information to the public. W have had conflicting
decisions fromthe Sixth and Third Crcuit Courts of Appeal on
First Amendnent challenges to this policy. | nuch prefer the
decision of the Third Grcuit, sustaining the DQJ policy, which
found a basic tenet of admnistrative law is that agencies should
be free to fashion their own rul es of procedure and required
consideration of the extent to which openness inpairs the public
good.

In the interest of tinme, I've tried to limt this statenent

to the use of inmgration law to detain and renove illegal aliens
after 9/11, but | can't let this opportunity go by w thout asking
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the Conmi ssion, in pursuit of its mandate to nake reconmmendati ons
to prevent further terrorist attacks to al so consider other
national security issues related to immgration

First of all, the need for nore foreign | anguage capability
is well known now. Wiy isn't there a programin place to renedy
the foreign | anguage gap? 1In the 1960s and '70s we had the
Nat i onal Defense Forei gn Language Act to encourage young
Anmericans to study what were then critical |anguages, and | was
one of those beneficiaries.

Wiy are our borders still as open as they are? Every night
since 9/11, hundreds of illegal aliens succeed in surreptitiously
entering the United States and we have no idea who they are. W
read only about those who are caught or who die in the effort to
enter. Wiy has enforcenent of the |aw agai nst enpl oynent of
illegal aliens dropped precipitously? And | cite some statistics
in my statenent.

Besi des consi dering what changes in law and policy to
recomrend, please also consider the extent to which sinply
enforcing the | aws on the books can enhance nationals security
and protect us fromfurther terrorist attacks. Thank you.

MR. KEAN: Thank you very nuch

Prof essor Khaled EI Fadl. O whichever one of you would
like to.

KHALED MEDHAT ABQU EL FADL: Thank you very nmuch for hostin
me today. My comments are going to try to focus on specifically
on Anerican Muslinms and sone of the issues that 9/11 raised. It
is well known that sonme Anerican Muslins cone to the United
States in pursuit of economc dreans. They aspire to fulfill a
sense of dignity that cones froma higher standard of |iving.
However, as with all inmm grant groups, many Anerican Mislinms
bring wwth themdreans of liberty and justice as well. Many
immgrant Muslins conme to the United States with el evated
expectations of liberty, justice, and for them our country, this
country, is a synbolic beacon of freedomin the world.

g

We nust recogni ze that other than immgrant Mislins, there
is also an ever-increasing popul ation of native-born American
Muslimcitizens. For these Americans, the United States, with
its values of liberty and justice, is the only country they know,
and for this sizeable portion of the population, the noral and
political values of the United States are not a matter of
el ective choice, they are an absolute inperative.

Musl i ms have succeeded in becomng a significant part of the
fabric of the United States and contribute to progress and
devel opnment in this country at every level of social and industry
-- of society and industry. Despite popul ar perceptions,
terrorists and fanatics are a small mnority of Muslinms in the
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United States, and these extrem sts rarely energe fromthe native
American Muslimcontext. In nost cases, they do not grow out of
the natural processes of native American Mislim comrmunities.

Rat her, in nost cases, they are outsiders that exist on the
mar gi ns of Anmerican Muslim society.

They cling in the margins of Anerican Muslimsociety until
they create the opportunity for terrorism And terrorism
however, endangers the |life and well-being of every Anerican
Muslim as well as the population at large. Terrorismand its
aftermath have the effect of dismantling and gradually
obliterating Anmerican Muslimand Arab dreans of financial and
political security, |eave alone dreans of finding dignity and
liberty in the United States. The primary effect of the
frustration of these expectations and dreans is the
sociopolitical alienation of our Muslimand Arab citizens.

That is why an inportant part of w nning the war agai nst
terrorismis actively resisting and guardi ng agai nst the
alienation of any part of our citizenry, and we are the stronger

for it. It is elenmentary that the nore united our stand agai nst
terrorism the nore effective we will be. Wen it cones to the
protracted war against terrorism we can ill afford even the

appearance that the United States has turned against a segnent of
its own citizenry.

It is worth enphasizing that the Muslimand Arab citizens of
the United States are an extrenely valuable assets in this war
against terrorism and while terrorists desperately seek to
exploit the nost alienated el ements of this population in
furtherance of their crimnal conduct, we, on the other hand,
must nmake every effort to draft and nobilize this whole
popul ati on by consistently conmunicating to the segnent of
Anmerican society that they are an integral part of what defines
us as a nation and as a peopl e.

At a broader level, it is of crucial significance that we
rem nd ourselves that our practice of denbcracy in the United
States often has a defining inpact upon the fate of denocracy
around the worl d. VWhat we do here in the United States in terns
of our denocratic practices goes to the credibility of denocracy
at the international level. It is enpirically observable that
our own donestic |laws and policies do pronote or hurt the cause
of denocracy by denonstrating the willingness of the world's
| ar gest denocracy to live by denocratic principle even when
seriously chal |l enged.

| f our conduct appears to betray the principles of
denocracy, dictatorships junp on this to inpeach the credibility
of denocratic systens at |large, and justify despotism | have
observed this unfold in international nedia venues. Typically,
apol ogi sts for dictatorships produce a list of alleged civil
rights abuses that take place in the United States and then use
this list to argue that American demands for denocracy around the
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worl d and especially the Mddle East are just hypocritical and
politically notivated posturing.

That is why, in assessing the aftermath of 9/11, in the
interest of time | will highlight -- and | elaborate in nmy report
on this -- several areas of concern. One is the practice of
summary detentions. | think it is fair to say that Anmerican
Musl i ms understand that the immgration laws of the United States
need to be inplenented and inplenented faithfully. 1In fact, the
general feeling is that Anmerican Muslins are assured and rendered
nore secure by a faithful inplenentation of the immgration | aws
of the United States.

However, there is a perception in the American Mislim
community that summary detentions are, at tines, practiced
agai nst a category of so-called material w tnesses, sonetines on
uncl ear grounds, sort of notivated by an attitude of when in
doubt, detain first and figure out the grounds later. | think
this -- and | elaborate on this in the report -- is sonething
t hat needs our careful attention. Second major area of concern
is the use of secret evidence. As | talk about in the report, in
several cases the use of secret evidence turns out to be badly in
need of extra judicial scrutiny.

Sonetinmes the difficulty danages the credibility of the
| egal system by feeding into conspiracy theories and fears about
religiously or ethnically-based persecution. At tines, the

m stakes in use of secret evidence are technical. In fact,
sonmetinmes silly. Like using -- for instance, relying on a wong
name of an organi zation |ike Jamaah |slam yah instead of Jammat
al-lIslamyya. [I'mout of time so I'mgoing to quickly summarize

a couple of other areas of concern. One that energes from
practice, and that is the concern of noving detai nees around

W t hout an apparent logic for this constant novi ng around of
detainees. A practice |like this has trouble with the Amrerican
Musl i m community because it cuts off these detainees fromtheir
support group, their famly and al so, we consider, ability to
receive effective assistance of counsel, and adds to the inmage,
to the perception that the governnent is nostly concerned about
Wi nning rather than achieving justice. Another area of serious
concern that has left a huge inpression upon the American Mislim
community is the so-called practice of proxy torture or the
refoul enent of detainees to countries in which they woul d be
tortured. This, of course, is in violation of our own

obl i gations under treaty |aw, under both the Torture Convention
and the Refugee Conventi ons.

However, as a well-publicized recent case that | worked
i nvol ving a Canadian citizen who was sent to Syria and tortured
for about a year before deported fromthe United States
enphasi zed that practice has been devastating under credibility
of the legal and political system and is something that | think
needs to be addressed. In conclusion, and there are several
other points that | talk about in nore detail, | fully recognize
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that 9/11 and its aftermath chal | enged our society, and in fact
t he whole world in profound and fundanmental ways.

There is enphasis, however, that the war with terrorismis a
war of propaganda. Terrorists seek to contam nate the world with
a sense of cynicismabout all noral and denocratic val ues.
Terrorists, through acts of violence and provocation, seek to
convince the world that denocracies are not norally superior
totalitarian and despotic systens that terrorists believe in and
espouse. In the war against terrorism we need to preserve the
noral integrity and credibility of denocracies, and we al so need
to ensure the loyalty and trust of all the segnents that
constitute the rich fabric of our pluralist society. Addressing
the concerns raised in ny report go a | ong way towards
mai ntaining unity and liberty for all, and towards w nning the
war against terrorismitself. And thank you

MR KEAN: Pr of essor Martin.

DAVI D MARTIN:  Thank you very nuch, M. Chairman. MW
prepared testinony addresses several questions concerning the use
of immgration powers. 1In the interest of tinme, I wll not
address those here in ny oral statenent, but I will focus on the
final topic addressed there, and that is this. The
Adm ni stration has asserted broad authority to detain persons
indefinitely if the Executive Branch deens themto be eneny
conbatants or unlawful conbatants in the war against terrorism

This practice began with persons picked up in the conbat
areas of Afghani stan, over 600 of whom have been transferred to
the U S. naval base at Guantananp. Nearly all of these are
aliens frommany different nationalities. One of them however,
nanmed Handi, was di scovered to have been born in the United
States and so to have U S. citizenship. He was thereupon brought
to the United States but remained under a strict detention
regi ne.

The reach of the eneny conbatant doctrine was then
consi der ably expanded when a U. S. citizen naned Padilla was
pi cked up not in a conbat area but at O Hare Airport. He was
soon decl ared an eneny conbatant and has been hel d i ncommuni cado
inamlitary prison ever since. The governnent has al so picked
up one non-citizen in the United States and hel d hi m under
simlar conditions.

The governnent asserts the authority to hold such eneny
conbat ants under the |law of war until the end of hostilities,
apparently meaning the war against terrorism whose end of course
is not anticipated for a very long tine. The governnment has
strongly resisted court review of such detentions, or failing
that, has argued for an extraordinarily deferential standard of
review. Moreover, it has asserted the authority to hold such
persons virtually incomuni cado as part of a stress and duress
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interrogation regine neant to break down the person's resistance
to providing information the interrogator seeks.

It has fought had to prevent court-ordered access to counsel
for Padilla or Handi, although just |ast week the Defense
Department decided to extend that privilege to Handi as a matter
of grace and not of right. Furthernore, the President nade a
controversi al blanket determi nation that all of these eneny
conbat ant prisoners at Guantanano, even Taliban fighters, were
not entitled to prisoner of war status under the Third Geneva
Convention. The governnent eventually did say it would provide
core protections to them but the core evidently does not include
the treaty's explicit ban on coercive interrogation.

Now, the governnent today has prevailed in the Guantanano
cases in its viewthat no court has jurisdiction to consider
habeas corpus there, but just a few weeks ago the Suprenme Court
accepted a Guantanano case to consider precisely this question.
Lower Court decisions in the citizen cases, in contrast, have
recogni zed jurisdiction in habeas corpus but have provided highly
deferenti al standards of review

Now, what should we make of this practice? In ny view, what
is objectionable here is not the underlying idea that the | aw of
war should be applied in some fashion to our struggle against
terrorismafter Septenber 11th. | agree with that. What's
objectionable is rather the extraordi nary sweep of the
governnment's asserted powers with regard to those | abel ed eneny
conbatants. W nust now go beyond the | aw enforcenent nodel,
agree with that, but nodel and structure our anti-terrorist
efforts before Septenber 11th because of the scale of the threat
that we face. W should find ways to use the wi de range of tools
that a state of war brings into being, but there nust be limts.

The nost inportant tools for present purposes are two.
First, war allows preventive detention of captured conbatants
wi t hout any need to prove crimnal charges. Secondly, war
privileges certain acts that woul d be considered nurder or
assault under other circunstances. W can target al Qaeda
menbers w thout any need for warrants, indictnents, trials or
sentences. The key point however is that war brings into play a
different set of rules, not the absence of rules altogether. The
worl d community has gone through a painful evolutionary process
over the past 100 years and nore to try to refine the | aws of war
so as to avoid indiscrimnate cruelties. The United States has
participated actively in this developnent and U.S. mlitary
| awyers have been anong the | eaders in asserting the inportance
of these humanitarian limts.

The protections that are nost relevant here are, first, the
saf eguards of the third Geneva Convention, applicable to
prisoners of war throughout their detention, including inportant
m ni mum st andards for conditions of confinenment. And secondly,
rules requiring that privilege violence be directed only at
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mlitary targets and adversary conbatants, carefully
di stinguishing civilians to the greatest extent possible. This
is often called the “principle of distinction.”

Unfortunately, the Executive Branch in our current struggle
appears to want the added powers that would come with treating
the anti-terrorist struggle under the | aw of war, but w thout
nost of these hard won restrictions or protections, even in sone
form-- and | enphasize this -- even in sonme form appropriately
nodi fied to take account for the different character of this
conflict. That's a highly worrisone devel opnent: powers w thout
protections. Wat we badly need nowis a serious effort to
westle with how to adapt the laws of war to the new ki nd of
conflict we face but to nodify themin a way that still bal ances
powers and protections.

This will not be easy by any neans and it will surely be
controversial, whatever framework is devel oped. But the
Executive Branch, in nmy view, should have taken the lead in
trying to spell out such a new franework, probably in the form of
| egi sl ative proposals that could receive full debate and
consi deration before Congress. That opportunity has so far been
m ssed, but it is possible that the Suprenme Court's decision in
t he Guantanano case will hel p induce Congress to take up that
i ssue.

In my view, the Guantananp detai nees should presunptively be
given the full range of protections set forth in the Geneva
Conventions for POM until we work out an appropriate, nore
limted regine. | say this because | am quite concerned, as has
been the International Conmttee of the Red Cross which has
visited prisoners there, about the current conditions of their
confinement. |In addition, in order to honor the principle of
di stinction, we should offer an early opportunity for detainees
to denonstrate that they had nothing to do with terrorist acts,
that is to show that they're basically innocent civilians.

Appl ying these protections does not inmunize detainees from
puni shment for their own crines or violations of the |aws of war.
That's a highly inportant point. But punishment shoul d occur
only after a trial in which they're given a reasonabl e
opportunity to defend thenselves. Trial by mlitary conm ssion
could be suitable for these purposes, but we nust strive to nake
their procedures conformto the protections set forth in the
Geneva conventi ons.

The Padilla detention, involving a citizen picked up on U.S.

territory is far nore chilling. The governnent's argunent
supporting his indefinite confinenment gives little sense at al
of how profound a line is being crossed in that case. |If Padilla

can be held, as the governnent asserts, we are all vulnerable to
indefinite detention w thout any access to counsel or even to
famly on the nere say so of an executive official. This is not
a question of current good faith, this is a question of the kinds
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of powers that are being nade avail able and asserted. The
Suprenme Court, in nmy view, should swftly declare that that
particul ar detention unconstitutional.

In conclusion, M. Chairman, and nenbers of the Conm ssion,
we suffered a terrible blow on Septenber 11, but it nmust not be
allowed to obliterate the accunul ated | earning of centuries
dating all the way back to Magna Carta about the dangers of
unchecked, executive detention authority, or about the need to
observe humani tarian boundaries even as we wage an armed conflict
agai nst the new and ruthl ess eneny. Thank you.

MR. KEAN: Thank you very nuch, Professor
Gover nor Thonpson.
JAMES THOWPSON:  Thank you, M. Chairman.

Professor Ting, let ne take you back to the two questions
you asked and ask you for the answers to your questions. The
first was, why are borders still as open as they are? Three
points here, if you wouldn't m nd comenting on that. Do you get
the sense that there is a distinction between the resources and
t he manpower that we devote to guarding the southern borders of
the United States, along the Mexican border, for exanple, as
opposed to the resources we enploy in guarding the northern
border of the United States, our border with Canada? And is this
a matter of policy? Is it a matter of noney and does this have
inplications for the ability of terrorists, for exanple, to cross
one border nore easily than the other?

The second is, do you have the sense that the national
security inplications of border control policy have been
subordi nated to, let's say, drug control policy? That we're nore
concerned about people bringing in drugs to the country than we
are about people entering the country and doi ng sonethi ng here?
And if so, is that a wongheaded use of our resources?

MR. TING Well, thank you, Comm ssioner. | think it's
inmportant to note that historically, Anericans have always felt
anbi val ent about imm gration | aw enforcenment and border
enforcenment. | nean, obviously, we're all descendants of
immgrants, we all pay tribute to our inmmgrant ancestors and the
struggl es that they went through and the hardshi ps that they
experienced. W're a nation of immgrants and we're all proud of
that. But the reality is we are not willing to take everybody in
the world who would Iike to conme to the United States and that
means you have to have a system of |aw enforcenent so that the
peopl e who are not chosen get renoved.

Now, why are our borders -- just to respond to your
guestion, | nean, obviously there's a disproportionate allocation
of resources, and there always has been, to our southern border
rat her than our northern border. But as sonebody who grew up
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along the northern border, | can attest that that border presents
the sane sort of issues that we have on the southern border. The
border is largely wi de open, and indeed, every night, every day
of the year, people cross over from Canada into the United States
and we have no idea who they are.

Is it a question of resources? Well, of course it's a
question of resources, but it's mainly a problemof political
will. There's basically a lack of political will in this country

to enforce our borders for a variety of reasons. Business
interests want the borders open and | think el ectoral

consi derations cone into play, or the perceptions of tightening
up the border and the electoral inplications of that.

But, you know, why are -- this has just occurred to nme, why
are mlitary bases allocated in the United States according to
whose district is in the hands of a powerful nenber of Congress
or a chairman of a conmttee? Wy are bases allocated that way
rather than in a way that makes sense for national security
considerations? Wiy aren't they positioned nore al ong our
borders where they can add to our national security in that
regard?

No one can argue that drug enforcenment isn't a serious
national priority, but I think in the context after 9/11 we all
ought to understand that inmmgration, |aw enforcenent and border
security is part of our national security concern also.

MR, THOWPSON: Your second question about the enforcenent of
t he | aw agai nst enploynent of illegal aliens. |Is the bottomline
answer that enploynent of illegal aliens in the United States has
beconme such an integral part of our econony that it would suffer
harm were we to enforce the | aw?

MR TING Well, again, | think it reflects the national

anbi val ence over illegal immgration in the United States.
reject the contention that we hear so often, that illegal aliens
do jobs that Anericans don't want. | just think that's factually

untrue. Anmericans are sinply not willing to work at those jobs
for the wages that those enployers want to pay.

But | say in ny class, if you pay ne enough, you can hire ne
to pick your fruit, you can hire nme to clean your toilets, you
just have to pay nme enough. Anericans just want decent wages,
that's the issue. So | think it's a conplete m sstatenent to say
as we always hear that Americans don't want to do these jobs.
Anericans will do those jobs for fair wages, but obviously
political considerations cone to the fore.

| think it's inportant to note that the drop off in work

site enforcenent occurred pre-9/11. |It's not the case that we've
sinmply devoted nore resources to the anti-terrorist struggle and
that's why work site enforcenent has dropped off. It dropped off

before 9/ 11.
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MR, THOWPSON: Would you comrent on Professor Martin's view
of the Padilla case?

MR TING Well, | certainly agree that Padilla is the
difficult case. | nmean the reality is, there's | think a
progression of concern. But | think the real cutting edge is
bet ween Handi and Padilla, and | don't think I'mthe only one
that has no problemw th Handi. Handi was detai ned on the
battlefield. I1f he had been detained in Afghanistan would there
even be an issue? |f you've detai ned soneone in Afghani stan and
keep them in Afghani stan, as there probably are people detained
in that way now, is that an issue? |It's becone an issue only
because he was brought to the United States.

| don't think that should nmake a difference. | mean during
Wrld War 11, we brought lots of German and Italian POM to the
United States. That did not give themany nore rights than they
had when they were detained on the battlefield in Europe or North
Africa. But the Padilla case is the nost difficult case and |
don't think anyone can deny that.

| do not find outrageous, as many people do, the
governnent's assertion that the battlefield is here, that it's
not limted to Afghanistan and Irag. | don't think that's an
outrageous assertion. But | appreciate very nuch the
inplications that Professor Martin and others have raised as to
what the significance of that assertion leads us to. | do think
that the Fourth Crcuit's opinion in Handi was hel pful. The
Fourth Grcuit rejected the governnent's assertion that there's
no role for the courts to play in these cases. They said there
is arole for the courts to play, we do assert jurisdiction over
these cases, but it's alimted jurisdiction to whether the
government is actually using the war power or not.

Qobvi ously the Executive Branch has broad discretion in

exercising its constitutional war power. |If David Letterman is
arrested for telling jokes about the First Lady and the
governnent | abels himan eneny conbatant, | don't think that's an

exerci se of the war power, and I would rely upon the courts to
step in and insert itself in that situation. So | think it is a
tough issue. |Is the arrest of Padilla at O Hare Airport a
legitimate exercise of the war power or not. If it is, then
think the Executive Branch has a strong argunent that it's
entitled to discretion in how war is going to be waged under the
Constitution.

MR. THOWPSON: Is it your notion that the Fourth G rcuit
opi nion would not allow the courts to exam ne the weight of
evi dence or | ook at the evidence that the Executive Branch is
assessing in deciding whether or not to declare soneone eneny
conbat ant ?
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MR TING If | were on the court, | would be very rel uctant
to put the court in the position of second guessing the decisions
the Executive Branch and mlitary are making as to proper conduct
of the war. | think it is very appropriate for the courts to
ask, is this an exercise of the war power or is it sonething
else? But if it is an exercise of the war power, do we really
want the courts stepping in and saying, you know, in exercising

the war power, | think -- | have a different opinion, you know.
| think the war power should be exercised this way rather than
that way. | would hope for sone deference on the part of the

courts to legitimte exercise of the war power by the mlitary.

MR, THOWPSON: Could a court exam ne whether or not the war
power was bei ng exercised wthout exam ning the sufficiency or
t he exi stence or the weight of the evidence?

MR TING | don't know. |'mnot sure that | would have any
objection to the court wanting to have as much evi dence as can be
brought to its attention in making its determ nation as to
whether this is or is not a legitimte exerci se of the war power.

MR. THOWPSON: But as you understand the governnent's
position in Padilla, they would object to having to bring any
evi dence before a judge?

MR TING | think the -- | don't want to characterize the
governnent's position in Padilla. Maybe David can hel p out here.
But --

MR. THOWPSON: Professor Martin, can you do that?
MR. MARTIN: | think the government position was --

MR. THOWPSON: Here's an exanple. The President gets it
into his head this afternoon that Lee Hami |Iton is an eneny
conbat ant and has himarrested and put into mlitary custody.
What renedy, if any, does he have to challenge that custody?
Right to counsel? Right to have a court review the evidence?

Right to talk to his famly? | nean, what does he do, what's the
-- if Padilla is sound, can't they do that to Lee this afternoon?

MR. MARTIN. The governnent's position has been that there
is no right to counsel in those circunstances. About as far as
t hey' ve gone in saying there's an evidentiary inquiry is to say,
| ook at the affidavit submtted by this Defense Departnent
official and essentially, | guess, absent total contradictions or
idiocy in that kind of a statenent, which you woul d never see,
the courts are supposed to defer to it. That's what | think is
qui te di sturbing.

| do agree with Professor Ting that as we work out a new
body of doctrine to deal with these new circunstances, there
shoul d probably be a distinction between pickups on the field of
battle, and | nean sonething fairly -- a fairly obvious
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battl efield Ii ke Afghanistan and those done on U S. territory.
There is nore call for deference in the battlefield situation.
But certainly on U.S. soil, we can't accept a situation where
suddenly every location in the country is a battlefield for
pur poses of allow ng executive detention of anybody.

MR, THOWPSON: Well, if they picked up Padilla on the site
of the Wrld Trade towers, is that a difference, between the
Wrld Trade towers site and Chi cago?

MR. MARTIN: | don't have a conpletely worked out systemfor
how you define the boundaries of the battlefield, but | would
still suggest, even in that setting, if it involves a U S.

citizen, there should be an inquiry that goes a bit farther than
the Handi case allowed, and that is you should allow the

i ndi vi dual counsel and allow the individual to be heard in person
on the matter, even if the ultimate test that's applied is

consi derably deferential to the mlitary or to the executive

aut horities.

MR. THOWPSON: Professor El Fadl, there was an interesting
article in the paper, it was either yesterday or today, that
tal ked about the inpact of the battle against terrorismon the
political reactions, both the Arab community in the United States
and the Jewi sh community in the United States, and it seened to
suggest that the Jewi sh community woul d nove away fromthe
Denocrats and over towards the Republicans because of the Bush
adm ni stration's support of Israel and that the Arab comunity,
whi ch had been Republican in the |ast election, would nove away
fromthe Republican Party and towards the Denocrats because of
t he concern over treatnent of Muslins since 9/11.

Putting that political context aside, is there a basis for
saying that the totality of |aw enforcenent actions since 9/11
has resulted in a wi despread feeling in the Miuslimcommunity in
the United States, whether native or inmmgrant, that religious
profiling is going on, that the policies are going too far,
particularly the inmgration detentions? And does this have an
i mpact on the ability of our enem es abroad, whether it's al
Qaeda or sonething el se, to make hay?

MR. EL FADL: | think -- Comm ssioner, | think you're
identifying exactly nmy concerns. | think it's a dangerous --
it's dangerous to | ook at our war against terrorismas if the
only relevant context is the United States, and as if the only
relevant tinme is the nonent that we live in. A couple of things.

Wien | say that -- this is -- the war with terrorismis really a
war with propaganda or communi cation or nessage. And it's really
a war of noral nessage versus noral nessage -- in this case,

really noral nmessage agai nst i moral nessage.
| don't nean it rhetorically, and I know that it's very easy

to take this |anguage as sonme rhetorical, dogmatic posturing, but
the concrete results are felt materially and i nmedi ately and
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directly. A Qaeda is extrenely adept at enphasizing -- and in
fact, their whole instrunent, tool, is the claimof American
hypocrisy. And if they concede that the United States offers its
peopl e and those who accept its way of life, a good life, a noral
life, they would | ose the battle. So what they claim however,
is that the United States is insincere about what it says it

of fers humanity.

So every -- and | wish -- this nmessage is enphasized for ne
every night as | watch the Arabic channels, the various satellite
Arabi ¢ channel s, because | see how -- and, in fact, | also do
make a visit to sone of the Persian channels and sone of the --
what people in Ml aysia and I ndonesia are saying. | nean,

satellite dishes are a wonderful thing and maybe | have too many
of them But you see how our actions and our ideology and our
practices are translating to the world and the extent to which

the world believes that -- listen, when we were chal |l enged, we
caved in just |ike everyone else. | nean, we're not, for all our
tough talk, we really -- the only difference between us and a

dictatorship is that a dictatorship has confronted a | ot of

vi ol ence and broke | ong before than we did but we just have been
| ucky and we have not been confronted with that much viol ence.
But if we would have, we woul d have broken a long tinme ago.

The only thing is that | -- as an inmm grant, as soneone who
grew up in a dictatorship, this talk about designating eneny
conbat ants and the executive having this type of power, |'m going

to be honest with you, is sending chills down ny spine. Mybe |
don't understand the extent of institutional guarantees in the
United States that will forever differentiate the United States
fromdictatorships in the world, but my experience in life is

t hat human beings gravitate towards oligarchy and despotismvery,
very easily and they often do it with the best clainms and best

i ntentions.

And the story of success that | read in American history is
a story of restraint on executives, not a story of deference to
t he executive. That's the story that we spend tinme studying in
| aw school. If it was a story of deference to the executive, it
woul d be a very short law class. It would be wapped up in, you
know, one week.

MR. THOWSON:. O course, if you accept the notion that
everything is relative, nothing is absolute, can you think of a
place in the world, any other country in the world which would
deal with issues of terrorismor the preservation of national
security in a pure, cleaner way than the United States has thus
far? | nmean, it's hard for ne to i magi ne such a place. [|f you
start with the Muslimcountries, for exanple, many of which are
di ctatorships or oligarchies, if you look at Geat Britain, where
police powers are greater than they are in the United States, if
you | ook at the countries of continental Europe where the same is
true. Indonesia -- it's hard for ne to imagine a place that
Muslims could point to and say, here, in the world, there is |ess
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hypocrisy in the enforcenent of these | aws when you get into the

area of national security. |Is that a valid notion?
MR. EL FADL: | don't think so. One, when we tal k about
Muslims, we're often tal king about Muslins -- as | said, this is

the only country they know and so their franme of reference is not
what's going on in Egypt or what's going on in Syria. Their
frame of reference is the United States they |earned in high
school and the United States they know today. So that's one, but
t he second point is that there -- you know, one can do as sone
schol ars do -- they undertake conparative studi es between what
the Israeli Suprene Court has said about individual rights in
[ight of terrorismor what the Swedi sh Suprene Court has said or
New Zeal and or Denmark or France or so on. There is a materi al

di fference, though, and that is the remarkabl e power -- the

remar kabl e position of |eadership that the United States

occupi es.

In fact, 1'Il go further. | f we assune, arguendo, that
Sweden's, let's say, track record is better than the United
States in sonme aspects, | think that when you take the noral

position that a country |like Sweden plays conpared to the United
States, whether their track record is better or worse really is
irrelevant. Wat is relevant is whether when we say that
denocracy really matters when the going gets tough is whether we
really nean it or we nean it as long as it involves sonmeone el se
getting hurt but not us.

MR. THOWPSON: Thank you, M. Chairnman.
MR. KEAN:. Vice Chairman Ham | ton.

MR. HAM LTON: Professor El Fadl, just picking up one sone
points you were nmaking there. |1've been sitting there, asking
nysel f, okay, you've got a | arge nunber of Americans, Mislim Arab
Anericans who are deeply alienated fromthe systemand so | ask
nmysel f what do you have to do to break down this enmty and
hostility between American intelligence and American | aw
enforcenment and that significant comunity in Anerica. And maybe
one answer -- | want your answer -- but maybe one answer woul d be
that you' ve got to have sone kind of a predictable and orderly
process that deals with those tough cases that we' ve been talking
about here, and what strikes ne is that we don't have it.

The Congress has not given us the framework to deal with

t hi s new phenonenon of terrorismand, so far as | can see, the
Executive Branch has not either. And so you get these results of
peopl e being held for very extended periods of tine wthout
counsel, without -- incomunicado, wth some suggestions at | east
that they've been physically abused, sone suggestion -- | don't
know if it's true or not -- that we've deported sone of themto
countries that commt torture. It just seens to nme that you have
a lack of a framework, a lack of a system | don't know where
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this phrase "eneny conbatant” came from | nean, all of a
sudden, it's becone -- it's bl ossoned.

Well, 1've raised a nunber of things, but | guess the key
question is what do we do about this relationship with all of
t hese people that are alienated now.

MR. EL FADL: | want to enphasize and actually try to --

MR HAMLTON:. 1'd like the others to coment on ny
observations as well.

MR. EL FADL: | try to make this point in the report as
well. | don't think we've reached a point in which we can say
that the Anmerican Muslimconmmunity overall is alienated. The

American Muslimcomunity played a very large part in the |ast

el ections and whilst | think played a key role in getting
President Bush el ected, and we are really tal king about trends
and orientations, | don't think we have yet got to the point
where we can say that the American Muslimis alienated or feels
conpletely alienated or feels like an insular mnority or an
oppressed mnority or sonmething like that. | think the American
Muslim --

MR HAMLTON: 1Is it okay for the Anerican governnent to do
not hi ng?

MR. EL FADL: No. This is actually the part where |
conpletely -- in fact, not only the existence of a franmework,
which | conpletely agree with you about, not only the existence
of a framework, but | think that it would do not just the
Anmerican peopl e but even would do the American Mislim comunity
and Arab conmmunity a great good if we are extrenely serious about
t he enforcement of sonmething |ike our immgration aws. | don't
think this state of confusion where we have | aws that we enforce
at times and not enforce at other tinmes does not actually help
this community figure out the rules of the gane and so that they
can know what do they have to do to stay safe and what type of
conduct would get theminto trouble.

MR. HAM LTON: And have we overenphasi zed the imm gration
systemas a counterterrori sm measure?

MR. EL FADL: | think we have -- we tend to overenphasize it
conceptual ly, but we are woefully |acking in applying our
immgration systemas we actually talk about it.

MR. HAM LTON: Most of the people that have been detai ned
have been detai ned under the inmmgration |aw, have they not?

MR. EL FADL: Yes, except for those detained as materi al

Wi t nesses, they're American citizens and outside the purview of
the imm gration | aw
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MR. HAM LTON: Professor Ting and Professor Martin, 1'd |ike
you to comrent on this question of a framework and any ot her
t hought s you have about the things that Professor El Fadl and |
have been tal ki ng about.

MR TING Well, I'mgratified to hear Professor El Fadl say
that the Anmerican Muslimcommunity is not in fact alienated. M
honmet own i s Dearborn, M chigan, which has the | argest Arab
American comunity in the United States. [It's certainly ny
i npression that people are not alienated. | have to say that, in
my view, the success of the Anerican experinment speaks for
itself. That there are always going to be foreign enem es of
freedom who are going to pick away and criticize the way in which
we do things, this or that. That's always going to be the case
and there's frankly not a whole |lot we can do about it. If we
fix this, they'll criticize sonmething else.

So I don't think, you know, we need to tell the world that
we're perfect in every regard. W're not perfect. W are, after
all, a republic founded on slavery. So we've got plenty of bad
experiences in our history.

MR HAM LTON: M. Ting, are you not worried about the fact
that the power of governnment can hold soneone indefinitely until
the end of hostilities?

MR TI NG l'mnot worried --

MR. HAM LTON: That they do not have access to counsel and
that they're held i ncommuni cado, doesn't that bother you?

MR TING [I'mnot worried because the system of checks and
bal ances established in our Constitution will conme into play. W
wi || have considered judgnent on that very issue. And, you know,
| concede it's a difficult issue, but that's why we created a
court system to hear these difficult issues. M. Padilla wll
get a day in court. H's case will be heard. And, you know, w se
jurists, in accordance with the Constitution, will tell us what
t hey think ought to be done in this situation. So --

MR. HAM LTON: The systemw || eventually work.

MR. TING Yeah. The system of checks and bal ances, the two
party systemis all in play here, | think. And so | have
confidence in the system | have confidence in the Constitution.
These issues are going to be raised in due course.

MR. HAM LTON: M. Wal ker. Professor Wal ker. (sic)

MR. MARTIN: Yes. | fully agree with the need for a clearer
framework, both in this area of applying the laws of war to an
anti-terrorist struggle and in the realmof immgration | aw
That's really what | was trying to address in ny comments. W
would be in a lot better position now, | would be | ess concerned
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about the occasional use of these kinds of detention powers for,
guot e, eneny conbatants, if the Executive Branch had nade an
effort to try to spell out an overall framework for when that
power is authorized, what are the limts, what are the checks,
where do they apply. W really haven't had that. W' ve had

i nstead, pretty nuch all out defense of conplete authority in the
Executive Branch. | don't mnimze the difficulties in working
that out, and nodifying rules fromother situations --

MR. HAM LTON: The Congress has not done it either.
MR. MARTIN: Congress has not done it either, no. Well

yes, it would be good for Congress to do it. It probably would
have been best for the executive branch to nmake a proposal and
put it in the formof a proposed bill. 1In the immgration area
it is -- one of the bases for seeing sonme of the uses of

imm gration powers after Septenber 11th as illegitimte was that
they are powers that are not very widely used, not resolutely
used in other sorts of settings. |It's not that they were

illegitimate in thenselves, but there seened to be a sort of
pi cki ng and choosing in that way.

| nean, | detect a real agreenent anong all three nenbers of
t he panel on how we would be better off as a society if we were
nore thorough in applying imrmgration controls generally nore
resolutely and beefing up enforcenment of all kinds, not
necessarily for its immedi ate i npact on the war against terrorism
because that woul d be a better scenario, that's probably not
totally characteristic of people who teach immgration lawin |aw
school s today, but | think that is very inportant. And then we
woul d be in a position to feel that the occasional use here was
justified.

| would say one other thing. | think it's a mstake to | ook
to immgration powers thensel ves though as a najor part of the
war against terrorism They can be enployed, but usually when
i nformati on has been devel oped t hrough ot her neans, better
intelligence in particular, then anong the things you may do with
regard to sonmeone who is identified as a terrorist may be to use
immgration authorities.

MR. HAM LTON: Let ne ask you anot her question. |'m working
now in an institute of advanced research. And one of the things
we do is bring scholars in fromall over the world, quite a |large
nunber of themin the course of a year, not unlike, really, what
a lot of universities do. W've been having a |ot of trouble
with visas, getting certain people here, we hear the stories
about scholars who want to come here -- not scholars but maybe
highly trai ned professionals who want to cone here for additional
training. They're having difficulty getting into the country.

We hear stories now about scholars from-- particularly in

the Mddle Eastern countries who prefer to go to London or sone
ot her country for their education. And all | have at this point
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is kind of anecdotal evidence and | don't know really what's
happening. And | know that our government is concerned about it.
But | just wanted to kind of get the sense that you fol ks have.
Are we in this situation, denying ourselves access to these
highly qualified individuals in a variety of fields? Is it

sonet hing that we need to be worried about or is it not? WII,
as Professor Ting says, the systemcorrect itself w thout us
doing anything? 1Is it a problenf

MR MARTIN:. | believe it is a problem It's not an
i nsurnount able problem | think there are correctives that are
in the works and I'mnot totally pessimstic in the long run, but
we need to keep that kind of risk in mnd as we design additional
safeguards to apply in the immgration screening system A lot
of new systens were enployed after Septenmber 11. Sone of them
have gotten off to a kind of rocky start, they take a long tine,
t here' s under st andabl e confusi on about exactly how they operate.
And | think that's been the source of at |east sone of the
di scouragenent that people have felt.

Now we could get to a tipping point and people wll start
| ooking in nmuch | arger nunbers to other countries as the place
where they want to go. So we need to be mndful of that. But
t here have been sonme inprovenents in those systens, if they can
be worked nore into a kind of snmooth routine of inmgration
processing it won't be such a big issue, but we really should
t hi nk about that. Sonme efforts -- well, in this whole realm
it's a matter of tradeoff.

We still have very strong interest as a nation in
facilitating inmmgration, students, tourists, scholars, for
busi ness purposes. And to the extent that we expand screening
mechani snms, we will discourage sone of that. W needed to, and
we have, inproved it to sone extent. But we need to keep very
much in mnd that kind of tradeoff.

MR TING | fully concur on what David has just said. |
will only add that what was clearly unacceptable was the
situation that we had before 9/11 where we had students com ng
into the United States and we had no clue whether they were in
fact enrolling as students, we had no clue whether they were
droppi ng out and doing other things. W didn't know whether they
were, in fact, taking courses or not. And | think you know - -

HAM LTON: In things |ike pilot training.
TING  Pardon?

2 3 3

HAM LTON: In things |ike pilot training.
MR. TING Yeah, in things like pilot training. So | think

that the steps that Cbngress has repeatedly directed be
i npl emented are in the right direction.
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MR. EL FADL: M experience, at |east direct experience, has
been -- the nost troubling thing is that part about
i nconsi stency, and | think the key word is confusion. Recently,
for instance, there have been several individuals in their 50s or
in their 60s -- typically university professors have travel ed,
del i vered papers in England and all over Europe, recognized
specialists in one field or another. And then it cones as a real
surprise, and sonme of them in fact several of them had already
conme to the United States several tinmes for conferences and so
on, and then they're denied a visa.

And ny experience is that this inconsistency in practice and
the inability to sort of say, well, this criteria -- | can rely
on these criteria or | cannot rely on these criteria is still
very much not just an earmark of the systembut it's becone nuch
nore so after 9/11. And | don't have the sane trust as Professor
Ting does in the system | don't think the systemcorrects
itself. | think it's invariably human bei ngs who create the
system who correct the system who constitute the system

And | just want to say that quite often, you know, if you
t hi nk about cases |ike the Chinese exclusion cases or the
Japanese internnment cases, or even the nore recent cases, the
cost that we pay is extrenely high before we can claima
correction. And that's fine for the people who are not directly
involved in paying the cost. But, again, it's a mnd frame that
| am extrenely unconfortable with when we are willing to
sacrifice, as long as it's on soneone el se's dine.

MR. HAM LTON: Do you believe we're profiling Mislins now?
MR. EL FADL: In what context? | nean, | --
MR HAMLTON: In inmgration and granting visas.

MR. EL FADL: Mbst certainly we have applied a different
sets of criteria and standards to the adm ssion of Muslinms and to
t he consi deration of visa applications for Muslinms. All you have
to do is go to the American Enbassy in any Muslimcountry and
you'd feel this. One of the things that had struck ne, | was
speaking to the -- | asked the American anbassador in Egypt about
this and he confirmed that visa applications to the United States
froma country |ike Egypt saw a sharp drop, but it's a sharp drop
fromthe wong type of people, the people that we would actually
want to encourage to cone to the United States because of their
acconpl i shnents, their achievenents, so on and so forth

And the perception is there's no point in applying because
we don't want Muslins. And | don't think it's a conpletely
unjustified perception. | think we need to set our criteria very
clearly, our immgration |aws very clearly, and we need to send a
nmessage to the world that we are dead serious about applying both
our criteria that say wel cone and our criteria that say we don't
want you in this country.
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MR. HAM LTON: Thank you.

MR. KEAN. | have a question just to follow up on
Congressman Hamilton's. It seens that we are doing a nunber of
things to keep out people who it is in our best interest to allow
in, such as distinguished scholars. |[|'ve got a |ot of anecdot al
i ssues of the University President dealing frankly with Chinese
scholars, not Muslins at all but another part of the world. So
we're doing that. At the sane tine, Dr. Ting said there are
peopl e com ng across our borders on a regular basis, every day,
hundreds of people, we have no idea who they are.

W' ve | earned that when we're finding people who are ill egal
immgrants, we |ose themagain very shortly and have no idea
where they are or what they're doing. And what | think I've
heard you all suggest basically is we need nore consistency in
the system and perhaps sone tinkering to nake it better. It
sounds to ne like that's not enough. It sounds to nme like this
is a systemwhich just sinply isn't working in our national
interest. And if so, perhaps we need nore than tinkering. Wuld
you care to conment on that?

MR TING Well, if I could just say, it does strike ne that
per haps the wong people are getting in and sone of the people
who we m ght want have conme in are not. |'ve always favored an

immgration systemthat was skewed nore in favor of young people
rat her than ol der people, people with education of skills I

think. And | think too much of our immgration system does not
reflect what | would think would be our major priorities in

deci ding who cones into the United States. So I've witten a
piece | think in my witten testinony which suggests sone ways in
which the legal inmgration system m ght be changed for the
better.

MR MARTIN:. M. Chairman, | think we need sone perspective
here. Overall our inmgration systemhas done a | ot of good
things for this country. | think inmmgration has been a source
of a lot of the richness and acconplishnments of our society, and
we've all benefited fromthem And nost of the people who cone,
conme through fairly routine processes, they cone here, they stay
and | eave according to their terns. | tried to run a very rough
estimate of it. N nety-nine percent of the people, | believe,
don't overstay their visas, they don't cone and use a non-
immgrant visa as a tenporary stay to cone in and establish a
| ong-termresidence.

Now, there are some problens and we need to address those.
But | think we ought to keep it in the context of the great
val ues that inmmgration, both permanent and tenporary
imm gration, has provided for our society. That's where the
tradeoffs need to cone. | nean, and maybe -- it's probably nore
than tinkering, but | don't think we have to just throw out the
whol e system And also | think we have to be aware of really how
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massi ve the systemis and how challenging it is to design
effective techniques to control it. A lot of things that sound
good in very sweeping comments, when they have to get broken down
and translated into precise steps to take on the ground, they
beconme very difficult. You can't do all of those at once. You
need to pick your targets and figure out which parts you
enphasi ze first of all.

So I think we need sone serious steps but we need to keep in
m nd that the overwhelmng majority of people who inmgrate do so
for perfectly valid reasons and they enrich our society, and we
don't want to kill that off in the course of worrying about those
whose presence is not valid and may be quite dangerous in sone
i nst ances.

MR. KEAN: Conmi ssi oner Gorelick.

M5. GORELICK: | have one question for Professor Mrtin.
You were general counsel at the Immgration and Naturalization
Service in the -- for a nunber of years in the '90s, during a

period of time when we had various political paroxysnms over
immgration. One of the responsibilities of this commssion is
to look at the interaction between the Executive Branch and its
execution of its various responsibilities under the law, and the
| aws that are passed by Congress, mandating certain conduct by
executive branch agencies, and the oversight.

So ny question to you is this. Could you comment on the
nature of the mandates that were placed on the INS, particularly
with regard to the apprehension and detention of inmmgrants who
had in sone fashion or another violated the | aw or who had
overstayed their visas, and the capacity of the INS to carry out
t hose mandat es?

MR MARTIN. Well, let nme start out by saying there were a
nunber of inportant steps that were being taken throughout the
1990s to inprove overall enforcenent, including the efforts to
have better systens to deal with aliens with crimnal records.
The key to that, the key to the successes which were required was
enhanced fundi ng and sone efforts to provide thoughtful designs
for ways to do it, through better arrangenents with |ocal jails,
with the prison systens and so forth.

That was going forward but that wasn't quite enough to -- it
wasn't quite visible enough | think to satisfy the political
demands that we saw, particularly in the 1996 el ections. And
that was kind of a carryover from California s experience in 1994
with Proposition 187. There was a big outcry about inmmgration
enforcement. The steps that were being taken through -- the
qui eter steps that were being taken I think were likely to be
much nore effective

| nstead, what we got into was kind of a bidding process for
t ougher | egal provisions that were enbodied in the 1996 | aw,
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detenti on mandates, elimnation of various kinds of provisions

t hat all owed soneone who had a crimnal conviction to say, Well,
nonet hel ess, ook at the way that |I've reforned or ny other ties
to the coommunity and allow ne to remain despite nmy comm ssion of
this offence. That was an over tightening. That has overl oaded
the immgration authorities wth sonme of those particul ar
mandates and made it harder to focus strategies in way that |

t hi nk m ght be the nopst productive.

| guess what I'mreally trying to say is the challenge for
better immgration control is largely a matter of resources and
careful strategies and not just toughening up the |egal provision
t hensel ves. We mght want to rethink some of those overly strict
provi sions adopted in '96 so as to free up sone resources and
time and effectiveness with regard to other neasures that may be
qui eter but m ght provide |onger term payoff.

M5. GORELICK: Wuld it be fair to say then that you were
experiencing -- your experience of our immgration system
t hrough that period of time is that, if prudent policy making is
politicized, it can end up backfiring. So that you get a
perverse result rather than the one that is intended or would be
good policy.

MR. MARTIN:. That can definitely happen, yes, and | think we
di d experience sonme of that. Not all of the '96 Act, the
immgration legislation reformwas of that character. There were
sonme steps that were useful and nade a |ot of sense. But it did
tend to get carried away with sone of that and I think there are
ways to wal k back prudently from sone of those neasures and free
up sone tinme and energy for nore effective strategies.

M5. GORELI CK:  Thank you.
MR. KEAN: CQur |last questioner is Secretary Lehman.

MR. LEHMAN:  Thank you. (O f mke.) -- questions. One,
recently, the Conm ssion visited JFK Airport to review I NS
procedures in the wake of 9/11 and the consolidation under
Honel and Security. W were amazed to find that those illegals
that were able to successfully get through the two screens, first
the INS screen and then the Custons screen, and nmake it through
the sliding doors were home free, in that New York City and the
Port Authority police and all other police forces are essentially
prohi bited from cooperating with INS. And simlar nunicipal |aws
are enforced in other places, particularly in the south and west.

Do any of you have any recommendati ons about what we shoul d
recommend to deal with this real anomaly? | nean, you can argue
that |aws nay be too tough but if the laws in one jurisdiction
prohi bit the enforcenment of federal |aw and inmm gration, that
creates a breakdown of the rule of law. So what would you
recomrend, if anything?
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MR. EL FADL: | just want to make a comment. | used to feel
very strongly that state and | ocal police should basically help
enforce immgration laws. Wen | |ived and taught in Los
Angel es, | had an opportunity to cone to know sone of the Los
Angel es area | ocal police and sonme of the policynmakers there.
What | would say is, before nmaking any recommendation in this
regard, it's really inportant to listen, to seriously consider
what | ocal police has to say.

What | frequently heard was that enforcing immgration | aws
conmes at a cost and that we are left footing the bill for -- in
ot her words, the federal governnment does not help us carry the
cost of the extra manpower and energy and resources that would go
into inspecting alien status and making immgration |aw type
enf orcenment deci sions and achi eving the anobunt of training that
woul d be required to do the job effectively and so on.

So often the practice is that if there is a situation where
the police officer, at |least fromLos Angel es, encounters someone
who they suspect is an illegal alien, they will sinply hold them
and call INS and just let INS deal with it. And that's the
extent of their involvenment and there is a |ot of resentnent --
at least that was expressed to nme -- about having to say things
i ke, are you |l egal here? Show nme your inmgration papers, et
cetera, et cetera.

So | think it needs a nore -- ny sense is it needs a nore
conprehensive treatnent if we're going to inpose any additional
duties on |local police we have got to nmake sure that there is the
funding and there is the training that they seemto badly need in
order to be able to performthis additional function.

MR. TING Conmi ssioner, there's one proposal out there that
| personally very much support and | think it comes fromthe
Adm ni stration and that is the notion that at |east the nanmes of
t he absconders and the crimnal aliens whomthe governnment is
seeki ng ought to be put into the nationw de dat abase and that we
ought to mandate that, when our |ocal, state and | ocal
authorities bring sonmeone into custody for any reason, such as a
traffic stop and they run the nane through the database anyway,
that they be mandated to hold the individuals when they get hits
on that database.

And it seens to ne that would a very productive step forward
and again it would not put the state and local police in a
position of having to interpret immgration |aw for which they
may or may not be qualified but sinply to nandate themto, when
they get an immgration hit against this database, they have
either a crimnal alien that we're | ooking for or one of the
absconders for whomthere is already a renoval order in place,
that they be obligated to hold that person for the inmgration
service. | think that could be done and I think it would not put
the state and |local police in a position of having to interpret
immgration | aw
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MR MARTIN. Yes. | think the issue calls for sone
subdi vi sion here. There are ways in which we ought to pronote
nor e cooperation between |ocal police authorities and the
immgration authorities and other ways in which it probably nmakes
sense to have sone division of |abor there. M fellow panelists
have addressed sone of those.

| think the reason is, fromny own conversations with |ocal
police authorities, they don't want -- they want to encourage
cooperation fromanong all residents of the conmunity to give
them information about crinme that's going on. If it's believed
t hat they have a mandate that whenever they think even a
conplaining witness is illegally in the country, they run to the
immgration authorities, then that may dry up sonme of that kind
of information. And | don't think we want that. W're not at a
poi nt where we need that.

On the other hand, there are other very well designed
targeted ways in which better cooperation could work out. The
use of the NCI C system for absconders fromrenoval orders is one
way. | think if we had a broader conprehensive policy which
woul d favor to do nore about internal enforcenment of the
immgration | aws and beef up those parts of the inmgration
machi nery to be better equipped for that. W give nost attention
to the border. W should give nore attention to interior
enforcement. If we did that, then we mght find ways to have a
nore productive interrelationship with the activities of the
| ocal | aw enforcenent.

But there are sonme very specific initiatives that have been
pi oneered, for exanple, arrangenent with local jails. As part of
t heir own booking procedures, they wll find out whether soneone
is foreign born or not. Mny of those maybe turn out to be
naturalized citizens, but we were working out arrangenents when
was at INS to arrange for either INS officers to interview
several of those to see if -- for the INS to make a determ nation
whet her they seemto be in the country illegally or, even better,
to arrange for a video hook-up so it can be done w thout INS
officers having to spend a ot of travel tine to different jail
facilities.

| think that's a very productive, cooperative way that
focuses on those for whomthere is a | east probabl e cause of
crimnal activity and it could be advanced. And actually, |
woul d say, there is a wide variety of these non-cooperation
policies that |local nunicipalities have adopted. Mst of them
if you look at the fine print, they do allow for cooperation if
there is an indication of crimnal activity. So we should
address that sonme nore. The Comm ssion coul d probably nmake sone
useful recomendati ons along those Iines. The strong non-
cooperation policies go too far but we should be careful about
exactly the fornms of cooperation that we design and they should
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i nclude careful training and a well-stated agreenent about who
does what in those circunstances.

MR. LEHVAN: That leads to ny final question. There have

been proposals -- in fact, there are half a dozen at least bills
still lying here in the Congress -- to approach the problemfrom
a different angle and to | egalize and docunment illegal tenporary

wor kers that have a regine simlar to that in the European
community, where you could have everyone that is in the country,
legally or illegally, conme and register. They don't becone
citizens, they don't get green cards, but they get work permts.

And by recogni zing the force, as you had in your testinony
poi nted out, of the private conpanies and the many econom c
forces that depend on illegal, particularly south of the border
tenporary workers, why not recognize the problem docunent them
and then allow an INS enforcenent activity that doesn't target
t hose that have the political clout behind them and perhaps, not
only econom c, but noral high ground. And that would require a
significant legislation. Do any of you disagree with that, and
if so, do any of you think it's practical ?

MR TING | disagree with that, Conm ssioner, for at |east
two reasons. First of all, | don't think that is going to do
anything to solve the problemof illegal immgration in the

United States. |If anything, it's going to aggravate the problem
It's going to legalize a | ot of people here into the
infrastructure, kind of the support structure.

It's kind of what happened after the '86 amesty, that
suddenly you had a nuch greater support base in the United States
for illegal immgration. There were people now prepared to
receive illegal immgrants openly. And unless sonething else is
done on the enforcenent side, plus the fact that it's rewarding
peopl e who have gotten in here illegally and the thought is,
wel |, gosh, maybe we better get in there now so that we can catch
t he next ammesty that cones al ong.

Secondly, and perhaps nore inportantly, we have to
recogni ze, having just tal ked about mandates, the enornous burden
t hat anot her ammesty programof this sort would place on the
i mm gration surface, because people have to be qualified in order
to participate in this program And everybody is going to try
and get qualified for that program And soneone is going to have
to make the yes or no decision as to whether you're qualified or
not. We're going to have another wave of |awsuits, as we did
after the '86 amesty, as to who's qualified and who's not, who's
been intim dated and who wasn't.

So I'mvery apprehensive, having tal ked about how over -
burdened our inmgration services already are, to say, well,
let's put one nore gigantic burden on them Let's nake themrule
on who's qualified for this new benefit or not, in addition to
everything el se that they' re al ready doing.
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MR. MARTIN:. There are basically two kinds of proposals that
are floating now that neet the objectives you' re tal king about.
Sonme of them woul d have a registration procedure, an adjudication
procedure, so the people would get tenmporary status. It's a kind
of guest worker provision and sone sorts of rules for how they
woul d have to go back for at |east part of the year to wherever
their honme country is.

O her ones would have a nore conplete amesty, |ike we had
in 1986, a legalization programwhere people would eventual ly get
full lawful permanent resident status. | think we have to be

very skeptical about both those as to whether they would really
solve the problem CGuest worker prograns basically have not

wor ked. The history of them throughout the world is they don't
work. The intention is that this will really nmake this truly
tenporary. It doesn't work, at |east not w thout enforcenent way
beyond what is contenplated in these proposals |I've seen or that
ot her countries have really been willing to provide.

Now, a broader amesty in light of -- for people who have
been here for a long tinme, maybe at that point that would be part
of an overall solution. But to ne, the real question for those
prograns i s what kinds of new enforcenent neasures is that being
coupl ed with, because you have to have an effective new set of
enf orcenment neasures in place to nmake that sensible to make sure
you don't get in the same soup again a few years later. |In fact,
maybe the nmomentum woul d be increased because peopl e m ght think,
well, this would be the second ammesty in 20 sonme years, | better
get there because nmaybe there'll be a third one com ng down the
r oad.

So | think the key is to show that we -- to adopt sone
careful ly thought out resolute and well-financed techniques to
i nprove interior enforcement. And once we've shown sone rea
progress along those lines, then we mght think about ammesty or
ot her kinds of |egalization prograns as a part of the overall
sol uti on.

But | just -- the problemis nost of those are proposed as
t hough there's a static population there, if we take care of that
they' Il all be registered, we'll know where they are. It doesn't

ever stop there. There wll be people com ng the next tine
around and we have to have sonething in place where you' ve
t hought about what do you do about that next wave of mgration.

MR. LEHVAN: Thank you very nuch

MR. KEAN. | want to thank the panel very, very much. It's
been a good panel. You've infornmed us and hel ped us. Thank you
very nmuch and we appreciate your hel p.

Could I ask our next panel, if they're here, to join us at
t he tabl e?
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(Recess.)

MR. KEAN. Bring the hearing back to order. If | could, our
final panel on governnent organi zation and donestic intelligence
consists of WlliamP. Barr, vice president and general counsel,
Veri zon Communi cations, and fornmer attorney general of the United
States; John Hanre, president and chief executive officer, Center
for Strategic and International Studies and former deputy
secretary of Defense; and John MacGaffin, director, AKE LLC, and
former associate deputy director for Operations, Central
Intelligence Agency.

| understand, General Barr, we begin with you.

WLLI AM BARR: Thank you, M. Chairman, nenbers of the

Comm ssion. It's a real honor for me to have this opportunity to
share ny views with you. | guess this leg of the hearing s focus
is on organizational issues, and obviously as you can tell from
ny prepared statement, | have very strong views that the

suggestion of separating donmestic intelligence out of the FBlI and
creating a separate M5 type agency is a very bad idea, and 1']I
be glad to answer any questions the Conm ssion may have about
that topic or in fact any other topic that arose during the day.

When we make organi zational decisions or judgnents in the
national security arena, we frequently create di chotom es and
fissures that really are artificial and create difficulties. And
obvi ously one of the fundanental decisions we nmade was separating
foreign and donestic intelligence. Well, in the area of
terrorismor in the drug war and in many areas we face, threats
do not energe in tidy categories of donestic threat or foreign
threat, they're integrated wholes. There are foreign terrorist
organi zations that are attacking us and trying to insinuate
t henselves into the United States, but they don't neatly fal
into either category and we frequently spend a |lot of tine once
we nmake these divisions, trying to surmount the institutional
difficulties by reintegrating themin sonme formor another.

And | think | ooking back at 9/11, | think one of the
forenopst structural shortcom ngs we had in our counterterrorist
effort was this separation of |aw enforcenent and intelligence
and the idea that they can be easily cabined and carried out in
separate domains. And | think this is obviously a fal se
di chotomy. Terrorist organi zations don't present thenselves to
us either as a |law enforcenment matter or a national security
danger, they are both at the same tine and they're just different
sides of exactly the same coin. And if we have to approach them
as both national security threats and | aw enforcenent threats.

| think the primary |lesson to be |earned from9/11
organi zationally is the need to tightly integrate our |aw
enforcenment activities and our intelligence activities in the
area of donestic counterterrorism And | think the FBI is in
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fact uniquely situated to provide the kind of integrated approach
that's necessary by conducting both sets of activities in tandem
Clearly there were problens at the FBI, at the CI A and nmany of
the agencies that contributed in one way or another to our
failure to detect the imm nent attack fromal Qaeda.

Now, ny own view is that the genesis of this is not so nuch
sonme kind of institutional incapacity to handle national security
and | aw enforcenent at the sane tine. |In fact, historically
t hrough World War 1l and well beyond, the FBlI did viewitself and
did a fairly good job in both the national security arena and | aw
enforcenment. | really think the genesis of the difficulty cane
nore fromexternal constraints placed on the FBI and the societal
expectations in the '70s and '80s and even into the early '90s.
But whatever the source of the problem the fact is there were
pr obl ens.

And | think that Attorney General Ashcroft and Director
Miel | er have nmade major strides in addressing them They clearly
have reoriented the FBI and nmade it very clear that the m ssion
is preenption or prevention of terrorist attacks, not the
ultimte prosecution of a case. And on the intelligence side
t hey have proceeded -- Director Mieller has proceeded to create
collection capabilities at the FBI to create the capacity to
di ffuse and dissemnate intelligence with all other sources of
information and creating an analytical capability within the FBI
but al so fusing and coordinating and contributing to other
anal ytical infusion centers in the intelligence comunity.

And on the | aw enforcenment side, we've heard a | ot about the
di sperse case approach that the FBI uses and that was a problem
as it affected intelligence collection and national security
activities. But we see developed within the FBI now an approach
that allows the extraction of information fromthe crim nal
justice side that has intelligence value and its dissem nation
and ultimately its fusion with all other sources of intelligence.

I n thinking about, you know, the institutional |ocus for

intelligence collection, | think one thing to bear in mnd is
that intelligence, | think, should be carried out with reference
to the end gane. Intelligence, at |least this kind of

intelligence collection, is not an end in itself so we collect
intelligence to act upon it, to do something with it. And within
the United States, that is donestically, our end gane is usually
going to be a |l aw enforcenent response. And to ne that neans
that intelligence activities designed to intercept threats within
the United States have to be carried out with a view toward al
those | aw enforcenent options. An awareness of those options and
an approach that keeps all those options on the table at a
nonent's notice

For exanple, there may be a requirenent to, at any given

time, to pursue evidence, so we nmay have enough from an
intelligence standpoint to satisfy ourselves that a particul ar
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group is up to no good, but in order to have sonething stick
agai nst those individuals we may have to devel op sone evi dence.
So that effort has to be carried out with a view toward

devel opi ng the evidence that could serve as a predicate for a
crimnal case. O we may have to develop an alternative source,
alternative evidence, in order to protect intelligence sources
and net hods, or we may need to devel op a charge on a technical
violation, sinmply to find a basis for hol di ng sonebody.

These are all things that are dynam c, that take place in
the course of learning nore and nore about a group. And it seens
to me that what that suggests is that in a donestic realmit's
really inpossible to separate out and handl e on separate tracks,
the collection of intelligence fromthe |aw enforcenent context,
which in nost cases will be the group that's called upon to
apprehend and hold the terrorists within the United States.

So those are just some general views on these organizational
issues and 1'll be glad to answer any questions the Conmi ssion
has.

MR. KEAN. Who would like to go next?
(Laughter.)

JOHN MacGAFFIN:  He al ways wi ns when we have these
conversations. Chairman Kean, Vice-Chairmn Ham | ton,
di stingui shed nmenbers of the Commi ssion, it's an honor for ne to
speak to you today.

Nei t her the Anmerican people nor our federal, state and | ocal
governnments have yet been able to fully understand the | ong
devel oping crisis in national security which suddenly reveal ed
itself to us on 9/11. Consequently, it should be no surprise
that we have not yet been able to set a clear course for the
future and to determ ne what steps we nust take to increase the
i kelihood that such disasters can be prevented in the future.
Attacks by those who carried out the events of 9/11 have
continued agai nst American interests since that tinme, although
none as yet taken place again within the United States itself,
but that's just a matter of tine.

It falls to the Comm ssion to provide the clearest possible
vi ew of the causes of 9/11, both the notivations and passi ons of
t hose abroad who are consunmed with hatred for us as well as
under st andi ng the workings of the national security el enents of
gover nnent whi ch served us well before 9/11 and those that did

not. It is only with this information that you will be able to
j udge the adequacy of those changes whi ch have been put in place
since Septenber and to highlight those things still to be done.

It's a difficult task but one in which failure is not an option.

Al'l Anericans have personalized the ways in which the
attacks of 9/11 cane hone to them For ne it was the awful
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under st andi ng sonetine during the night of Septenmber 11 and 12 of
the magnitude of ny failure and that of ny coll eagues at the FBI
the CTA and DOD to fully inplenent those system c changes to our
national security structure wit |arge that coul d have prevented
this attack. |It's harsh but true. The tragedy is we had the
vision but not the wll.

So is the problem donestic intelligence collection or is it
one of analysis? For instance, |ast July, John Hanmre and | and
five of our coll eagues coll aborated on an article that was
publ i shed in the Econom st and entitled, “Anmerica Needs Mre
Spies.” It focuses on the critical requirenent to inprove the
collection of intelligence donestically. W asserted that the
harsh facts of the 9/11 tragedy are, and | quote, "Secret nenbers
of a conspiratorial foreign organization operated clandestinely
abroad and in this country for al nost a decade before Septenber
11th, to plan, lay the groundwork for and successfully carry out
a surprise attack on the United States. The activity was
conducted by the | eadership in Afghanistan, by plotters in the
shadow of a Hanmburg nosque, and by operational travelers from
abroad and by an established al Qaeda support structure based in
this country," unquote.

The bulk of the criticismof the national security
establishment's performance before 9/11 has centered on a failure
to, quote, "connect the dots.” Wile |I concede the |ack of
anal ysi s and i nteragency conmuni cati on m ght have contri buted
marginally to the intelligence failure, the main cause was a | ack
of effective collection against al Qaeda, both donestically and
abroad. There sinply were not enough of the right dots that
woul d help us truly understand the plans and intentions of the
eneny attacking us.

My remarks today address this issue in the context of
donestic collection. Under current ground rules, donestic
intelligence collectionis primarily, if not exclusively, the
responsibility of the FBI. Before proceeding further, we nust
clarify a distinction which sonetines unwittingly, and sonetines
intentionally | think, has clouded this debate for years. That
is, we nust make the critical distinction between collection and
gathering as it pertains to intelligence. Wile the FB
correctly highlights its unmatched ability to gather evidence,
and with it information, there is nonethel ess a national security
i nperative which distinguishes intelligence collection froma
simlar but different function found in | aw enforcenent.

Gathering, which is not driven and infornmed by specific
focused national security needs, is not the sane as intelligence
collection, as the DCI and the intelligence community understand
that term This collection is acconplished not incidental to |aw
enforcenment, but by a conscious, specifically targeted
operational clandestine espionage activity, whether technical,
human or a conbi nation of both. Collection, as | wll use the
termtoday, neans those intelligence activities which are
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di ctated by, coupled to a policy-driven, strategically determ ned
set of collection requirements, and this is acconplished by a
focused, clandestine operational activity. Tom Powers, the

bi ographer of Richard Hel ns, described this focused, proactive
effort as an effort to determ ne where the danger lies. That is,
what we have to have in donestic collection rather than a nore
reactive approach to peopl e who have broken or are about to break
our | aws.

So what are the essential elenents and solutions to donestic
intelligence collection which protect the country, and at the
sanme time protect our constitutional liberties? First, | think
we nust recognize that donestic intelligence is critical and is
the m ssing elenent of the national security system Second,
bel i eve we nust acknow edge that the FBI has failed to establish
an effective, nationally directed donestic intelligence
col | ection organi zation, despite claimng counterterrorism and
counterintelligence as its nunber one and two priorities.

Ironically, it is very well positioned geographically and
resource wise to performdonestic intelligence collection
m ssions. It has thousands of special agents, thousands and
t housands of recruited assets, surveillances, court authorized
electronic intercepts. W do not need significant new
authorities, but we do need to use better those authorities we
al ready have.

In order to establish an effective, nationally directed
donmestic intelligence collection capability -- capacity, the FB
nmust establish a national security entity responsible for al
donmestic intelligence collection against individuals and
organi zati ons who threaten our core diplomatic, econom c and
national intelligence interests, whether they be terrorist
organi zations, intelligence service or other foreign el ements.

The new organi zati on nust be a career service with the
attendant recruiting, training, operational and adm nistrative
structures and priority enphasis within the larger FB
organi zation. It should conprise approxi mtely 60 percent of the
total FBI support and speci al agent personnel, consistent with
the prioritization of counterterrorismand counterintelligence on
the top of the FBI task list.

For over nine-tenths of the FBI field office special agents
in charge to have no national security, counterterrorismor
counterintelligence experience, does not comrunicate in practice
or in fact that counterterrorismand counterintelligence are the
bureau's top two priority areas. For the bureau's award program
to recognize, as it did last week in the Presidential Rank
Awar ds, predom nantly crimnal |aw enforcenent acconplishnents
i ndi cates that either the bureau's counterterrorismand
counterintelligence acconplishnents are inadequate -- and if so,
t here shoul d be consequences -- or the bureau's statenent that
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counterterrorismand counterintelligence are the top two
priorities is not accurate.

|"ve provided in ny statenment a fuller description of what
this organi zation, this national security entity wthin the
bureau, should conprise. | agree with Attorney General Barr that
the M5 solution that's widely seen around this town is wong for
lots of reasons. First of all, we don't need a British system
with British antecedents and its roots in British history and
British governance. What we need is an Anmerican systemrooted in
our needs. But we also don't need to continue not doing the
busi ness of donestic collection that we've got now So | do
believe that the M5 issue is often held up as a red herring here
to divert attention to the problenms of M5, which are
significant. So | stress | don't believe we should do that, but
| also stress that we cannot continue on the path we are.

| have provided at your request a list of questions which I
believe will help you better understand the several policy,
operational and adm nistrative areas that need to be transforned
in order for the FBI to succeed in its donestic intelligence
m ssion. Donestic intelligence collection, as opposed to
gat hering, nmust be part of and synchronized with national foreign
intelligence collection. National foreign intelligence is driven
by a national security requirenents process. The donestic
intelligence collection activity nust also be driven by the sane
nati onal security requirenents process. The National Security
Council, the DCl and the attorney general nust provide validated
collection requirenents to the FBI and hold the FBI accountable
for producing and di ssem nating donestic intelligence.

In conclusion, if the FBI can nmake this truly significant
change and no longer cling to the | aw enforcenent centered
traditi ons and approaches whi ch have served them and the country
so wel |l against another set of adversaries in another tinme, then
we should all get firmy behind their reformefforts and bring
the resources of our country to bear to ensure they succeed. |If,
however, the FBI cannot fully make this transition -- and this
will be clear to you as you approach the end of the Conm ssion's
deliberations -- then | believe that you will have no choi ce but
to propose sone even nore radical solution which places these
responsibilities for counterterrorism counterintelligence in
anot her perhaps new organi zation. The stakes are just too high
and the tinme too short to do otherwi se. Thank you.

MR. KEAN. Thank you.

M. Hanre.

JOHN J. HAMRE: Governor Kean, Vice Chairman Ham |l ton,
t hank you for inviting me. Let ne begin by saying how grateful
amthat all of you have agreed to serve on this comm ssion. |

know over half of you well from personal previous professional
exchanges, and | know you sure as heck didn't need this job.
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(Laughter.) But the fact that you were willing to do it on
behal f of us, on behalf of the country, addressed one of the

bi ggest issues that we've got. This is really a testanment to
your patriotismand | want to say thank you, | really do. [|I'm
grateful that you're willing to do it.

The good news about being able to go third on a panel is
t hat everything has been said. The bad news is that everything
has been said. And so | will be very, very brief. 1, in ny
prepared statenent, listed the three primary underlying factors
that | think are causing great limts to our capacity to get
actionable intelligence today. As Attorney Ceneral Barr said,
one is the great divide that separates foreign intelligence and
donmestic intelligence. CQbviously the bad guys know how to take
advant age of that great seamin our constitutional denocracy and
t hat we have to overcone that.

Second, as Brother MacGaffin said, this bias towards
collection at the expense of analysis, it's plagued us for years

and it's plaguing us now, and I'Il say just a mnute where |
t hink we have a particularly unique problemin the area of
homel and security in this regard. But this is also -- it's an

hi storic problem W' ve always had this problem And the third
are the series of both official and unofficial ground rul es that
are tying the hands of |aw enforcenent, especially with the FBI

You know, | think a lot of it was put in place through
explicit rules. Frankly, it's even larger in the sense of
unwitten culturally understood rules. Don't do X because you're
going to get in trouble. It really substantially constrains the
i nventiveness and the inmagination of our |aw enforcenent, and so
t hese cul tural dinensions are even bigger problens. W've got to
deal wth it.

Now, | think these under the underlying problens and,
frankly, since Septenber 11, | hate to say it, | think we've
gotten off on the wong foot on a lot of this. Because we had 19
folks hiding in our mdst planning for a couple of years to
attack us, we've gotten off on the node that we've got to collect
just about every bit of information on everybody. And it is just
-- that's the core of the great grow ng anxi ety Americans are
feeling about the loss of their privacy as we try legitinmately to
get our arns around honel and security.

There is no solution to this problemother than a nuch
stronger domestic intelligence program surveillance. But unless
that starts with a nuch stronger dinmension of protecting privacy
in the process, we're going to fail. And we can't afford to
fail. W can't afford to fall back on confortable rules, which
is what we did with | aw enforcenent, you know, in the '80s and
the "90s: to tie their hands. So that they wouldn't get
i nnocent people in trouble, we tied their hands so that they
couldn't help us find the bad guys.
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So we've got to address the privacy issues upfront. And we
make it worse when we start with all the innocents and when we
try to work our way into try to find the guilty. For crying out
loud, let's start with the people that we already are suspicious
about. W went a full year before we conmtted ourselves to
getting an integrated watch list. And I'Il tell you, talk to
peopl e privately who are working on these things in the
government, they say it's years away. The energy behind that
isn't anywhere commensurate with its payoff.

We ought to start with the problem-- the likely problem
peopl e and build our way out, rather than start with a vast
popul ati on of innocent people and work our way in. And we're
just off on the wong foot. And we've got a chance to fix this,
but we really do have to change it. And it just scares Americans
to think that before they get on an airplane there's a conputer
sonme place that's going to give thema red, yellow or a green
col or code, you know, before they're allowed to get on. Wen
i nstead we ought to be tracking the 70,000 or 80,000 people who
we know have ties with probleminstitutions, and then work our
way out fromthat core

We have a | ot better chance, frankly, of dealing with the
privacy issues if we start that way, and | woul d argue have nuch
nore actionable intelligence in the process. And we're going to
have to go out and create actionable intelligence. This was what
John and | argued in our little piece. You know, we're |ooking
for the needle in the haystack, but we're spending all our tine
adding hay to the pile, okay? W need to find the needles. And
t hat nmeans we have to kind of create the dots.

We've got to use our intelligence capabilities to go out and
find the problem people, the bad people, and that's going to take
covert operations inside this country, and we're very nervous
about that. Rightly so. | mean, you know, this is sonething
that scares people. Mst Anmericans canme to this country from
their hone country because they didn't want to be around a
governnment that spied on them okay? So we understand the kind
of inpedinments that we're facing that we want. That's part of
our culture. That's what we value. But we're still going to
have to overcone that.

Now, how do you organize to do that? WlIl, you know, | nean
the -- and 1'll use shorthand. You know, the ClA clearly is
conpetent, but people don't trust it to spy donestically. The
FBI was good at it in the past, but frankly the |ast 25 years has
shifted it dramatically over to very nmuch a constrained | aw
enforcenment culture. | conpletely agree with Attorney GCeneral
Barr that Director Mieller is really working hard to change that,
but we're a long ways away. | nean, | serve on his advisory
board. | want himto succeed and I'lIl do anything I can to help
hi m succeed, but we are a | ong ways away from having a
transfornmed culture inside the FBI that woul d make that happen
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And t he Departnent of Honel and Security was cobbl ed toget her
with people that don't have an intelligence starting point. So
what do you do? | nean, we're all westling with this problem
In our little group we opted for the viewthat it ought to stay
inside the FBI, but that this frankly is a provisional case.
beli eve we need to start there because | strongly believe any
donestic surveillance nmust be under the supervision of a
constitutional officer of the governnent. | don't believe you
can ever convince Anericans to trust a systemthat isn't overseen
by the attorney general.

Can the FBI make that transition? Frankly, we were sonmewhat

divided. As a matter of fact, we were very divided. | think al
of us have the hope that it would work. Not all of us had the
conviction that it wll and we made a few reconmendati ons that we

t hought m ght strengthen the chance that it would. One would be
to bring in direct managenent fromthe intelligence conmunity
that has analytic experience -- inside the FBI, a free standing
entity, subject to the FBI's and the attorney general's
oversight, but that has managenent | eadership that has strong
anal ytic skills.

Now, if that works, then we've got the best of all worlds.
If that doesn't work, you at |east have the prototypical starting
point for a newentity if you need to spin it off and to create
it, if you don't believe you can grow it inside the FBI. | want
it to succeed inside the FBI and inside the Departnent of
Justice. But if it doesn't succeed, you at |east have not wasted
a couple of years on an experinent that mght fail.

Again, let ne conclude by saying the only reason -- | may be
too narrow. But the only reason to study history is howit
informs our view of the future, and that's really what | think
you're doing. | think these hearings are just crucial and the
country really is looking to you, so I'mgrateful that you gave
us a chance to cone today. Thank you.

MR. KEAN: Conmi ssi oner Corelick.

M5. GORELICK: Thank you, M. Chairman, and thank you to the
three of you for being here today and for sharing your thoughts

with us. W have a fair anount of fire power on this panel. And
| have a | ot of questions but I know ny fell ow comm ssioners do
as well, so l'll try to pick the nost inportant ones from ny

poi nt of view.

| was -- and this is a question for all three of you. | was
struck, Attorney General Barr, by your very strong defense of the
bureau as the appropriate agency to have the lead. And you say
in your prepared statenment that there are three basic criticisnms
of the FBI, which it is addressing. The one that | was struck by
was the m ddl e one, where you say that the FBI failed to exchange
information with other elenments of the intelligence community,
and that it is addressing that failure or that criticism But
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what | hear fromM. MacGaffin and M. Hanre is that they
woul dn't say that that's the right question

And so the second part of ny question is to the two of you,
because the way you pose the question it is not did they share
the information they had, but did they cooperate with others in
setting the strategic goals of collection and go out together
with the other relevant agencies, primarily in the intelligence
community, to seek out the right information donestically? And
so nmy first question is whether the three of you would comrent on

that, that is: Wuat is it that is the failure, if you wll, and
how are we goi ng about addressing that failure? And if you could
be brief, because | have a nunber of followups, |I'd appreciate

it. Thank you.

MR. BARR Well, | do think one of the failures was the
failure to have in place, develop, foster intelligence collection
as a function distinct frombuilding crimnal cases with crim nal
predicates. And | also think it was a failure not to have an
anal ytical capability. And a lot of the sharing problens were
caused by, in ny view, ill-conceived constraints on | aw
enforcement and the sharing of intelligence information.

In terns of the setting of the -- it's true that
intelligence collection is different than gathering and it should
be focused, and there has to be sone agreenent as to what the end
is. But I also think we can get a little carried away here
because a lot of this counterintelligence -- counterterrorism
intelligence donestically within the United States has a sonmewhat
of a tactical flavor to it. |In other words, it is focusing on
groups and elements. |It's not sort of sitting back and sayi ng,
where's the next threat coming fromand, you know, is this a
breeding ground for terrorists over here in this part of Africa,
or what have you. That's the CIA's function. But the function
of sort of protecting the homel and when groups get into the
United States has a certain operational, tactical flavor to it
and I'mnot sure that -- you know, it's the sane as sort of doing
national intelligence estimates and sitting around figuring that
-- you know, | don't think it takes that long to figure that out,
frankly.

MR. MacGAFFIN:. | certainly agree that the failure to share
is not the heart of the problemor the nost egregi ous problem
There was, to follow ny argunent, not very nuch to share in any

event. The problemis that there still two years later is not
much nore to share. 1'mtold, for instance, that the

di ssem nated -- the information that is produced by the FBI's 56
field offices to be dissemnated to other parts of the governnent
has -- the good news is it's increased fourfold in that two-year
period. The bad news is that that's -- it now averages four

pi eces of dissemnated intelligence a day, in distinction to 450
by DIA or sonme of the others. So nunbers are the wong way to
| ook at it, but there's a problem here.

98



But it is a failure: not the failure to share so nuch as
the failure to acquire the right information. And while | agree
with Attorney Ceneral Barr that the national estimte approach,
you know, where's the next bad thing going to cone from ain't
too hard, that's not the kind of work -- it's hard to get right,
but it's not hard to sort of say it's going to cone fromthat
di sadvant aged part of the world or another. But the work that

has to be done is not that sort of intellectual. It's hard
tactical penetration work to have your spy sitting next to the
spy in the bin Laden nountaintop and in the bin Laden cell in
Cncinnati, if you will, over long periods of time. So | don't
accept that it -- | don't agree that it's tactical in the sense
of we get a little snippet here and there and we'll put them
together. It's long-term hard work to get the right people in

the right places to obtain over tinme the right information about
t hose who wi sh us harm

MR. HAMRE: Very quickly, Septenber 11th really transforned
this world so dramatically. | nmean, the willingness of the
intelligence community and the | aw enforcenent conmunity to share
information is really unprecedented conpared to my recollection.
| nmean, |'ve been around 25 years looking at it and it's
unbel i evabl e how much stronger the sentinent of collaboration is
ri ght now.

On Septenber 12 | was asked to go up to an energency neeting
of an advisory board for one of the intelligence agencies that I
try to help, and I can renmenber at the tine we said we only had
one, maybe two pieces of intelligence in all the files that we
t hought were relevant. Six nonths later we had |ots nore
information, and what that tells nme is that the way you change
your filters that we | ook at the data gives you a sense that
there's a lot nore or a lot less that you' re |ooking at. And, of
course, an event tends to change your perception of what you're
| ooking for. You want to proactively anticipate that and try to
properly tune your filters before sonething happens rather than
after it happens, where you have 100 percent certainty.

That's a very problematic question, of course, how to do
that. But | do think it is a matter of mndset and | think we
clearly m ssed Septenber 11 because, for whatever reason, our
collective policy intelligence mnds weren't tuned to | ook the
right way, even though there probably should have been plenty of
evi dence that we should have. | think we collect a |ot of
information. | think alot of it is, frankly, pretty useless.
We coul d probably extract a ot of intelligence out of the
information that we have that we aren't currently processing,
agai n because our filters aren't designed right -- our nental
filters aren't designed right.

After you go through that process then you say, but where
are there gaps that I think we should intentionally go out and
create facts? And that, | think, needs to be a joint process.
think the spirit of collaboration is now present like it's never
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been before, but that frankly the conpetencies and the nmechani sns
of cooperation don't really yet exist.

M5. GORELICK: Well, let nme follow up on that because it
seens to nme that the central theme that we have heard over and
over again is that there is not a conmopn strategy between
donmestic and foreign | aw enforcenent. And while, Attorney
General Barr, | take your point very well, particularly given ny
own experience in the Departnment of Justice, that there are big
dangers in separating out the people who do donestic collection
fromthe prosecutors who m ght have to act on it, neverthel ess
what we now see is a proliferation of coordination points wth no
one discernible to us that can be identified as setting the
strat egi es.

So you have the counterterrorismcenters at both the FBlI and
the CIA, both of which have nenbers of the other, you have the
Def ense Departnment with its own unit, you have the new TTIC
that's been stood up, you have the terrorist screening function
newy at the FBI, and then you have the Departnent of Honel and
Security also standing up its own function. And so ny question
to you, if you will, old hands is would you structure it this
way? And if not, how would you structure it? | understand,
Attorney Ceneral Barr, you view -- the notion of an M5 is not a
good one. But what would you do with this proliferation and
seem ng |lack of direction? And I1'd like all three of your
answers on that.

MR. BARR Well, | don't know about seem ng | ack of
direction. | assume that the director of Central Intelligence
woul d be providing overall intelligence direction. But | don't

necessarily think proliferation of fusion centers or even

anal ytical centers is necessarily a bad thing, because sonetines
intelligence has to be reworked, repackaged, reexam ned fromthe
standpoi nt of the operational mssion of a particular agency.

For exanple, Homeland Security | view as a static defense agency.
The FBI in ny view is dynamc

That is, the FBI's job is to proactively go after and
di smantl e and destroy these groups as they cone into the United
States, whereas the Honel and Security is static defense of
infrastructure, borders and so forth. They nay need to take a
| ook at the intelligence fromthe standpoint of what it means for
themto have to do, whereas the FBI, |aunching attacks agai nst
t hese organi zations, nmay want to take a |look at the intelligence
fromits mssion. |It's very nuch the -- we have a Cl A but that
doesn't nean we take intelligence out of DOD. It doesn't nean we
take -- we may have, you know, DI A but it doesn't nean we take
intelligence out of the Navy. So |'m not disturbed by the
proliferation of fusion or analytical centers.

MR. MacGAFFIN: | agree that there is a question of who's in

charge of the common strategy, and | think that despite, as Dr.
Hanre says, the willingness to collaborate and cooperate is
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infinitely greater than it's been before, the actuality is of it
is not there, nunber one. And what nekes it even harder is that
-- and why you have to have soneone in charge, and it straddles
this divide we're tal king about of |aw enforcenent and
intelligence, isn't as neat as it's in the United States,
therefore the FBI will deal with that.

For instance, and this will be perhaps a bit questionabl e,
but the notion of the fellows in Lackawanna who -- the six
all eged terrorists who were arrested there, the decision that was
made to proceed with arrest and crimnal prosecutions of those
six. M personal viewis that, you know, their nost serious
infraction was they went to the wong sunmer canp. They should
have gone to Lake W nni pesauke rather than Lake Tora Bora. They
were not truly terrorists.

But | eaving that aside, the right resolution instead of six
in prison was probably four of themsent to their roons and two
of them sonehow sent back to the Yenmen to spy for us within that
organi zation, the al Qaeda organi zation, to find out what's about

to happen to us. That decision is -- because, going to your
point of no one in -- how are we in charge across this divide --
not that no one is in charge, | don't nean that, but across this

di vide that decision is not nade. Wat is in the national
interest? Send themto their roomand back to the Yemen, or send
themto jail?

M5. GORELICK: So your view -- just so | can understand with
some clarity here. Your viewis a decision to prosecute in that
ci rcunst ance, or one anal ogous to that circunstance, should not
be made at the Justice Departnent because the Justice
Department's tools, if you will, are focused on prosecution, but
rather jointly across the national security spectrum because one
of the things you mght want to do is re-infiltrate soneone |ike
t hat ?

MR. MacGAFFIN. Right. That's exactly correct, and | --

M5. GORELICK: And that would be anal ogous to the way we
woul d treat a spy, for exanple?

MR. MacGAFFIN:  For exanple. And | think that recently the
trend with the nore active involvenent of AUSAs in the terrorist
task force, joint terrorist task forces, that decisions on the
ground tend to be the weight of their presence pushes things to
the | aw enforcenent side of the boat, making it very difficult
for the FBI agent and these special agents to make the deci sion
to develop long-term difficult penetrations of these
organi zations that will do us harm And it's just the weight of
-- they're on that side of the boat and the boat is tipping in
that direction, and that's not how you get at this problem

MR HAMRE: |I'Ill be very brief. M worry is not that we
have no direction, but that we -- our only directionis to
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prevent exactly the sanme circunstances that caused Septenber 11

| nmean, that's what's tying us up in knots right now | think we
need to separate the issue of gunsmthing from marksmanship. |
mean, | think what we're really lacking is a coordinating

mechani sm for the marksmanshi p questi ons.

VWhat are we trying to stop? What are we trying to hit as a
goal ? What are we trying to stop? And what we've created for
mechani snms of coordination are gunsm thing nmechani sns. You know,
how do we get the FBI and the CIA to share databases, and the
TTIC? | nmean, the TTICis a -- | support it, but | think it's
not going to do what we really need to have done, given the way
it's currently constituted. There needs to be a coordination at
a much hi gher |evel government-w de that represents the strategic
t hi nki ng of the governnent about the problem not the tacti cal
mani pul ati on of the boxes inside the government.

M5. GORELI CK: And who should do that?

MR. HAMRE: Well, ny personal viewis that this is -- | do
not agree with the notion that there is a donestic security
that's separate froma national security. | don't think that it
makes sense to have a National Security Council and a Donestic or
a Honel and Security Council. | think that nakes no sense. |
think there is a national security inperative with a venue that
it's a foreign sector and a venue that's in a donmestic sector.
woul d put it under that rubric and I would, frankly, have the
anal ytic | eadership come fromthat quarter, with the intelligence
community under the DCl |eading the strategi c question. But
al ways the nechani smof action has to be under the supervision of
the attorney general, in nmy view

M5. GORELICK: So the overarching direction would conme from
the intelligence comunity, and the execution --

MR. HAMRE: Through the National Security Council.

M5. GORELICK: -- geonetrically would cone about in the --
somewhere within the Departnment of Justice?

MR. HAMRE: Yes.

M5. GORELICK: M. MacGaffin, you draw a sonmewhat -- well,
strike "sonewhat." You draw a bl eak picture of our capacities,
both fromthe data point which suggests that even today, in terns
of distributed intelligence, very little of it relative to what
is being distributed is comng fromour donestic agencies, to are
not honoring our intelligence officers within the FBI, to the
failure to create an intelligence career track. |In your heart of
hearts do you believe that the Bureau, even with the energy that
is being applied to this effort by Director Mieller, can do this?
Can do what needs to be done?
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MR. MacGAFFIN: |I'mnot sure and | spent, as you know, SiXx
years as senior advisor to the director and the deputy director.
| found the simlarities between the CIA and the FBI in ternms of,
you know, type ‘A" point end of the stick guys who really want to
get it done. | nean, | desperately want it to work that way, but
there have to be sone significant changes in the way it goes
about its work relative to this very issue. So it's got
everything going for it. It's got the -- | believe we have
sufficient authorities, it's got the tools, but we've got to
somehow turn this corner that we've all been tal king about here
and concentrate on penetration of those who would do us harm
The Tom Powers' anal ogy of the job here is to determ ne where the
danger lies seens to be the nost inportant part, and we're not
doi ng that appropriately.

M5. GORELICK: Secretary Hanre, you said that your
confidence, if you wll, that the FBI can do this is provisional
How | ong i s provisional?

MR. HAMRE: Well, there's no question that the director
really has made it his priority. He's certainly conmmunicated
that to the Bureau. There are sone small but very bright shining
lights inside the Bureau that are starting to enmerge. | think
it's -- you know, the prevailing day-to-day culture is not --
does not enbrace his vision. You know, clearly there needs to be
an assessnment -- an objective assessnent about how well he's
doing. | think this is very hard because he's very confident
it's going to work because his vision is right, and | think his
vision is right.

| remenber being in governnent. | nean, you are so isolated
when you are in government because the first thing you hear in
t he norni ng when you walk in is sonebody saying, boy, you had a
good day yesterday, M. Secretary. And the last thing you hear
is, boy, you really kicked butt today. You know, | nean
everybody around you is telling you what a great job you did and
real ly your situational awareness of your own organization is
really quite limted.

And trying to find a way to help the director get a sense of
is this working or not, and is it really getting at the cul tural
inperatives that really notivate your average special agent who

cones in every day, that's | think a harder question. |'mnot --
|"mnew to the | aw enforcenent community so | would not want to
render judgnent about how to do that. | know how we do it in the

mlitary, but | would not know how to exactly do it here. But |
think that there needs to be a very supportive but self-critical
| ook at how well this is going.

M5. GORELI CK: General Barr, you supervised the FBI as
deputy attorney general and as attorney general for as |long as
nost, if not all, of your predecessors, and you detail in your
witten statenent and as well as in your testinony the nunber of
regul atory and |l egislative and cultural barriers to the FBlI being
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t he kind of organization that M. MacGaffin and Secretary Hanre
are describing as necessary. What is your |evel of confidence
t hat the bureau can do what needs to be done?

MR. BARR | have a high level of confidence that the Bureau
can evolve into precisely the kind of counterterrorism agency we
need donestically. But let nme just say that | think we're going
to be attacked again, and | think we're going to be attacked
probably several times very successfully, and we can't do

anyt hing about that. | think every enployee of the United States
governnment acting in absolute good faith and acting very
conpetently, and still the nature of this danger and the probl em

we face as such that we're not going to be able to catch every
terrorist that cones into the United States to do us harm And
so, you know, | think that we shouldn't underestimate the

magni tude of the problem we have here.

And the other thing is, you know, | think we're actually
getting a little bit too down on the FBI here. Yes, they -- in
ny view because of external restraints -- did not develop the
kind of donmestic intelligence collection that we now want themto
have, and didn't sit around setting up analytical centers to
anal yze intelligence about people within the United States. And
there was a tinme where if they tried to do that, they would be
sl apped down in good order. Now we want themto do it and they
will develop it and do a good job on it.

But the fact of the matter is that before 9/11 the Justice
Depart ment was devel oping a | ot of information about al Qaeda and
Gsama bin Laden. Devel oped nore information than M5 had.

Devel oped nore information and gave it to the British than M5
had about Osama bin Laden's activities in Britain. So, you know,
t he Departnent wasn't doing that bad a job. O her agencies had
problens as well as the FBI. |If we're going to penetrate these
organi zations, they're not going to be penetrated initially by
the FBI in the United States. They're going to be penetrated
overseas, as you say, on a nountaintop in Afghanistan or
somewhere. That's not the FBI's job. That's the CIA s job.

So, you know, our intelligence agencies have failed
occasionally. They didn't get it right necessarily. The FBI has
problenms and we're trying to fix that. But we also shouldn't
raise the bar here to a degree that -- and create expectations
that we're going to be able to stop every terrorist that tries to
kill Americans. W' re not going to be able to do it.

M5. GORELICK: Thank you for your testinony.

MR. KEAN. Secretary Lehman.

MR. LEHVAN. Thank you. 1'd like to ask you all to focus on
just one overarching set of issues in framng the questions |I'm

going to ask and that is the genetic or cultural issue that
underlies this debate about whether FBI should be the donestic
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intelligence agency. Wat is the problemwe're tal king about?
Well, sharing is certainly one manifestation of that. One very
senior intelligence official has told us that he did not |earn
about the connections of three of the principal actors in the '93
bonbi ng on the World Trade Center until years after when the
trial was finally finished and they rel eased the grand jury
evidence. And we had this norning the former deputy attorney
general tell us that one of his proudest acconplishnments was his
6t h August 2001 neno notifying the FBI that they nust bring in
the prosecutors i medi ately when they' re begi nning a case.

Time and tinme again, we've had w tnesses that we' ve
i nterviewed, including another one this norning, that have said,
Well, 1'd prefer not to answer those questions because this
matter is in the grand jury or this matter is nowin litigation.
We got that answer time after time in pursuing issues around the
Moussaoui case, for instance, but there were many others. Now,
t hat' s under standabl e perhaps before 9/11. But after 9/11, one
woul d have expected that that mentality, the prosecutorial, the
forensic, rather than the preventive nentality woul d have
changed.

Yet, as late as last June 18th, a wtness before the House
Appropriations Subcommttee, in explaining howthe FBI was
pursui ng or thought to be pursuing the terrorist issue, testified
as follows, in part. "Wen we do our intelligence in the FBI, it
shoul d be forensic intelligence. 1t should be based on evidence.
It should be based on fact. It nust bear the scrutiny of |aw
that can be | ooked at by a jury and a judge." And she went on,
"We need to know what is reality, what can be proved and not
based on sinple assessnents and projections.”™ And on, "Well,
ot her recourses may seem expedient, it is only through careful
and aggressive case work that we will rid ourselves of the foe
and mai ntain the cooperation of the American public."

Well, 1've never read a nore perfect articulation of anti-
intelligence work than I could find. It reflects very well why
the FBI is the best police force in the world, but it could al so
suggest that it could be the worst intelligence force in the
wor |l d because intelligence is | ooking forward and sharing and not
protecting evidence to get convictions. The situation or the
guestion I'd like to pose to you assunes certain things. As M.
MacGaffin has rightly said, the M5 issue has, | think, been
repeatedly dragged out as a red herring because M5 is certainly
not the alternative here.

A far better, closer potential alternative is the Canadi an
Security Intelligence Service which has many nore anal ogi es and
interestingly, reading the debate in the 80s that went on when
this was created, the exact sane argunents that General Barr has
educed here were made by the Royal Canadi an Mounted Police and
rejected. | think nost observers within the Canadi an governnent
believe that real cultural problens were fixed by getting
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intelligence functions out fromunder the police and the Justice
Departnment, in effect.

My di stinguished col | eague, Jam e, earlier described very
succinctly what the Justice Departnment has as its m ssion
Nunber one, to prosecute crimnals and m screants and, nunber
two, to protect the rights of citizens. WelIl, both of those
things are really at odds all the tine and intentioned with
intelligence collection and anal ysis and that does not nean that
it can't be done, but it is certainly a nmajor tension. |Indeed,
you can argue that the problens that have been discussed earlier
in testinony about the threats to civil liberties by the PATRI OT
Act and by powers before that and the corollary, the overreaction
i n bendi ng over backwards as in the Mussaoui case, not to tread
into that territory, is precisely because we try to do two
i nconpati bl e functions, police work and intelligence in the sane
agency.

Wth that brief preanble, I'd like to ask you all to
consi der four options. Now, all three of you, in one formor
anot her, have said that you favor essentially the status quo.
More resources, the FBI should run faster, junp higher, do nore
| anguage training, get better, nore intelligent professionals in
it but, basically, you' re all three arguing for the status quo
and just make it better. Now, | understand all of us have been
| aboring to acquire the same skills of collegiality that in your
article in The Econom st and sitting, as you are, as a panel,
that you don't want to disagree too directly but 1'd like to ask
you to sort of |eap out of that collegiality in your answers
her e.

First, | see four potential options that 1'd like you to
comment on. |'ve already comented on the first option, nore
resources, do better and give thema chance. G ve Director
Mieller time to do what he has set out to do and he's nade
significant changes. That begs the question, how do we know t hat
he's succeeding? Do we have to wait for another 9/11 or, in its
absence, we say he's succeeding? O other netrics or neasures
that we can apply so as not to give this an indefinite tenure
until it's proved its failure through another catastrophe? So,
how about commenting on that? | mean, | suspect there's at | east
one closet CSIS synpathizer there, but let's see.

MR BARR | think it's analogous to the M5. It's been a
bad experiment for Canada. They're spending a lot of their tine
right nowtrying to patch up that relationship and reintegrate
t hese functions. The Royal Canadi an Mounted Police have had to
create a |l ot of redundant functionality because of that split up.
So | would say that | would not | ook at the Canadi an system as an
exenplar and | think, you know, your litany was really, | think,
unfair.

First, you tal ked about the prosecutorial nentality because
in fact they are prosecuting a case. Once a decision is nade to
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prosecute a case -- and the Mussaoui case was that decision was
not made just by the Justice Departnment, it was nmade by the
President to nove down that tract -- then it is a prosecution and
when it is a prosecution, you don't share grand jury information
and other things and that's the law. So it doesn't surprise ne
that they weren't sharing it with you. That doesn't nmean that it
wasn't being shared within the Executive Branch

The exanpl es you gave in the past were precisely the problem
as to why we needed the PATRI OT Act because of the Iimtations on
grand jury information and because of the limtations on sharing
intelligence with | aw enforcenent and those have been addressed
inthe act. This culture thing is way overdone. You know, prior
-- as | say, prior to the '70s, the FBI was well into donestic
intelligence. They viewed thenselves as wearing two hats,
national security and | aw enforcenent.

The problemw th the FBI, as nost people would have said
then, was they were collecting too much intelligence about
donmestic matters. They knew too nmuch about civil rights
or gani zati ons, about anti-war organizations. They had the field
pretty well covered. They knew how to collect information. |If
you | ook at certain other of their functions, |ike organized
crime, that's an intelligence effort. That's not rushing in
early and prematurely just to prosecute people. They know how to
penetrate groups and keep those penetration agents in place for a
long tine and learn information and take down -- build
intelligence on organizations and take them down. They've done
that in the counternarcotics area, they' ve done that in the
counter intelligence area.

So this notion that they're just prosecution bent and that's
their culture and they can't do anything else is just hogwash.
Now, what we've had is a period of tinme in the, you know, '70s,
'80s, and '90s, where people didn't want themin that field, and
they put a lot of restrictions on them And you' d ruined your
career if you stepped out of line at the FBI and started snooping
around donmestic matters too nmuch. And now we've had an epi phany.
Since 9/11 we want themto get back into that. That's the rea
story.

Now, you say that these are fundanentally inconpati bl e,
that's wong. They're not inconpatible. They are conpatible
activities. 1In fact they have to be carried out together because
t hey both involve collecting information within the United
States, and the tools and the resources are the sanme resources.
That's ny reaction.

(Laughter.)

MR. MacGAFFIN:. | certainly can't associate nyself with the
run faster, junp higher approach, nore resources, that's not at
all what I'mrecomending, and | think that's wong. | think --
to go back to a question that was asked of John Hanre, | think
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time is running out to get this right. | do not believe -- and |
hope the formal statenent |'ve submtted makes this clear, |
don't believe that the changes and reforns that are in place are
sufficient or adequate to the task. | don't believe they'|l get
us there. 1'mhoping that your efforts and our efforts jointly
to focus on this very issue will change, will add to and add an
urgency and a significant change course correction in what
Director Mieller and the others are doing. | do not think the
path we're on now will get us there because | don't believe it
really makes the distinction between gathering and focused
collection, which is the heart of it.

The advant age of having Attorney Ceneral Barr is he's got
the recollection to say what it was |ike, but today the FB
cannot rent 5,000 square foot of office space w thout getting
advanced perm ssion fromthe Congress. Operationally, the
cultural environment they live in and the oversight they live in,
which | think is unproductive, is dramatically constraining their
i magi nati on of what they think they can do. And | support --
wanted to give themthe tools of the PATRIOT Act and there's
great controversy about the PATRIOT Act. Frankly, what's been
acconpl i shed since they got it is nodest.

In a large nmeasure it's because of this culture. Ganted,
they had a history, but this is 25 and 30 years ago. | nean,
there are five nenbers of Congress that trace thensel ves back to
that history. So | nean we really have a very different
environment that we're working with now Again let nme state |
want themto succeed, | want this to work. It isn't that I'm
after the status quo. Plus this has to change, but | start with
a prem se of wanting conpetence under a constitutional oversight
and | think the best place to ground that is in the FBI. |'m not
confident it's going to work, but I want it to work. [|'m hopeful
but not optimstic. That's where | am personally.

Now, on that note let ne say | think that there -- I'ma
chief operations kind of guy, and there are things you could do
to help them This dichotony between | aw enforcenent and
analysis is, | think, false, because intelligence doesn't spring
out of just wi se people sitting around a roomthinking, it really
springs out of facts that are presented to people who are then
integrated into a franework and then tested agai nst the
hypot heses of other people. It really is grounded on collection.
And for years we've not had the capacity to translate cases into
intelligence input. You know, and the director is addressing
t hat .

We need to start buying the capacity at every field office,
peopl e that can take a case and then extract out of it the
intelligence that can be used and shared w thout violating the
internal integrity of the case itself. W do that in the
mlitary world. W have analytic officers placed at tacti cal
intelligence units, not to report on what's going on with that
unit per se, but what are we now seeing about new tactics that
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are being enployed with radars, for exanple. W need the sane

kind of skill. But if you |look at the grade structure in the
FBI, what does it take to beconme a, you know, senior person. You
ain't going to nake it to be an analyst, you'll make it if you

get to be a special agent, and you're on a different track. So
you can solve this, but there's some real, serious gunsmthing
questions internal to the FBI we need to tackle in the process.

MR LEHVAN: |1'd like to get each of your coments on the
two nost prom nently discussed alternatives to | eaving the
functions in the FBI. Not the straw nen that float around but

the option of taking the organi zation that has been built and
placing it somewhere else. And the two options that have nost
currency are -- and, by the way, all of theminvolve judicial
oversight, not letting themrun free. But taking themout from
under the attorney general and the executive oversight, which
think is the real failing of the M5 system trying to apply it
here. But have judicial oversight when they have to go to
request a wiretap, it has the sane or even stronger protections.
Plus there is not the concern of the police power being
collocated with the intelligence, analytic and gathering.

And the second conmon thread is that wherever it resides, it
woul d collocate in the regional offices of the FBI, anal ogous to
the way the Cl A operates out of enbassies abroad and ot her cover.
So the two options that seemto be nost current are to take the
current donestic intelligence function from FBI, perhaps
augnmenting it with some of the other existing -- not creating a
new organi zati on, but taking the donmestic intelligence function
and placing it under nunber one, the director of Central
Intelligence, as one option, or putting it in Honeland Security
as anot her option.

So just limting it to that option of a clearly overseen
entity that is collocated wwth the FBI, has, as General Thonpson
said, rapid and open conmuni cations to prosecutors, but not as
subordi nates to the prosecutors who decide to make it a case and
run for Congress or sonething. And this is the option that I'd
i ke you to address, putting under the DCl, putting it under
Departnment of Honel and Security.

General Barr.

MR. BARR | think they're both ridicul ous options. You
know, who's going to collect -- analysis is centralized,
collection is dispersed. You need resources to do it in the
United States. |It's different collecting intelligence and

information you can act upon within the United States than it is
i n Afghanistan. You need feet on the street. You need the

resources and the expertise that already exists in the FBI. And,
as | said, it seenms to nme it has to be coordinated with the end
gane. You know, I'mall for shooting hellfire mssiles from

drones and knocki ng of f people once we decided we found themin

109



Yemen. We don't do that in the United States. So we need an end
gane in the United States, and the DCl doesn't have an end gane.

Putting it over to Honel and Security, you know, just boggl es
nmy mnd. Those are law -- would you rather have a Custons
culture influence these people? | nmean, | don't know what you
acconplish by that, except seemngly taking it out. You know,
the object seens to be to renove it fromthe | aw enforcenent
function which is collecting a lot of information on its side of
the house. 1In the United States where do we get the information
fromnostly? W actually get it by threatening people with
prosecution. A lot of the information that's been devel oped has
been devel oped by | aw enforcenent side, by threatening punitive
action agai nst peopl e, okay.

Now, maybe overseas we catch themin conprom sing positions
and take photographs of themor sonething like that. But over
here we collect information in different ways.

MR, LEHVAN:  Next.
(Laughter.)

MR. MacGAFFIN:  The problemis that the organi zation that
has been built, that part of the FBI that you -- we're now sort
of noving around the table or nailing down to the FBlI the way
CGeneral Barr would, doesn't do donmestic collection. So the first
and nost fundanental thing is we've got to do it, and the point
of whether the refornms currently in place will get us there or
not, let's | eave that aside.

| certainly agree with the notion of if you had a donestic
collection capacity to really collect it donestically, putting it
at the Departnent of Honel and Security doesn't nake a | ot of
sense to ne either, for a variety of reasons. Putting it under
the DCI as has the first problem the one John Hanre raised, and
then during CGeneral Barr's, his attitude that, you know, who
would trust the CIAto get it right. So for a |lot of reasons you
can't put it under the DClI in an organi zational sense but you
can't separate it fromthe notion of what is the whole picture
we're trying to fill in here

As we've all said at the beginning, you can no | onger
separate foreign and donmestic in the sense that it goes fromthe
shadow of the Hanmburg nosque to Cincinnati, you' ve got to nake
this connect, and the DCl is -- and the intelligence assessnent
of the whole picture has got to be what guides donestic
collection internally. So I don't think that to ny mnd the
Department of Honel and Security is not an issue. There's got to
be a DCI/NSC conponent for the kinds of issues at an operati onal

l evel . W discussed about what happens to the kids up in
Lackawanna and it's got to be relative to where are we going to
put our time, M. FBI? Wat parts are you -- you can't just

deci de that on your own in the FBI where you're going to have
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donestic collection, it has to be driven by a broader construct
and we don't have that construct and we don't have donestic
collection, and we don't do conprom sing phot ographs.

(Laughter.)

MR. HAMRE: M. Secretary, | nmean | think, you know, in
every case here you're always trying to design your governnent
structure to acconplish two goals. One is to make it conpetent
and the other is to make it controlled, so that it only does the
things that you, an appointed officer of the governnent, want it
to do. | think the problemwe have here with the FBI is that
we' ve got good control functions in place now The case with the
ClA, we've got good conpetency functions in place, but not
necessarily the control as far as donestic acceptability. And
Department of Honel and Security, | think we're still working on
t hat .

| think frommy standpoint, | think to address your specific
question, | would want to | ook at the structure of oversight and
whet her it gives you conpetent control over it. | think that
becones the overwhel m ng sense of the long-termviability of this
to the Anerican public. And oversight, there are three |levels of
oversight. There is environnmental oversight, how do we connect
it to me, the citizen? You know, | do that through el ected
representatives, | do that through the President, | do it through
constitutional officers that have to get confirned.

We have structural oversight, where you set up structures
such as onbudsnmen and i nspectors general and, you know, this sort
of thing so that you' ve got a systemto check. Then you have
transacti onal oversight, you ve got to get a FISA order if you're
going to do sonething. And where do you best engi neer nost
optimally those el enents of control? Again, you could nove them
to the other organizations and you'll have other problens that
you' |l need to engineer.

| personally conme down on the node of saying | think right
now you' ve got the better chance of acconplishing your goal if
you start building out fromwhere you are now with the FBI, but I
would give it a different direct managenent oversight, | would
give it nore analytic managenent oversight and bring a DCl ki nd
of person to do that and try to reward the analytic skills that
you want in the |aw enforcement community, not just sinply the
transactional skills.

| f you can do that, and then you raised the key question how
do you nmeasure success, how do you know you're succeeding in
doing that? And that frankly takes -- there's no statistical
thing, you just have to have smart people who are sincerely
commtted to helping the FBI do that who cone in and just tel
them God's truth of what they really understand is going on and
ask a directorate to take that on sincerely and to ook at it.
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MR. LEHVAN: Thank you

MR KEAN: W' ve got very little tine, and three
conmi ssi oners who' ve asked to be heard, so if we can keep our
guestions and answers as short as possible.

Conmmi ssi oner Ben- Veni ste?

MR. BEN- VENI STE: Thank you, M. Chairman, and thank you
both for neeting with us privately, sharing your views, honing
t hose views as | hear today, and providing for a very lively and
informative discourse. | particularly want to observe ny
agreenent with the notion of targeted, focused, intelligence
collection which is, or should be designed, toward achieving a
particul ar goal, rather than the diffuse collection of every
avai | abl e scrap of information about every Anmerican citizen which
is being discussed in other quarters.

| think the reasons for that are obvious. They deal wth
the problem for which the enhanced capability should be directed
and they do not stir up unnecessarily the enotions of the
American public with regard to its government spying on them
It’s very basic, and I commend you for those observations. And
wi thout taking a ot of tinme | would suggest that the proposals
in M. MacGffin's statenment here today, which are very specific
and very directed toward a framework within the FBI of
bi furcating the | aw enforcenent functions fromthe intelligence
functions, are those which we ought to very seriously consider in
our recomendati ons as a conmi Ssi on.

The question | have is whether you gentlenen think that they
can be acconplished without |egislation, a |legislative franmework
essentially reorganizing that part of the FBI that will deal wth
the recruitnment of people who are nost proficient in what it
takes to anal yze data, whether it is necessary to essentially
| egi sl ate an individual function within the FBI that is charged
with directing the collection of information, and whether it is
necessary to establish a framework for neasuring and pronoting
t he individuals who woul d be selected for this intelligence
function within the FBI. And I'lIl stop there.

MR. MacGAFFIN:  Thank you for the endorsenment of sonme of the
work we've done on this. Wth regard to the question of is
| egi slative input required, on a technical l|evel, quickly
reviewing the things that I wote, I would think only the
provi sion that the head of this new entity be -- the way in which
he be selected and the termto run concurrently with or for the
same duration as the director of the FBI's term | think that

probably would require it, | agree. Qher than that, not only do
| not -- can | quickly not think of anything that would require
it, I would hate to do it because it's only going to work if
everybody, if the whole process is, oh yeah, | got it, we' ve got

to do this. And we've all been there where, you know, this part
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of town is legislated and we said, oh yeah, we're going to do it
ny way.

So, it's got to cone -- | don't think |egislation helps
ot her than those, other conpulsions got to be put to it, but not
| egi sl ati on.

MR. BEN- VENI STE: Thank you, and I'l|l defer to ny
col | eagues’ questi ons.

MR. KEAN: Senat or Gort on.

VR, GORTON: (OFf mke.) M. MacGffin, 1"'mgoing to
follow the conplinents of M. Ben-Veniste. | |ook at these 11
poi nts as the nost precise and substantive and --

MR. KEAN: M crophone - -

VR, GORTON: | ook on these 11 points as the nost
t hought ful and deci sive and poi nted suggestions that we've had to
solve a very real problem They've taken a great deal of thought
and effort on your part and are the result of a great deal of
experience. Cenerally speaking when you get a conplinent |ike
that before the question, there is a but, and this is the but: |
go through this with great care, | listen to all three of your
brutal criticisnms of doing sonething like M5 and now | want to
ask you how this differs fromM5?

It seens to nme that what you have created, what you' ve
created here is two essentially separate entities. Mybe housed
in the sane place, but you will have a head that is appointed by
the President, and really when you get right dowmn to it, he's

going to be picked by the President and he'll consult with these
ot her three people in doing so for a fixed term H's personnel
are going to be separate fromthe other FBI personnel. You're

going to start with 60 percent FBI people but they will be
trained and will go through a career entirely in this
intelligence function.

And you don't get together at least until you get to the
| evel of the attorney general, though | see little supervisory
authority on the attorney general here, and now -- and | | ook at
what we've | earned about M5, well, it's separate fromthe
constabl es and | aw enforcenent in Geat Britain. They finally
reach a point at the hone secretary level is the first place that
there's a real contact between them who in turn is a creature of
the prime mnister. So, and with all respect, except for the
fact that you call these people FBI agents, you know, ny first
guestion is howit differs froma separate entity such as that in
the United Kingdomor in sonme other place?

| strongly suspect that you will have at |east some sharing

of information chall enges between the old FBI and the new FBI.
That' s nunber one. Second, there's been, you know, bitter
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criticismhere of saying that you m ght have exactly this sane
kind of function except maybe that it works up through the CIA to
the President, rather than through the attorney general, you
know, to the president. But what we have froma point of view of
conmuni cating with one another and sol ving the fundanental
problemis, that here in this situation housed in the FBI

however you do it, you are mxing an intelligence function with a
| aw enforcenent function and a cultural clash that you have
testified to only too el oquently.

| f you were dealing with a donmestic CIA you wouldn't have a
culture clash, you' d have to have an entirely separate
organi zation |like this one because the rules would be so
different. But it would be intelligence, intelligence and the
probl em of comuni cating with | aw enforcenent. Here you have an
intelligence and | aw enforcenment mxed and still nothing to
i ncrease the comuni cation between the present ClA for
intelligence overseas, and the donestic intelligence that this
new group is going to take with the fact that the terrorists nove
back and forth across the borders with a relative degree of ease.

So it's sort of a long speech, but haven't you given us an
M5 just sinply with a different nane, and is it so totally out
of even our line of consideration that we should have al
intelligence with two separate sections under one head, rather
t han have that split between donestic and foreign, faced that
split between intelligence and | aw enforcenent?

MR. MacGAFFIN:.  First, and this is going to sound like I'm
ducking it, and I'll cone to sonme of the other issues later. The
first and nost inportant part is the fact that it is in the FB
as our first proposal serves to root it in the tradition of
America, in the great tradition of getting John Dillinger and
what ever, the great confidence the Anerican people have in their
fate.

MR. GORTON: That's a good point.

MR. MacGAFFIN. That is a very, very inportant thing
Sonet hing that | |earned about but | didn't appreciate in nmy 31
years at ClIA but came to appreciate in ny six years at the FBI
terribly inportant. So the fact that it's there is, nunber one,
a very inportant difference, it's not a new organi zation, it's
what's newis it's going to go about doing its business
differently in a different form |It's going to truly do
intelligence collection that it doesn't do now.

The comrent on the relationship of the AGto this. You
alluded to that in your remarks. There is an analogy in the
Executive Order 12333 which essentially guides howin ny old
world of the CIA, how -- what is the approved and appropriate
practice in regard to, in this case U S. persons, the guidelines
t hensel ves were crafted and approved with full input by the
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attorney general, but on a day-to-day basis are adm nistered by
the DCI and the deputy director for operations.

| can't tell you how many tines | had visitors have come out
to John MacGaffin in Beirut or Baghdad or wherever it was, and
gave ne and ny staff, you know, here do you really understand
12333 with regards to -- | think that we need to do the sane
here, sonme version of the sane thing here. To John Hanre's very
wel | taken one, the attorney general has to have a firmfoot in
this, but not necessarily in the day-to-day managenent of what
collection is done, but certainly has to set up and we've all got
to be satisfied that the constitutional protections are there
when the collection is done, if | make that point.

The conmmuni cation, the [ ast point you made was how do we,
how does this deal with the question of conmunication across the
intelligence -- across the great intelligence/law enforcenent
di vide. You know, again while we've nmade progress in that since
9/11 with a club over their heads, the |evel of non-
conmuni cations within the existing FBI across crimnal and
intelligence, national security sides is unbelievable at tines.
| nmean, literally | was present when the person responsible for
doi ng Russi an organized crine nmet the person in the Bureau
responsi ble for the national security side of pursing the
Russi ans, and | knew them both -- you know, what's this al
about .

So it's not that there is this great free flow of
information across the internal workings of the Bureau as it
exists now, that's a fallacy. It should be, I nmean, the Bureau
ought to be built on all the information that's appropriately
avai |l abl e where it needs to be, but it doesn't work there now
So | guess that'd be ny third point is that it's the ability to
build this comuni cation across | aw enforcenent intelligence.
The intelligence comunity would wel cone and work with an
organi zation |like this enbedded in the FBI that was clearly doing
col l ection work, because then it's easy to say, here's the
problem it's al Qaeda, I'mgoing to do Paris and sonething el se
and you're going to do, you know, and that'll work. And when
we' ve done that between the two, you know, it's a w nner, and
when we haven't you get what we got.

VR, GORTON: One brief question, M. Barr, do you buy into
the MacGffin fornul a?

MR. BARR Not conpletely, | do think ultimately this wll
evolve into two directorates within the FBI. | think it's a far
different situation than having a separate agency, because |
don't think M. MacGaffin expected these two entities to be
hermetically sealed. They would be interacting and coordi nating
inthe field, in the field offices all the way up the chain. One
thing to remenber is, again, collection in the United States
relies on | aw enforcenent assets.
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You know, during the first @Qulf War when | was responsible
for American counterterrorism a lot of it boiled down to
tracki ng people, figuring out where people were in the United
States or where they were going. And that required a | ot of
stake outs, it required a lot of traffic stops, it requires, you
know, going into stores to find out where certain apparel was
bought. It requires going into hotels to check records in an
entire city. Very intensive, requires feet on the street, |aw
enf orcenent peopl e.

An M5 type agency, | don't care how many agents you put in
it, it'"s not going to -- you know, you're going to have to have,
you know, 20, 30, 40,000 agents running around the United States
if they're specialized and dedicated, or it's going to have to be
integrated with | aw enforcenent assents in the United States. The
FBI today has those assets, it is integrated with state and | ocal
| aw enf orcenent, 650,000 police, and they do a |lot of the work
necessary to track down terrorists.

In sharing information, any division even a division wthin
an agency will create sharing problens. It happens at the nuch
bal | yhooed CIA, but in fact if it's in the same agency, the risks
are lower, you usually get nore sharing of information. The
coordination with the CIA is sonething that happened, the FBI is
part of the intelligence comunity and that coordination has to
occur. And in that case, it's with, you know, entities outside
t he Departnent of Justice. But | don't think we should conpound
the problem by creating another fissure, this artificial
di stinction between | aw enforcenent and intelligence --

MR, GORTON: What part of MacGaffin's recommendati ons do
you di sagree with?

MR, BARR Well, I'mnot sure | would be so prescriptive.
In other words, fromny experience institutions will evolve over
time and devel op appropriate cultures. For exanple, take the
CIA. Wien | was first there, there was, you know, sone
di stinctive culture between the DDO, the Directorate for
Qperations and the DDI. And yet, you know, nobst of the career
intelligence people in through the CT program they got the
training of the covert people even though they mght ultimtely
end up over in the DDI. That's not to say there were other ways
for people to cone in.

So | think, you know, there will be sone things where you
may want sonme overarching program where you get sone basic | aw
enforcenment orientation for people, but | think eventually you
will end up with two directorates. But | don't think we should
necessarily make them hernetically seal ed agai nst each ot her,
some cross fertilization is a good thing.

VR, GORTON: Thank you.

MR, KEAN: Last question from Congressman Roener.
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REP. RCEMER: | want to begin anyway where Dr. Hanre
started his remarks and that was thanking the panel here. W
want to thank you for your advice and your counsel here this
afternoon, but nore inportantly, M. Barr, for your service to an

administration a few years ago, doing a very good job. Dr.
Hanr e, another adm nistration doing an excellent job as well.
M. thGaffln 30 years in the Cl A serving your country.

I'"d like to shift a bit here fromthe FBI to what M. Barr
referred to as the nmuch ballyhooed CIA. G ven your service there
for 30 years as an officer and a deputy director of Operations,
you have quoted Thomas Powers a couple of tines, and he has
witten a very interesting book of essays on the CIA and in one
of them M. MacGaffin, he tal ks about a very difficult endeavor
to undertake in any organi zation, and that is doing an internal
assessnment of when you nake m st akes.

And he interviews sonebody at the end of his essay on the
9/11 failure, and he's tal king to sonebody with vast experience
at the CIAthat really finds it difficult to go through this
i nternal assessnent of where the ClI A has made m stakes, and that
it my be too bloody, it my be too difficult, we may not be able
to do this, but we cannot fail to do this, we nust undertake this
assessnment and this damage plan, and how we go forward with sone
vision in the future.

|"d like to press you very hard, because we get many of our
nost candid comrents from people after they' ve |left governnent
service, and ask you in your remarks you're pretty explicit about
the magni tude of the failure of 9/11. You say, and | quote, "The
magni tude of my failure, the colleagues at the FBI, the CIA the
DOD, to fully inplement those systemi c changes to our nationa
security structure wit large that could have prevented this
attack." Unquote.

| just want to be specific in what do we need to recomrend
at the end of the day to see that these great talented people at
the CI A that have done a wonderful job over 50 years in so many
ways but may have been slow to get onto this new target of al
(Qaeda, what do we need to do specifically there at the CIA as an
institution to see these changes nade? Wat two reconmendati ons
woul d you meke to us?

MR. MacGAFFIN. Unfair at the end of a long, tired day, but
as you will note in nmy statenent, | nade very clear that while
the i ssue here was donestic intelligence collection and we were
going to spend a lot of tinme tal king about the problens of that,
that there are extraordinarily inportant issues that have to be
addressed for the foreign side, for CIA and NSA particularly. In
very short hand on the NSA side, getting out behind the
technol ogy curve, they're so far behind they can't get in front
of it. For the CIA | think it's getting back to the sane
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criticisml make of the FBI, getting back to real focused
penetration operations against the nost difficult targets.

It's really hard work, and unlike -- | happen to live in
pl aces that now make you say, hnmm |ike Beirut or Baghdad or
Riyadh. But when | lived in Beirut, you know, it was terrible,

nmy sail boat sunk one day, but other than that it wasn't too bad.
The pl aces where you have to do this work now are terrible, and
so getting people who are willing to do this work in those pl aces
and take the risks, everyone as we have to do, get behind the FB
to make it do what it's got to do and | et them know we support

it, we've got to do the sanme thing too for the C A

And the kinds of things the between General Barr and Dr.
Hanre tal ked about were people in the FBI say, yeah, go do that
and get yourself in trouble, you get held out to twist in the
wind. The same thing is true for operatives in the CTA W' ve
got to let them know that we support and encourage that, and that
still hasn't happened.

REP. RCEMER: But be nore specific, I"'mnot letting you off
the hook with that. W' ve heard that over and over and over,
that we need better human resources and better penetration in
terrorist targets and better |anguage skills and anal yti cal
capabilities and better strategic analysis of the information
that conmes in. How do we do that? W' ve been tal king about
t hese kinds of things in the intelligence community for several
years now and sone of these things have just not been done. How
do we focus on those two or three things and how do we i npl enent
and achi eve those?

MR. MacGAFFIN. Ckay, and | didn't sign up for all of those
al t hough we could do better on all of them | focused directly
and specifically on human source and technical -- human enhanced
techni cal penetrations of those hard targets. And how do we do
that? We do it through the recruitnent of people who can -- who
can understand and reach into the Islamc comunities and can
deal in those | anguages. But it's got to be the constant focus
of the oversight commttees, of the Adm nistration, of how are we
doi ng?

| nean, we're really good now, | understand, you know, from
everyone's favorite source Bob Wodward, that the President has a
thing in his desk drawer, that he pulls out and when M. Tenet
goes down, they sort of cross off, you know, how many bad guys
have you got that are still at large? Let's turn it around, and
even though this is a terribly sensitive issue, and keep
everybody's nose to the grind of how many sensitive penetrations
have the FBI and the CI A and the NSA together working jointly
given us in all these places because it's the only defense
against the terrorists and the other organizations to do us harm
You're not going to do it with satellites, you re not going to do
it any other way. And until we keep -- that's the only payoff,
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is count them Just as you count them when we take them out,
let's count them when we bring them on board.

REP. RCEMER: Thank you, M. Chairman, thank you again.

MR KEAN: Thank you very, very nmuch. | want to thank you

all. This has been a very interesting and a very val uabl e panel .
| want to thank all the witnesses today for their tine, we're
greatly appreciative of the insights we've gotten. And while

we' ve heard a diversity of opinions on each panel, we have al so |
t hi nk di scerned sonme very interesting thenes. First of all, the
choice of security or liberty is false. Such thinking invites

t he pendul um swi ngs of the past, going too far one direction then
goi ng back too far the other.

| nstead we need creative thinking about howto live in a
nor e dangerous world, how to nake security and liberty into
partners, not rivals, that creative thinking is in very short
supply. But we heard w tnesses today who hel ped us approach this
chal l enge and do it constructively. 1In intelligence gathering we
need gui delines that tell people what they can do, yet other ways
to hold them accountabl e when there are abuses, that the wall
between intelligence and | aw enforcenent in place prior to 9/11
may have faithfully inpeded investigation of the future
hi ] ackers.

And if the United States is to prevent terrorist acts before
t hey occur, sharing information between | aw enforcenent and
intelligence is vital. W heard that the PATRI Ol Act, debate
swirls around synbols as nmuch as substance. But the Conmi ssion
nmust think about what Congress should do when the key provisions
of that act expire at the end of 2005. W heard that preventive
detention of terrorists may be necessary, but w tnesses thought
that we do not yet have the institutions or rules in place that
wi || make such neasures sustainable in the ong haul in our
denocracy. As one witness put it, changing the rules is better
than having no rules at all.

We heard testinony about the inportance of a clear framework
for immgration | aw deci sions and desi gnati ons of eneny
conbatants. Such a framework sinply doesn't exist today our
wi tnesses testified. W heard testinony about the inportance of
consi stent enforcenent of the law, both for those who we wel cone
to our country and those we do not. W heard about the
i nportance about working with the Muslimand Arab Anerican
community as a critical part of our antiterrorismwork. W heard
testinony that we should not appeal to foreign nodels for
addressing security issues, but we need a nodel for donestic
intelligence consistent with Anerican val ues and our own system
of government.

We heard a very good airing of views about the future of the

FBI and the critical question that cane out is this: Does the
conbi nation of |aw enforcenent and intelligence conprom se
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devotion to the intelligence mssion? O is that conbination

i nstead essential for the integration of collection and action in
the field operating within the law? This is all very inportant
to our mssion. W need a strong, informed public debate about
the U S. governnent's new powers in fighting this war on
terrorism And | certainly hope, and we all do, that the

Comm ssion's hearing today contributed to that debate. Thank you
all, very, very nuch

End.
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